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m §§£gp & Projec’c Structure

Set you your first React project and understand the folder structure
@ Requirements Before You Start ?

e o

AHS —s ® A computer (Windows / macOS / Lmu:-q:;l | Check Versions :- : Make sure
e Node.js (v18 or higher) : node -v /l eg. v20.11.0 | Node. js is
® npm (comes with Node.js) | npm -v /i eq. 10.2:4 : installed
o A code editor (VS Cocle recommended) i_npx . [flegs 10.24 properly.

e Basic knowledge of HTML, CSS and JavaScript ~“—————————--—— = 7,

: _ : PSSR e i E
@ Create a New React Project (Using Vite) " Explanation :- i
Ans — ® Vite is a modern and fast build tool for React. e npm create vite@latest — creates i
[ e Open your terminal and run the following command: . a new React project using Vite. |
npm create vite@latest my-react-app -- --template react . . “tEmPlﬂtﬂ react — uses React Il3‘?11'”13[’-'ﬂil'i'- :
' - . e npm install = installs all required :
e Now go to the project folder: | cd my-react-app | dEPEHdEHEEEE. 1 |
o Install the dependencies: - npm install . o npm run dev — starts the development
e Start 'I:hE dguelgpment Server: npm run dev i_ server (HEHQ“H on http J;f'r C"Eﬂ I"IIDEt 51?3)
NFolder Struchae [Vitct Rl T i
. | |
@ Project Folder Structure i réncEap) :
Ans —» ® A clean and organized folder structure | = “Ddﬂl-mﬂdUlESr" # Prﬂjéﬁtn*iepﬁﬂdﬂﬂfiﬂ | =
| helps in better development and maintenance. | [ public/ # Static files (images, favicon, etc.) :
. ; . .\ F— src/ # Source code ,
» \ite provides a simple and modern structure. | a
—— , | -— assets/ # Images, fonts, etc. |
e You can customize it based on Your project heed. | | components/ # Reusable components -l
'| —— App.jsx # Main component I
J —— main. jsx # Entry point |
: : | — index.html # HTML template !
II"I"'I Df‘tﬂ.f"lt FILES EX lﬂll"’lEd | — packaqge.ison # Project metadata and scripts l
P P | P g¢e.)] d] P |
'_ , : = vite.config.js # Vite configuration
A_n§ e File / Folder | Purpose | = REH—'&DME md # Project documentation I
index.html | Main HTML file (root template) S S i DR e ey e e S T =
| Src.,-"'mu.[n.:j;x L Entrgl point of the React LT |F L e S Pl - e R S ST g | ey Y]
src/App. jsx | Main component (you can modify this) : Useful npm Scripts |
S P e REHE_&HE ccnmpc_}nen.ts I npm run 1dev 1# start dev server |
src/assets/ | Static assets like images : Apm Fun build # build for prﬁdud:iun :
public/ | Files that are directly served i npm run preview # preview build |
vite.config. js Vite configuration file | npm install # install dependencies :
p&ckage.jsnn F'mject details and depeﬂdencies e e e e
S R R

1, Pro T| ps :- :
: o Use VS Code with useful extensions |

® Run Your First React App

Ans —> * After running npm run dev, open the URL el L g L (ES?+ React, Prettier, ESLint)

|
23 (usually http://localhost:5173) in your browser. e Keep components small and reusable. |
o You will see o defult Reack + Vite. page. (@j | o Follow a consistent folder structure. !
e You can now start rﬁﬂdiﬂjing the code in - | o Use meuningfu[ file and folder names. |
o Save the file and the browser will auh:'maticuﬂﬂ : i_ (we'll cover it later) i
reload (Hot Module Replacement). ik miete e s S g

Edit sre/App. jsx and save to test HMR

|
i
'.
src/App. jsx. Vite + React : . @ You can use Tailwind CSS for styling
|
|
|
|
|
|

Small Steps Evergdmj Make You a Better Dev&lﬂpar ' 7

Karyvio.com

Learn Today, Build Tomorrow ! &
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Strong
React | Fundamentals .z
Build Great
Learn the core concepts of React to build UI components Projects |

|

@ What is JSX 7 e LR SRS T ;

Ans > e JSX (JﬂvﬂSCﬂpt }{ML) 5 a 51:]111;{1:.{ extension : :Exampla - b e -i
== for JavaScript. | | // JSX Example : |
e It allows us to write HTML-like code | | const element = ( | LD'D]'?S! like HTM!— {

inside JavaScript. : <hl className="title"> but it's JavaScnpt |

e JSX makes it easier to create and visualize | Hello React ! ( ISX) i

UI components. | </h1> i

o It gets transformed into regular JavaScript : )i i

(using Babel) before running in the browser, «____________ ___________ 4 ey’ gy —— e J

| e e e e e e e ey e e e =

@ REﬁCt Campﬂnents | Function Component Examnle - |
Ans — © Components are the hull.dmg blocks of a React app. 1 [ function Welcome() [ L _i.’-""\ |
o A component is a reusable piece of UL | | return <h2>Welcome to Karyvio!</h2>; Simple :

e There are two types of components: lf | } Funftm |

o Function Components (modern, preferred) | | koot ekt Weltond, " Component |

o Class Components (old, rarely used) | i —=_ | |

o Components help in building m:::duim' r—-—::::::::::-“-:::::::::_—:_-—_—_—_-:-—-1

and maintainable code. Ve iR N

_ : E"—«jﬂ?@—% : = |rU51nq the Cumpﬂnent =%

@ Prﬂps (Prﬂpertles) : fu:;;?: }:Jserﬂard({ name, age ) { | ﬁUsErCard ; i
Ans — e Props allow us to pass data trom a parent | <div> ; name="Sovit" :
| TR component to a child component. | | {h3:{ﬂﬂmf}¢!;hl3f‘-‘ [ age={21} /> =
e They are read-only (cannot be modified 3 S i | :

by t?'l& child). : | ! s/aiw> k_, Passing data |

Pmps make components reusable and dgnamm. | [} via. props

e e [T e e reee

J

SRS TR VS il A R Ny

. State :rEmm le :- | |
eects |

|

|

|

Ans — © State is used to store and manage data BPC [TEHsGRRIE Jptrom iomct Click button

inside a component. function Counter() {
s Whenciiais fhﬂnges REAR: resvandors const [count, setCount] = useState(8): | tndupda’ce Sjﬂtﬂ
: and re-render
the component autnmatimilg- | FEEEEL{ the component

|

|

in function components. <button onClick=(() => setCount(count + 1)}> |
Increment |

</button> .

</div> I

|

N
@ Events S ———— - :

Ans — * Events allow us to handle user interactions @ ‘3a .
like clicks, input changes, form submission etc. CgﬂdﬁdllﬂﬂgLuBErld_Efm_g

e We use camelCase event names feg onClick, Ans— °® lUsed to render different UL based on conditions.
onChange) in React —  ® We can use if-else, ternary apemtar or logical && operator.

|
|
|
|
|
e We use the useState hook to create state | ¢p>Count: {count}</p>
|
|
|
|
|
|

[T N A ey Nl (e e s = = ey = -3
T e Example (Ternary) :- | F Common Event List :- |
| xampie .- | | | function Message({ isloggedIn }) { | | = onClick 1'
| function Button() { ] et | s, o0 |
const handleClick = () => { | & Ermsdl 3 & onSubmi F
I Bt aba L ), | . {lipgﬁg?.cﬂ;e- E-Eick!{fpb I j-% dafocds t
| }; | I | ) fD jafiss onBlur :
: l ; <p>Please Login</p> . | = onKeyDown |
. | return <button onClick={handleClick}> i )} Render | | ® onKeyUp |
: Click M% \; Handle click I l| </div> different U_‘{: : ¢ onMouseEnter |
| <(QUERTH; event in React | | ) based on | | * onMouseleave :
|| ! | } condition | | e and many more ... |
B e e e e e e e e P e N R d
. : 11
Karyvio.com Learn Today, Build Tomorrow | ",
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React | Hooks

Hooks

Make React
Use powerful Hooks to manage state, side effects and more More Powerful
P ! and Flexible !
@ What are React Hooks ? A S e s
| | | Advantages of Hooks :- || Commonly Used Hooks :-
Ans — @ Hooks are special functions that let us (ST S, T |
2= use React features in functional components. | ° Fj:cii;nzl u;ﬂmﬂiﬂi;tim AR | I : Eﬁ?ﬁst :
® Introduced in React 168, : I o Cleaner and sirf: ler code | | o useRef I
e They allow us to manage state, side effects o e tseMeno .
and other React features without writing | @ Reusable logic (custom hooks) 'l o useCallback i
Eﬂn;a_é&;npr-:;ﬁenﬁ_ e EEﬁEF dmj:;{e G‘[ﬁﬂ”imﬁ“” | | o useContext |
Hook L ts simpler ¢l | ® No need for class components | . & useKeducer
o el s sl s | Ty | £ et
PR |
@ useState Hook | Example :- |
Ans — © useState is used to add state (data) to | import { useState } from “react”; I
S functional components. | | function Counter() { |
e [t returns an array with two values: iR SPnEviRaiin,) SeICOUnE] = usstataial; l
e The current state value : ”-‘:E;ﬂ}': e :
® A function to update the state | <h2>Count: {count}</h2> Eliel Bikbon l
o When the state changes, the component _’ chutton onClick<(() => setCount(count + 1)}>| =, ., |
' I Increment 0 update s |
re-renders automatically. | it B Ve
: )</div> component :
HRE |
xample :-
Ans — o usebffect is used to handle side effects import { useEffect, useState } from "react”;
in functional components. function User() { /\
o Side effects include: API calls, timers, const [data, setData] = useState(null); Runs once

: 3 s useEffect(() => {
DOM manipulation, subscriptions, etc. 7} Fatch data: from APT

e Tt runs afrter the CDmPﬂﬂEHt renders. fetck(“https://jsonplaceholder. typicode.com/users/1") mounts

|

|

|

|

|

|

| when comporient
|

e We can control when it runs using : .then(res => res.json())

|

|

|

|

|

4 4 .then{data => setData{data));
a dependency array. }, [1); // empty array = run only once

return <div>{data ? <h2>{data.name}</h2> . "Loading..."}</div>;

@ g@gRgf Hook = AW RS Wil :::—_:—j_—_—_—_—_—_—_—_—_jjJ

Example :- It e
Ans —» o useRef is used to access DOM elements oo [ teehar T Foom Sreacty; i Real Use Cases . |
directly or to store mutable values. | nction Inpitfocusl) 1| ® Access input fields |
e [t does not cause re-renders when | const Inpulrel = usenef(dal L) { 1| e focus elements 1.
the value Chﬂﬂges. |  const handleClick = (} = { . . || e Store previous values !
[ i inputRef.current. focus(); ﬂFuses L%P'F: |i ® Integmtg with third—l’
| return ( S 7 party libraries |
| <divz | e e e J
| <input ref={inputRef} pleceholder="Type here" /> !
| <button onClick<({handleClick)>Focus Input</button> i
} <fdive
B WA Sl e £) Jdli. Gt
@ useMemo and useCallback @ Rules of Hooks
Ans — ® useMemo is used to memoize expensive VS EFIHGEiLLCEHfﬂEiEﬁ$SthE top level
s caleulations guptimizes pErf{}rrITmm:E:J. . e Do Hr'mi; call Hooks. inside loops,
o useCallback is used to memoize functions conditions or nested functions.
(to prevent unnecessary re-renders). e Only call Hooks from React
A S N = S T = : ESTEEs o e T ST Eunitmn components or custom
5.
| useMemo Example :- | | useCallback Example :- ] AT R S
: const result = useMemo(() => { : | |const handleClick = useCallback(() => { | | unexpected behavior.
return a * b; i | | console.log("Button clicked”); A T R e
14 Ta b1 Ty | | Important Note :~ L)
| |4 Ldy ) ‘\,) Recalculate only || « - ’ k_) ; , e Dooks don't work in regular JaveScript |
I h ol | Same function reference | | | unctions . .
| el i 8 across re-renders I | | & You can create your own custom hooks. |
TR e eSS e e e — . ] e Hooks mnke gour code mare modalar I
| | and reusable. I
HESSUMu te iE o Ree
E ﬂryv 10.com Small Steps Everyday Make You a Better Developer ! ‘\I_L'

———#



Puﬂe; -5

i Karyvio

LEARN | BUILD | GROW | GET HIRED

(Good

Forms Create

m Forms & Validation

Handle user input, validate data and buiid robust forms in React

@ What are Forms in React 7

Ans — ® Forms in React are used to take user
Ficg input, like text, email, password, etc.
o React uses controlled components to
handle form data.
e Form data is stored in state and updated
on every change.
e Forms are commonly used for login,
registration, contact, search, etc.

@ Controlled vs Uncontrolled Components

Feature \ Controlled Cumpunent LUnmntmlled {',nmpanent
Data Handling | Handled by React state l Handled by DOM (ref)
Value Access Using state (value, onChange) | Using useRef

Re-render | Re-renders on every change | Does not re-render
Validation Easier to validate Harder to validate
Best For | Most React forms Simple forms, file inputs

@ Handling Multiple Inputs

Ans - © Use a single state object to manage multiple
T form fields.
e %J_ﬁdate the state based on the input name.

e [his makes code cleaner and scalable.
e i 2
| Example :- |
import { useState } from "react”; U il I
sing single |
function UserForm{) { 4 9 E_H :
const [formData, setFormData] = useState({ state ﬂje‘:t I
name 1 i for mulﬁptﬁ |
email: "", S
password: "", lﬂpu.tﬁ

1)

const handleChange = (e) =» {
const { name, value } = e.target;
setFormData({ ...formData, [namel: value });

|
|
|
|
|
l
b |
return ( |
<form: I
<input name="name" value={formData.name} |
onChange={handleChange} pleceholder="Name" /> |
<input name="email" type="email"” value={formData.email} |
onChange={handleChange} placeholder="Email" /> I
<input name="password” type="password” :
value={formData.password} onChange={handleChange} |
placeholder="Password" /> |

} </form> |

L e —— — — — — — — — — — g PR &

= e e el Ty T T N e Ll

o e e e e e D
|

Better User

Experiences :

e ——— - : e

. Simple Form E;:FI:IJII'IE"leI o

i impﬂft { useState } from ”I'Ea-::t"; - e e e

function SimpleForm() {
const [name, setName] = useState("");

returﬂ |: Cﬂntrﬂllﬂfi
<input :
 peattext? f (using state)

value={name}
onChange={(e) =» setName(e.target.value)}
placeholder="Enter your name"
/>
<p>Hello, {name || “"User"}!</p>
</form>

0;

e e e e T L e e i |

i
_f
I
i <forms cnmpunﬂn’t
|
|
|
|
|

| i
. —— — . — — — — — . E— — — | — — — —

i
|
|
|
L.

Form Validation Techniques

Ans —» ® Validation ensures the user enters correct data.
P e We can validate on:

 On Change (real-time)

e On Blur (when field loses focus)

e On Submit (when form is submitted)

e Common validation rules:

Required fields
 Minimum/maximum length
e Email format

Password strength
Custom validation (e.g., confirm password)

Example (Basic Validation) :-

const [error, setError] = useState("");
const handleSubmit = (e) = {

e.preventDefault();
if (!formData.email) { ﬁ
setError("Email is required"); Validate

} return; bEfﬁFE
// submit form data ELIEJmﬂiiﬂg
i
i return {

<form onSubmit={handleSubmit}>
<input type="email" value={formData.email}
onChange={handleChange} placeholder="Email" />
{error && <p className="error"s{errorl</p>} I
<button type="submit">Submit</button> i
|
I

T — —— — — — — — T — T— —. — — —

</form>

[ e e e e e | e
I
I

Important Note :-
| o Always validate
e Show meaningfu[

Error ITIEEE-IJ.HES.
e lze libraries like

@ Using a Validation Library (Yup + Formik) s
a 1 < r-m'

e Formik he[p:-. ﬁtcr manage form state Eﬂsilﬁ. i

® Yup is used for schema-based validation.

e It reduces bﬂilerptate code and is wicielﬂ used.

[ ]

Great for complex forms.

Ans —

-

l
I

Formik Example :-

initialValues={{ name: "", email: "", password: " }}
validationSchema={schema}
onSubmit={(values) => console.log(values)}>

: Formik + Yup for
| large forms.

| o Keep UL simple

| and user-frlendiﬂ.

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

|

|

; |

user lnput. |
|

|

|

i__'__————' _———I
. Common Use Cases :- |

[
l
i
I
o e e e L B e e - | {{{ handleChange, handleSubmit, errors }} =» (
I "I’up Validation Schema :- || <form onSubmit={handleSubmit}> b Login / Register gl !
I{ import * as Yup from “yup", | I| -c{input nm"“r?gen m;[lhangm{han;ilfht}mge} b ! e Contact form |
. ' errors.name <pr{errors.name}</p> .
| const schema = Yup.objoct({ i1 <butten type=“$ub£2t”}Register{fhuifun} @ Profile update form
| name: Yup.string().required(“Name is required"), B YE o | & Search form
| email: Yup.string().email("Invalid email”).required(), | I ) | o Feedback form
: }}Pesawurd: Yup.string(}.min(6, "Min & characters") .required(}; { ' o/Farmiks i o and more ...
e e e e e e e e e e L
KﬂPYVlG.Com Learn Today, Build Tomorrow ! ‘s.l_,l.f'
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Good
Routing Makes

Nuvlgate between pages

@ What is React Router ?

prﬁgrﬂmmuﬂcﬂll (E-g., after [ug[n}. | function Lagin() {
o Useful for redirects.

{/ after successful login
navigate(”/dashboard”);

Navigate /ﬂ_}

after an action

r——————-

Best Practices .

o Pe— T -

React | Routing

const navigate = useNavigate():
const handlelogin = {) =3 {

Your I"Ipp Feel
Like a Real App I
Il

in a React appliﬂatiun

e Check if user is authenticated, otherwise redirect.

I
|
I I_'E___l___"'_______ '__'_______i
I th
Xampie .

LY EXAMPE .2 |{"'.'ﬁl.|.lﬂ|i'|l' access
I | function PrivateRoute({ childrren }) { | U'ﬂi “:
: : coust isAuth = true; /f check auth (token, etc.) | :
| return isAuth ? children : <Navigate to="/login" />, : authenticated
e I

e e — T e ]

_,—,—..—_..—..—.——,—-,..,.—..—__.___"I

Common Issues :-

| B e et e e T T =1
. : _ . I - e = e =
= Ans — ©® React Router is a library for handling r KEH Il:Eﬂ.tuI"EE_ . |t Used In :- |
N | routing in Keact a?lpliccl_t'lﬂﬂﬂ. [ e C[lﬁﬂf‘ﬁlde routing : o Single Page Applications !
o It allows us to navigate between | ® Dynamic routes [ (Spggs |
" different components (pages) without [ o Nested routes | | e Web applications |
reloading the J'],:'W-E. . @ Route parameters . ! o Admin dashboards |
’ e It uses the H 5 HIEJEI}I'H API. i e Protected routes : i e [-commerce websites :
e Most commonly used version: react-router-dom | e Programmatic navigation | | o Portfolio websites |
’ (since we are uaing React for w&b]- E— ® Ligh{WEight and flexible _: o and many more ... _!
- | @ Install React Router e e e e i i :
y : ; I ) J- -
Ans — ©® Run the following command in your project | Check Version :- HRJ:E[IS;TE it ‘51 |
ans . - installed properly. |
= | folder: - ; a1 | npm list react-router-dom I it |
npm install react-router-dom B \J |
’ e e e e e =
. ] | R e e — i e e e T i e e et - — b e e et s e L i e —S " - —I
- Basic Routing Setup | Example - (Appjsx) |
AHS @ Wr{lp HDUT’ app with <BrowserRouter>. | | import { BrowserRouter, Routes, Route, Link } from "react-router-dom”; I
S - : | | import Home from “./pages/Home” ;
& o Define Imutes using. {Rfjutes:- and Rt e et |
e Use <Link> for navigation. s e e 5 : I
Lin f
’ e Use <Outlet> for nested routes. g e et |
I <BrowserRouter> I
< al > |
i IFHPDFtEI.ﬂt CDMPﬂnEntS | <Link to="/ ">Home</Link> | |
| <Link to="/about">About</Link> [— : : I
’ Ans — Cnm_pnnent | .FI.-I:FF{J'EE | </nav> Basic r‘ﬂutmg |
T i E | {RﬂUtES? E ﬂm lE |
BrowserRouter | ‘w'ru]:-s_ the "ent.re app (uses HTMLS API) | SRt e T el emenedcrmne 5% xamp |
= | Routes  Container Tor all routes | <Route path="/about" element={<About />) /> I
Route Defines a single route I ;f E: Rﬂ“tﬁn}‘ i |
it 2 e : g %
’ | Link | Navigates to a route (like <a> tag_} I ) SRR :
| Navlink  Like Link but with active styles _ I_ ixp SFt Ut _!
- Outlet | Fefiders: A TOLes O NEpamilesl || . T T e T s e e
_usg?&vig&te | irj:ngmmmatic navigation S @ Nﬂﬁtﬂd Rﬂu{:t’.g
’ | i i [ipete s lpou Pum‘me{?r?r’ Ac =08 Used to render child routes inside a parent component.
uselLocation Get current location info 22 o Hlsa et letsiondistlig-child. comBonents.
’ pay P
___________________________ =
- Route Parameters | " Example - | Child route
Ans— ° Used to capture dynamic values from the URL. it AR SR S
[ o E:-:ump[f—:: z’r uSEI',f’ 1, ,-'Jr LJ;SEI’,/ 2, etc. | <Route path="/dashboard” element={<Dashboard />)}> : <Outlet />
’ o lse the useParams hook to access the value. | <Route path="overview" element={<Overview /[>} /> |
e e R R e e S | <Route path="settings" element={<Settings />} /> || F»j
’ | | Exampt& -2 | I </Route> |'
| | = | | </Routes> |
| | import { useParams } from “react-router-dom™; | G e e e Pt ot o T i
’ I function User() { | gevess
| U 1 | I
! const { id } = useParams(); | dgnamw; value
R e e amiURL
| i_}___..___.___ e e
- | @ Programmatic Navigation [Eemple:- 1 Protected Routes (Private Routes)
. Ans — © Use the useNavigate hook to navigate | inport { usellavigate } fron “react-radter-don'; | Ans — ® Used to restrict access to certain pages.
U ingful and clean URL ' ' l
A_HE—"’ - S8 MeEaningrul a clean 5 | I S WGhE I:Fu bt B Poite } I
R T SO ey R L oo g il
: Hzi.,i LEEMI:&UL?;{ %ru n,;EI ;EEE ormance, .I \‘_) i e useMavigate is not o function (wrong import). i
= s Ul e o St s Ctdres al whnom roes | | ¢ Neded s ok redeg (risg Ot /).
I I .com Learn Today, Build Tomorrow ! o
. 4 Nt
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React | State Management

Manage and share state across components EFFEﬂ’tiUElH

Good
State Manuge ment

Makes Your App
Scalable !

@ What is State Management 7 P W e e i ——

State A o) : Why State Management ? !l Pﬂpulﬂr_- Libraries |
Ans—> ° S Rl sl G S Y, | ® Share data between components |+ @ useState (built-in) i
thuf; changes over time in a React application. Vo intralizell stabe (beller crammieatio) e iselionterd Ghutt ) |
e [t he[ps components share and update data | & Avoid prop drlling : ® Redux Toolkit (most used) |
n a predictahL& way- | e Predictable state updates e %“ﬂﬂ"d |
| e For small afnpﬁ we can use useState or | o Easier debugging l : thf{i' :
Context APL, and for large apps we use } o Better for large and complex apps | | » MobX |
‘ Redux Toolkit or other state mﬂnagement libfaripe e e e 1 | e and more ... |
| e i T BT ; |
4 g e e e e b b e e e e e e S =
useState for Local State | Example :- |
. ! 1 S i m i
Ans — © useState is used to manage state in a single e et il :
BE component. | Funcc?nifs {:cwntf H:s:l 13: nt] State() ﬂ !
i NG, Setiou = UsEatale 3
o Best for E[mple and small-scale state. l return ( | Local state :
e Syntax: const [state, setState] = useState(initialValue) | {d{ﬁ;cgunt: {count}</h2> in @ component |
| zbutton onClick=() => setCount(count + 1)}z I
| Increment |
| «/butten> |
| <fdivs |
- : |
i e o e e e e, e p e S b e A e i LS i B ]

©

Prop Drilling Problem Context API

Ans — *® When we need to pass the same dala through

o Conlert APT! helos to share <tat «
many cnmrnnents, it becomes difficult. Ans ontext APL helps to share state across components

AL without passing props munuaﬂgj.

o This is called prop drilling. o Useful for medium-size applications (theme, auth, user info).
o It makes the code harder to maintain. e e e e e e e =
amplLe .—
| Exampl |
| pr 5 5 [ {: : import { createContext, useContext, useState } from "react”; i
olution:- , |
| — | const ThemeContext = createContext();
' Pass dota | 1 ﬂ |
| ‘ - \lft ] 5 . Use Context APT | | function ThemeProvider({ children }) { Sharing state |
ﬂ.I‘Eﬂ v st Rediects avnid | const [theme, setTheme] = useState("light"); asing. Contest APT/
| Pass again 5 W return ( e ke I
| \L r prop cln[lmg. | <ThemeContext .Provider value={{ theme, setTheme }}» |
Chl_d i ! | {Chiidﬁren} |
L 1* B . I <fiThemeContext.Provider:» [
ass again | ; |
[ | ! |
| // Use in component
l GrandChild 1 |  function Header() { i
1 const { theme, setTheme } = useContext{ThemeContext): [
return <hZzCurrent Theme: {themel</h2>; i
i Ot/ T R W T Y W T T S BT T Y e L T
Redux Toolkit (Advanced State Management) =
ns —s ¢ Redux Toolkit is the official, modern way to use Redux. @ useSelector Eﬂ”li_tiﬁﬂgispﬂtﬂ_h

i ® EEEE. for large ﬂﬁfll complex ﬂFF'-'_lCﬂtm”S- Afis _3-® Use useSelector to read data from the store.

= Prﬂwde_ﬂ o centralized store, actions and reducers. | Ay s useDispatch to trigger actions.

e Helps in predictable state management and debugging. Fo— — e e e 4
e T A s S T vample |
| Example - {Lounter iEE'_ izl "'-:+'n_{:~t31r1:r { useSelector, useDispatch } from "react-redux”; l
! import { createSlice, configureStore } from "Breduxjs/toolkit”; i E import { increment } from ®./counterSlice”; ﬂ !
| const counterSlice = createSlice({ | | function Counter() { Read state |
| name: "counter”, | | const count = useSelector((state) => state.counter.value); ﬂnd_cﬁgpﬂichl
! initialState: { value: 8 }, /? [ | | const dispatch = useDispatch(}; aikions |
I reducers: { reate slice |
| increment: (state) =» { state.value += 1 }, Rl sl | | return { :
! decrement: (state) => { state.value -= 1 } : IR <div> l
! }}_} Redux Toolkit | | <hZ>Count: {count}</h2> _ _ |
i exﬁnrt const { increment, decrement } = counterSlice.actions; | E ﬂb%ﬁzigmggglickui} =t dasparehiancrensntl )i L !
| export const store = configureStore({ = efbuttoms I
| 3 reducer: { counter: counterSlice.reducer } | : & diys |
i ¥ ! : |
Heiasn S = - ; PR 1____} ____________________________ _

————

Hhﬂﬂ_tg Use Whﬂt ? Best Praﬂhces I Impﬂl"tﬂnt_ﬂnte = :

ng -3 & U§E Case s . Recommended Tool Ans = Keep state as minimal as possible. I e Dont overuse global :

el ! Afs ! SR state. |

Local component state | useState o Use the right tool for the right use case. : G i iy, ok |

Share state between few components | useContext o Avoid unnecessary re-renders. | small andP?Fc-cusei |

' Large and -:-::mpie: appﬁn:uticrn Redux Toolkit . SﬁEFTH':'“; Stata ¥5t1'u§£‘2 Clm:nt:_ﬂ’d;lri?“"imd' | - Staf; m::lagEment I

= [ 2 e L] 5E ype Crpt for &r . Mantanaiiircy. | eianitien Y imPr{wEE 1

‘ S!WP!E.H@&J.‘ state {5miu.ll HFPE!. | Eusf.:und" .f Jub?'.L ] o Use Devlools (React Deviools. Redwe Devlocls). | c::?de maintainability :

Server state (API data) | React Query / TanStack Query o Follow immutable update patterns. :_ and scalability. |
KarﬂIO-com Small Steps Everyday Make You a Better Developer ! ‘x:}

‘—‘——_
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React API Intear;ation

Connect your React app with backend APIs and hardle data efficiently ke IE Dybartic |
What is API Integration ? i e 5 i 8

' APIL (Application P ing Interf:
M 5 @ (Application Programming Interface) HTTP Request

| |
I |
allows two applications to communicate. | : : '

e In React, we integrate APIs to fetch and I R (GET / POST / etc.) N Backend API = I
| eact |

| |

| |

| |

APIs
Bring Real Data

send dota to a backend server.

e We can use Fetch API (built-in) or Axios Frontend € mﬂde‘}siﬁ%xwess

(third-party library). JSON Response : ' )
o Commonly used for real-time data like = e i (iﬂt_ﬂL _______________ b
users, products, blogs, etc. S B = - RE R BS ST S EESRESEF
. . " | . |
Using Fetch API (Built-in) | Example :: Fetch Data (GET Request) |
; ! B , | | import { useEffect, useState } from "react”; |
Ans — @ Fetch is a modern, built-in JavaScript API S o Ut /_\\ |
| for fﬂﬂkjﬂg HTTP TEQUEStS- l const [usersk sétUSEFEI = useState([]): |
e It returns a Promise. : SeREFact () =n f Fetch data |
o We need to convert the response to JSON | fetch(“https://jsonplaceholder. typicode. com/users”) from a pub{'lc API l

- : | th => TE5.] ) i

iifg e I e i ond display users |
I : [i":f‘flt"'h{e"r => console.error{"Error;", err)); |
@ Using Axios (Popular Librarg) | Fety i
Ans —> @ Axios is a promise-based HTTP client 1 ':di:;ausers-_.:;hzr- |
— (better error hundlmgt, interceptors, etc). : cul>{users.map(u => <li key={u.id)>{u.name}</1i>)}</ul> |
e Fasier to use than fetch. ] }_“Jm”'”' |
e First install Axios: L) ' |

 npm install axios |
2 e e e E POST, PUT, DELETE Requests
I Example :: Using Axios (GET Request)

Ans — @ We can serid data to the server using POST, update using
== PUT/PATCH and delete using DELETE.

import axios trom "axios';

import [ useEffect, useState } from "react”; F—————— e e y
A on P ostet). | Example :: POST Request (Create Data)
const [posts, setPosts] = useState([]); Using Axios import axios from “axios®: Sond data to the server
useEfFect(() => { to fetch Pﬂmts const FreatEPnst = async () =» 1 if-{ushg} POST)
el try

const res = await axios.post(“https://jsonplacehclder.typicode.com/posts”, {
title: “New Post®,
body: “This is a new post”;

.then(res =» setPosts({res.data})
.catchl{err => console.error(err)):

i T et H Y ittt St e ‘s TS Tt R el TRt

|
I
I
I
I
I
|
!
axios.get( https://jsonplaceholder, typicode, com/posts”) |
!
I
I
|
I
I
|
I
|

|

|

|

|

|

|

|

|

|

|

| return |
|

|

|

|

|
=

3E 0 userld: 1
b
cdiv> _ console. log(“Created:", res.data);
ch?>Posts: </h2> [ cmechgiens) il I
<ul>{posts.map(p => <1i key={p.id)>{p.title}</1i>))</ul> | . console.error("Error:", err);
< fdiv> : ¥
| [ }_ e e T T e e A
e e e e £ _
_ . Create a Reusable API Service
Hﬂﬂd.llf'sg_ I—:.,Og'dmg_ ‘EL Errﬁr_ Qtﬁ_tﬁﬁ e 5 e It's a good practice to create a separate file for APl
Kpg =8 Always handle loading and error states — Eﬂ%_tﬂ_kiﬂf}_ﬁﬂiﬂ_ ﬂEEI_-'lﬂ_d_rE_HEEh_lE;_
= for o better user experience. Ir_ﬂ—'L is i
e Show a loader while data is fetching. | '“E"‘L: e | o
. L : IFQOrL aX105 rom dXios
DRl gl e e W e e | const API = sxios.create({ | “Create a
i - R e e S e = S baselRL: “https://jsonplaceholder. typicode.com”, : :
| Example :: Loading and Error Handling | | UL Example :: | : Headers: { } I ,3”; le :I*"“ﬂs
i ' = e | ' I “Content-Type": “application/json” i £
| const [loading, setloading] = useState(tree); | | if {loading) return <p>loading...</p>; | | } j j I
% const [error, setError] = useState(""): | | if (error) return <p className="error®s| | }); |
| useEffect(() = | o~ Hordle loading | | </omp" lerrsdebately ;
j axifﬁéff:i iip isitdéf:;;[}res data)) and. error sb.'-:’ms: | retupn}ﬂﬂamlﬁmpanent data={data} />; | :_U_ 5 _'__-f._____i _________ 7
f .catchlerr => setError(“Failed to load data")) ! | R __SIHE 2 4 anIpﬂne n F-UH APL
1 _fina'[]_'_,lr[{j = setLgaﬁiﬂgtfaigfj}; | | I ;,r'-]:ll'.th API from ',,_,-"-EF;'."_; | ll“lEtﬂF’lEE
IS A 11 B || APl.get("/users”).thenires => setlisers{res.data}};
| I 4 ( ( ( Wi
= = = G T S S m— e - T e i'_ ___________________ _I
‘ . s B b N e ey
7 ) Common API Methods (Axios) Best Practices | Real World Use Cases |
Method e | o Use o separate APL service file. | (® Login,/ Register I
(R ! o hpl::i‘ 1 ﬂ;:*'ﬂa—et(%} — AnS = o fondle loading and error states. | ® Fetch user profile |
3 e JUE M i e Use erwironment variables for base URL. | & Get product list I
post() | Create data | axios.post('/users', data) o Use interceptors (for auth tokens). : . Eearih data - |
put() | Update (full) | axios.put('/users/1', data) e Keep API calls atomic and reusable. e Preg Et.‘f Upsate dafa I
e el e S S e e Use meaningful error messages. | Iﬂgmu ion NP i
Fflt.*:h.{.:l | Lﬁ}d_a._ta (partial) 5 axios. patch(’fusers/1, data) e Avoid call:'ng APL directly inside components ! 3 Eteﬂr[‘fe j'"‘tH ; 'rf'F’“rtﬂ 5 l
delete() | Delete data | axios.delete(' /users/1') (reuse custom hooks/services). : (Google, GitHub, ete.) |

: e and many more ...

KarYViO.CPE Learn Today, Build Tomorrow ! I
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Patterns Make
| e LS ST SCE.I:IIII'JIE |

|

techniques to write clean, reusable and i Higher Order Components (HOCs) i

|

large applications. i Compound Components i

|

® They are widely used in real-world projects. I Error Boundaries

|

LEARN | BUILD | GROW | GET HIRED

’ t | Advanced Patte

' Reac = van*ce a rns Your Code Cleaner,
What are Advanced Patterns ? Common Advanced Patterns :- L

| maintainable React code. Render Props

I ® These patterns improve code structure, Controlled vs Uncontrolled Components

I State Lifting & Context Patterns i

Illlll'lllill-

Advanced
Build reusable, scalable and maintainable React applications Stk ol
Ans = © Advanced patterns are best practices and Custom Hooks
e They help us solve common problems in Component Composition
reusability, performance and scalability. Code Splitting & Lazy Loading
@ Custom Hooks e & gnillinere. 3 L R O S

Ans - ° E;ET&T:: :;E;Dn‘;;f’ reuse stateful Higher Order Components (HOCs)
L [

can extract logic into a separate function ns —> ® A HOC is a function that takes a component and
I starting with use. returns a new component with additional ‘FLIHCI:I.{}H{II.IIZ.H.

® EmmFIE: useFetch, uselocalStorage, useloggle, etc. o Useful for code reuse {E.g., authentication, logging, ete.).

Example: useFetch (Custom Hook) Example: withAuth (HOC)

=

import { useState, useEffect } from “react”; function withAuth(Component) {

| [ | ‘
I I i
| e | |
I I | return functicn ProtectedComponent{props) { |
| function useFetch{url) { | | const isAuthenticated = true; // check auth I
| | const [data, setData]l = useState{null); | I |
|  const [loading, setLoading] = useState(true); | I if (!lisAuthenti
; : E . ; g enticated) { I
| I const {error, setfrror] = useState(null); I |: return <h2>Please login to access this page</h2s; I
I | useEffect(() => { p : I } I
| | fetch(url) : Reusable | | return <Component {...props} />; Adds ]
1 .then{res => res.json()) logic ina ! Tl i
I .then{data => setData{data)) custom hook | ' authentication |
13 .catch(err =» setError(err)) [ i functionalit I
|, .finally(() => setloading(false}); | | export default withAuth; d |
|}, Turl)); ) to any compenert
| return { data, loading, error }; | L |
| 1
L export default useFetch; J i S e e e =

@ Component Composition React Lazy Loading (Code Splitting)
I I Ans - © Lazy loading helps to load components only when needed.

Ans —» © Use composition instead of inheritance. ay ?h el ‘
= o Build flexible and reusable components by e A R LR O R T R R B LR L
: : ombe oS S ESSCLE S e Soed ol gty da e el 5

& 4
ﬁﬂassmg children, props or components. gl | Exaimple: Lazii Loading a Component |
o Makes components more modular and maintainable. | - J o - |
P i et e e e = | dimport { lazy, Suspense } from “react”; |
| Example: Using children prop Tin _ _ | |
! - g e I | const About = laxy({) => import("./pages/About”)): |
| function Card{{ title, children })} { | | |
I return { I | function App() { |
| <div className="card"> | I return { I:f-"'mPf}“Eﬂt i
| <h2s{title}</h2> [ <dive is loaded |
| | <div className="card-body"»{children}</div> i I <hlsMy App</hls gan when |
| ! <fdiv> | | <Suspense fallback={<p>Loading...</p>}> £ |
=ik Co iki I <About /> s |
[T f mposition | I /s |
| // Usage makes mmpnnents | </Suspense>

I | <Card title="User Info"> flexibl | I </divs I|
I <p>This is reusable content</p> KIDLE | E }i I
I Wil L A e Y e e L e gl e L el Rl A SIS e et T i B e o

Error Boundaries ® Best Practices fﬁéﬁI Use Cases ==
| Custom hooks for APL calls

|
|
s b : E;‘Tﬂr Imund::nriehs mi;:tII JﬂvﬂSL.Fr:IFE erru;fr in child components. Ans °® Use custom hooks o reuse logic b I
= UIE [p:%e.rent DdE ,;m bl i o —— o Keep components small and focused e HOCs for authentication I
o Useful for production apps v R
' e e s L e = o Use lazy loading for better pertormarice. | ® Lazy loading L1 I-m'EI‘E apps I
| | Example: Error Boundary I e Use error boundaries for stability. '@ Error boundaries in production |
| | import { Component } from "react”; | e Prefer composition over inheritance. | ® _I:”""PIJ“F“I: CompasIon |
| class ErrorBoundary extends Component { I e Follow consistent folder structure. in UL libraries ; |
| constroctor(props) { I o |Jse meanhg‘ful names and comments, | ® SEUS'HIJIE components  in I
' super{props); i i ' esign sustems I
| thlE.Etatﬂ' = { hasErmr: ‘Fa:I.E-E ]-'? p 1 - K'EEFI 'I'.I:'mpﬂ}ﬁﬁﬂts reus:nble and' LEStﬂblE' ot ___5__ _H____ e e J
(1 g Catches errors | e e S R e R >
|  static getDerivedStateFromError() { in child components | - rtan 5
I . return { hasError, true }; 2 | J ImFEI: 7 t NG{E - 0 {k * [} :
| : I e Don't overuse patterns (keep it simple). -
|  render{) { | | : : |
i if (this.state.hasError) { I o Use the right pufl‘l‘em I:ﬁr_the. raciI}I_. problem. |
I return <h2>Something went wrong &8 </h2>; | | o Focus on readability, maintainability and Frer‘F::rrm:lr‘ICE:. I
| Eetirn this prope. childnen: : . » Advanced patterns become more useful in medmrrﬂarge applications. I
|} | o Keep learning and explore real-world open source projects. |
I export default ErrorBoundary; _JI B i e o R e I T o e T N N e

Kar!vl? *.E_O_r_n_ Small Steps Everyday Make You a Better Developer ! \:}
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React E’erformancg & Best Practices

Build faster, cleaner and scalable React applicatinns

Better
Performance
Better Users

Happier You !

_______________ U
@ Why Performance Matters 7 [ Key Metrics (Web Vitals) = | ree= === s
< | = 1| Tools to Measure :- |
Ans — o Faster loading and smoother interactions. [ LCP (Largest Contentful Paint) || o Bl DevTc:nEE.F:r:r:vﬁle A I
| o DBetter user experience and higher retention. ! - loading performarice E s Lighthouse l
e Improves SEO (Core Web Vitals). ; o | ID (Fi’"StII_”F“t Delay) || ® Web Vitals Extension Il
e Reduces unnecessary re-renders and memory usage. | = interactivity | e Chrome Performance Tab |
e Important for large and data-heavy apPlicthr:ms. | ® CLS (Cumulative Layout Shift) || e Why Did You Render |
1_ - visual sta.bih"cH _; L- and more .. _:
. e e e e e e e e e e et b i et et e e =
@ Avoid Unnecessary Re-renders ig;_q"mp_lg_ - React.memo |
' : . : ' rt React from “react”;
Ans —> © Re-renders can be expensive, especially in large apps. | *™° i l
e Use React.memo, useMemo and useCallback e e /met |
*;Ko ﬂptitmé;zﬂ. o . : : return <divs{name}</divs; :;L[L ";:‘f:m”‘:z" |
e feep stale as local as P'DSSi e. i3
[ ] A.U[}id Ilﬁl.[ﬂ.‘E 'FLLHEJELDHS ﬂ.nd ﬂ'hjﬂﬂ:tﬂ Il.n -}-S}{ LEKF‘E}IT default UserCard: chtmge -JI
Use useMemo for Expensive Calculations @ Use useCallback for Stable Functions
ns =5 ® useMemo caches the result of a calculation. Afics 2 useCallback memoizes a function reference.
T e Useful for expensive mmputtlﬁﬂns. = o Useful when passing functions to child cﬂmpﬂnents.
o Re-calculates Dnly when dgpgndgnﬂes chnnge. e [Frevents unnecessary re-renders in child cnmpﬂnents.

e e e e e e e e e - [ :_ _______________________ &
| Example :- useMemo | Example :- useCallback
| L ]

| import { useMemo, useState } from "react”;

|
" import { useCallback, useState } from “react": I
| .const Button = ({ onClick }) =» { |
|
I
I
!

| function ExpensiveComponent({ items }) { _ E corisale. 1ogl“Button Fendeced®y:
J Copat SurtedItEms =_user-_1a?mc:{[} f} { /S;:‘hng huppens 1l return <button onClick={onClick}>Click Me</button>;
console. log(“Sorting items..."): anly when LT 3
? return [...items].sort((a, b) =» items change | | | :
I a.name, localeCompare(b.name) ) ; | | functicn App() { p _
V., [items]): [ |  const [count, setCount] = useState(8); Same function |
i | | const handleClick = useCallback{() => { reference I
! return <ul>{sortedItems.map(item => <li key={item.id}>{item.name} IL i setCount(c =» ¢ # 1); epome rar el
f ¢/liz)}</ul>; li] B LA ’
i } e ok B U R IR Al P __.______: I’ return <Button onClick={handleClick} />; '
1

@ Code Splitting & Lazy Loading @ Optimize Images and Assets

Ans - ]éiﬁiczmﬁﬂi?tiuﬂe '-:Eﬂ needed. Ans - * EEE modern formats (WebP, AVIF).
' e Lompress images.

el Ll e . 7 Ush i il For Thvadee

- Example :- Lazy Loading .

Use CDN for static assefs

Example :- Lazy Image

| | Tips :-
<img I Use WebP format

| -
Ercr"fémagesfbanner.web;}"/—\ i | ® Resize images
alt="banner" iy loading | | ® Use next-gen formats
P [ ]
]
L

. import { lazy, Suspense } from "react”;

const About = lazy(() => import("./pages/About"});

| function App() {
return /_\ |
<divs Component

|
|
|
|
|
|
|
I
I <Suspense fallback={<p>Loading...</p>}>
|
|
|
|

[ T i e e e e Bl 1 |
| |
I

! o
<hl>My App</hl> s doaded || 1?3%:1”5;;&?33 Improves . Use a CDN
| N only when | Eéi ghE= { 4&%‘ page load time | Lazy load below the fold
| </Suspenses needed ! . : Femove unused assets
' </divs | /2 ] : 3
|
|

5
= e am -

s S WCTEE T == i lsaidearer R I SRERIAES .
@ Other Best Practices Dos and Donts :- |
0's Don'ts

| |

[ !

Ans — *® Keep components small and focused. I :
° UEE. proper FDMET_E_““C{”TE | e Use memonization wisely o Don't overuse useMemo/useCallback |

o Avoid deep prop drilling (use Context of state m:magemntll o Voct <iats lood e Dont put everything in global state |

~ Fiernm ””“5_’?'1 iﬂd& and ‘iEF'E_"dE"_'":lEf_* : | e Use lazy loading ® Dont ignore rE—reniEr warnings '

: lﬁ_EE T*.:‘F“ES’”_"“F"t A he_ﬂe" ”"“‘”tﬂ'“ﬁblhv?- I8 Optimize assets ¢ Dont load large assets unnecessarily |

: UDH{:I'ESEH?SET P”“"}E“E] and code style. : o Follow modern React patterns ® Don't create inline functions in JS :

W O i e e ) | e Monitor performance regularly ¢ Don't sacrifice readability for |

o Regularly update dependencies. | | optimization |

Kﬂr!VIO-Com Learn Today, Build Tomorrow ! \:}
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@ What is Node.js ?

¥

Ans — @ Node.js is an open-source, crt}ss-p[ﬂth:rm !
- JamS::ript runtime environment. |

o It allows us to run JavaScript code outside I
| the browser (on the server). |

e Built on Chrome's V8 JavaScript engine.

e llsed to build fast, scalable, and real-time

apalwﬂtmns
&

Eu[ur* for building APls, microservices,

LI tools, and more,

@ How Node.js Works ?
5 Node.js uses the V& engine to execute JavaScri
F\_ﬂ& e It Fr:e llows an event-driven, non- blﬁckmg /0 mm:l&
o Handles multiple requests using a single thread

with an event loop.

| o Uses libuv (C LhrarHj for asunchroncus. [/0 t:'peraﬁms

@ Install Node.js

o Download from official website: https: f-’mJ-*- |5.0rg
—
_A_ﬂj o Choose LTS {L&nﬂ Term Support) version.
o After installation, ver'LFH using;

Shows installed
Nodejs and NPM

Verswon

# Check version |
node -v '
npm -v

Common Built-in Modules

- Introduction

JavaScript Runtime for Bmldmg Scalable Backend Apph-:atmns

Example: HTTP Server

EVEI‘HWhEr‘E

Frontend to Backend

Il
L

1

B I Popuiar Use Cases :- |
| | g  REST APIs |
|
|

Key F

Features :-

— e a—

o Fast and efficient (V8 engine)

® Nnn---b[{:rzking, event -driven [/0 i R?m time _EFPLE‘?‘J-“DHS

e Single-threaded with event loop 2 Ejﬁti;;ﬁifu{m”’g}

® Huge ecosystem (NPM) =0 G M , «

o Cross-plattorm (Windows, Linux, mac0S) ! : : Efengm;riege tools (CLI)

o Great for real-time applications | @ Server-side rendering

e Supports modern JavaScript (ES6+) | | o IoT and data streaming

N RS R T NE T BT R ____! . ® Build tools and automation |

I R TR S e e e e =
| Node.js Architecture :-

|
| Operating System | |
| - | (Asyne 1/0) i

| JovaScript | | V8 Engine | | Nodejs APIs lbw | |
Code | (Executes JS) (fs, hitp, etc.) (

Everk Loop) | S
o0p) | Threod Baol | |
(for heavy tasks) i

Run Your First Node.js Program

HI‘ES —5 @ Create a file named index s

e Write a 5m1p le dﬂ.‘#ﬂqlﬁrlPa code
o Run it using node command

Your first
Node.js program
console. log{ “Hells is ready !
ff Run 1n terminal I
node index.]s s

® NPM_(Node Package Manager)

Kar!vio.com
| o collh

P Node.js provides many built-in modules to perform As s Using built-in http module, we can Ans — @ NPM comes bundled with Mode.js.
LN w common tasks Ans create a simple web server. = o FHelps to manage third-party pa-::kage.ﬂ
e No need tu install them EEFHlFﬂiEI.H i (libraries).
== e T e A T T T o lsed to install, updn:te and manage
I 8 Module ! o PUTEG e 15 § const http = require( 'ht -..-"“J 3 ! dmepdeﬂmﬂ
fs _ Work wl‘:,h files and directories . erver ht_t.ﬂ'-'-'-FF-"-E-’-'-E'?:EF“-'*-:-."'L ———— :
http | Create web server & Hq’ :: 11. e :11 200, | l g-ﬂ!mﬂﬂ NPM ':E'mmlmdﬁ - !
path ' Handle file paths __'Content-Type': ‘text/plain | npm init -y # md:ui-ze project I
0s | Get 0S information Frl‘m d( Hello from Node.ds Server:'): IEARL install <package> # Install package |
events | Work with event emitters | ' ' i npm install # Install ol deperﬂencms:
uhl { IJt utH L”Ltmm l'lht'l.-l‘ll"::'mtrq r | | | b el uninstall {packaqw # Remove P&':kﬂ'ﬂe '
! url _: Parse URL st trings et .:._,:.L, log(' Server m,,'r LI”E =5 : npm update # Update packages :
| ‘irHPt“ | LFHPtDEFEPhH P e ://1localhost: 3888 ); L e | npm list # List installed packages |
hﬁ';--.ﬁ" | --_'__l T e . e
package. json @ Advantages of Node.js Best Practices
Ans —» ° package.json stores met#ﬂ about the Fr?je':t' . Ans — @ Uses JavaScript (same language Ans — © Use LIS version
= [ E |-.'-!':rE'|J5 track of dspm:lﬁnuas,. scripts, version, ete. = frontind & b&[.kﬁi:‘l 4) e Follow modular structure
| o Created using: npm init -y o fast and lightweight o Use environment variables (.env)
| o Non-blocking and event-driven e Handle errors F“"UPE'"L'{
| o large r;nmnﬁmtg support o Use async/await instead of callbacks
! o Rich ecosystem (NPM) o Validate input data
: wersion™: "1.0.8" o Suitable for real-time and scalable apps r EEE Lg'gd “;rtﬂ l:brm;izséezlse:lﬂ
; ipsionl (BRI Co i . e e Keep dependencies up
| "J'-‘-'=-’--”-.l""m: = simple Node.js app”, é\ L sl e ® Fﬂilw Security best practices
' indgex.|s , e ———— — — . —— 'w |
| ‘seripts®: {  Next TDEiES i‘.ﬂ |_Eﬂ.r‘r'| i ! o Struchure your project LI'WC - miodul ﬂ.l":]
| "start™: “node index,js" HEE.F'E- [:ﬂnwnuge | Hﬁduﬁ in r'u.:;[ﬁr"g s l EEI’I"IE!"I"IJ:IEF 5
| . your project | e File System (fs) fit Nod 4 Tl
[ ‘dependencies™: 1} Eﬂ.SilH | | = Wn::rl:mg with EKFFES$,JS | & NOOE. IE. 5 JLL JONA C!‘LFI mnnmq Oft. Server. |
: | o Meiibiias | e Start small, build projects, and keEn practicing. |
| | o Building REST APls ! o Explore NP’*"I and. open-source pm:kag |
| - | Gl a e : :
' | ® Database Integration (MongoDB / PostgreSQL) | | © E:":us_ i ;"""“_I"i'r'ﬂ TT:Ql h:ﬁrld applications. |
| e F'uuﬂ'!en ication Sc l'hllEH'l-'J!"iEﬂ"lDﬂ | o Consistency is the key ! e |

S

Small Steps EvEerﬂH Make You a Better Developer ! <
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Master
Core Concepts

@ Global Object and Globals

Ans —° Mode. js prmuirﬁb 30[‘:51[ objects and variables
that are available in all n*mdule&
® Some c&mmnmg used gl{:-b.ﬂl_a are:

Modules in Node.js

Node.js uses a modular architecture
(CommonS by default)

Ans = ©

o We can create, import and export
modules using require() and module.exports.
e Helps in cc:d_e organization and. reusability.

e [hese Hlnhﬂls nelp in core Funnt'mnaiitH
like file paths, timers, debugghg, etc.

Global Dﬂscrap’cmn i
H{Dbu[ The qlahal namespace ubmd :
__dirname [leebh::rﬂﬂ name of the current module i
__filename | Full path of the current module file i

! |

- process Information about the current process !
i reqmre(} Function to import modules I
" module Information about the current mm..xlﬁ I
.: - EIFIDr‘l;s “_Jte.:l tﬂ F:(FII.'"FI'_ frén‘ r F"JIL[E_ |

@ Asunchmnaus ngmmA @ Culil:aa.ci-:s

multlple DFEFIT.-..-D:'FE- Lgnf_urr@qﬂ @5 arguments to L"E 'Ei"--EL-J.I:E[i I.Illn:-F""

1 ’ ¢
o We can handle async code using: e They follow the error-Ffirst pattern

(err. data),
Callbacks | Emmpie - Callback

readFilel
* {err)-{

]

e Promises

® async/await
e bvent Emitters

@ async / await

Ans — ° aaﬂm fawait is %Hﬁ”autw sugar over
— I' f'Gr"'"EE.S
o [t makes asﬂn:hmncus code look

agn:hr:}nuua and easier to read.

Exmﬂpt - asunc f awud‘.

.. i
- — — — — — — —— e ]

[ e e

| R . S - s

. EventEmd:ter

A e CvertEmitter allows us to create
ns = :

and handle custom events.
o Widel

like HTT TP, btrean"s. elc.

| e A R

const fs = pequire( 'fs').prom t EventEmitter = require( ' events');

¢ function readFile() { const emitter = new EventEmitter();:

t f5.readFile(

emitter.onl 'greet” . Cname)

console.log("Hello, ${name}

Bl cnitter.emit(’ greaet', !
| T

E N S UnTput: Hello
readFile(); 1 (1

Kar‘ymo.cgm

Core Concepts

Understand the core building blocks of Node.js to write efficient and scalable applitations

used in Mode.js core modules

Build Better
Bm:kend.s |

@ The Event Lnnp

Ans — © Node.js is non-blocking and
Uses .:1r'| ew'r" I'.'I"I.'n."EH ﬂ rhte._._.,.ri:

o The event loop handles asynchronous
aperations.

o [t allows N-::;;].E_j!-; to F{-‘:rj.f:*h'm
non- Hf:urki.r*g /0 Li‘ai]"ﬂ a L,'r'ﬂle thread,

e [ime- J::-r'b.L.mmj tasks are of rfloaded
to the Lbuv hrﬂﬁd Flﬂﬂl

——— e — —

E'u’El‘It Lc:c:p Hc:'w Z;

|

|

Timers I
(setTimeout, setlnterval) |
| re e |
| Pending Callbacks |
| |
Idle, Prepare - I

. = 1 Event Loop I
|

|

|

|

|

|

|

Pall (Repeats)
(170 events) _ : )

! { !
Check
(setImmediate)
i
Close Caltbacks
(socket close)

e e T

LY

Promises make oBYTC
I ol
and more mana eable.

® THEH have three states: P&r’tflmyr
’ululea:i RE ehLed

Emmpl - PFDH’[LSE:

code cleaner

const fs = require('fs').promises;
I['JIjrlltHll I“I.!_:'-. 3 '.::.;|_':I'I:I

-ﬂ-r.'lll._ddf.‘_.::
.catchlerr =>

@ Pmcess ObJEEt

Ans —s ® The process object provides
information about the current Node.js
F‘I"ﬂ\.-ﬂ‘.uﬁ

o Useful for environment variables,
arguments, exiting the process, etc

=3 -.__I!hr_.lll-' log(data))

console.error(err));

Emmp{e PFDEE 55
nv.NODE_ENV);

I
|
console. log(process.e |
argv); I
|
I
|
|

console.l '-’{.l"'f OCess.
s.platform);

T e R, )
Siee e c

Streams (Brief Overview) Key Takeaways :- | GUT‘; '|
n | . .-.,. . mr; . +| |

Ang — ® Streams are uSﬂd to handle large amounts of dalo i f‘f_“dﬁﬁta”d _hcl“" Node. js sl S 6 hmd'. N |I Co |
A E{'T.menhj (e.q. l:ﬂ; S [u~ ® Use appropriate async pai:'re.rns Lmt[ﬂaths promises, asﬂnuawmt:l. A | E,E&E.I‘*l lll-
o lypes: Readable, Writable, Duplex, Transform . I‘E"Em?ﬂ modules and core APIS effecti 'rE‘j - 1 I. {}Ppurkunif’-“ )

o Helps in processing data in chunks instead i ding o Event loop and non-blocking 1/0) make Node.js fast and scalable. |I 5 |I
T i memory o Practice with real-world examples to st 'E'nﬂther‘- concepts. II o/ |

| T

Learn Today, Build Tomorrow !
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Use
Built-in Modules

What are Built-in Modules ?

— ® Node.js comes with a set of built-in modules

that provide core Functinnaiitg_

e These modules are part of Node.js itself,
so no need to install them using npm.

® T"nEH help us p-ar?u-rm common tasks like
file handling,

e We can use them directly with require() or
import (in ES modules).

Ans

e T

(3) fs Module (Fle System)

Ans — ® Used to read, write ul:n:[ute and delete files.

. Example :- Kead and Write File

reguirel’fs

e e —
CONsST 75

o A T
ts.readkilel Bells .

Lf (err) throw err;
panami ey L, 1 g el } '
console. log{ "File content:’,

(5) hitp Module.

Ans — © Used to create a simple HTTP server.
La i ® Helps in building web servers and APls.

. Example :- Simple HTTP

Server

const http =

reguire( "http');

const server -
res. writeHead(2e0, { 'Content-Typ

http.createServer((req, res) =» {

@Eﬂﬁi_s Module.

e Provides the Eventbmitter class.
@ -'iE'I.P': to handlle custom events in f‘-.i;}l:lE.Ji. -

i .E;-_{cl_mple_- :-: Eﬁent .E.miﬂ:-er-‘

ok T ]
Ve 4 L

const EventEmitter = require( 'even
anitrer e EventEmitter I: :' :
emitter.on( 'gre
console. log( He
i . i
£ " Create and
listen to

custom events

zlib Module _(Q@prﬂssiﬂn}

o Used o compress and decompress: data.
o Useful for reducing file size and improving

performance.
e /—\
& Compress

data using
qzip

, (name) =» {

. mame ) |

emitter,emit( greet’,

i -Ex-:;.ml.;-_lﬂ- :—- Eu:l-mpr.‘gs.; !1_ 5-!&.!'1;15 .

- - e y =]
const z1ib

requirel ' 2idb" )

T el e e~
CONSE Cexi

zlib.grip(text, (err, compressed) =» {

Kagyvio .com

paths, HTTP cerver. 0S info, etc.

. - Built-in Modules

Powerful built-in modules to handle common tasks without extra installations
@ How to Use Built-in Modules ?

Ans — e Using CommonJS (default in Node js)

e Supports both synchronous and asynchronous methods,
Create a file
and read

its content

/E?eu’ws a
basic web
server

_u._rl.- ”I'.‘f'lqc.iule

o lsed to parse and work with URLs.
Aﬂﬁ = s Helps to extract parts like guery,
pathnane, etc.

| Example ;- Parse URL

1 = require(

Some More Built-in Modules :-
| Modue

util

stream

quergstrmH
child_process

cluster
rf'_ndljnz

(4) path Module i
Ans —

Write Efficient Code
Keep It Simple
(|
L

List of Common Built-in Modules |
o fs (File Sustem)

path (File 4 Directory Paths)
http (Create HTTP Server)

0s [{'}parai:ing F.‘:HS'I;F!M Into)
events (Event Handling )

url (URL Utilities)

querystring (Parse Query Strings)
crypte  (Cryptography)

util (Utllity Functions)

stream {wlﬂll-ltiﬂﬂ with Streams)
zlib  (Compression)
and more |

const s = require( 'fs');

o Using ES Modules [NadE.Js 14+)

import fs from 'fs';

& % 8 & % 9 & 9 9% 89

/TJS\EFu[ for

hﬂndh'ng file
Fm_i:hs ED.'FEJH _

e lsed to work with file and directory paths.
® Helps to handle paths in a cross-platform way.
| Example :- Path Utilities

const path =-‘require( path');

/@ infermation
about your system

0s Module

e Provides information about the Dpemﬁng Sg':ijf_ﬂm.

Ans —

p———

o Useful to get system details like platform, CPU, memory, etc.

0S Information

| E_mmé__le_ 2

o5 = require( os );

e T o o
LU

console.log( ' Platf ‘3 os.platform());

cansole. I.{.:'l'; l. Pl Corps: , G5.Cpu -__-_||: :| " ].‘.’-!"."151'5"1 | [
console. log , os.totalmem() / (1824 ** 3)
console.lo 2" os.freemem( ) /(1824 %% 33, 'GR'): |

crypto Module
o Used for cryptography-related

Fhretionalities.
® Helps in hashing, encryption, etc.

—~

Create
hash for
storing
passwords

Ans —

[ Ty

E_}:;:_L_mpiﬂ -~ Hash a Password
const crypto = require(’ crypt

- const hash -

crypto

Best Practices :-

1 = —— e lse bullt-in modules instead of

Wae "o P'-*"PWE - _ } third-party F:‘.'I.I."{USE"E when possible.
Utilidy functions (promisify, inspect, etc.) e Prefer agynchrorcus metheds

' 7 ' (to avoid h':-;*l:l:lng}

! : . @ Handle errors properiy. :
Parse and stringify query strings ® Use path module for cross-platform |

' ' compatibility !

e Keep your code modular and clean.

Ex_::'.r.'rE the official NGdE._jE-

documentation.

| Work with streaming data

Fun system commands _
| Create multiple Node.js processes | -
| Read input from command line
I | ot Key Takeaway :-

Huﬂz.J5 built-in modules give you
powerful tools out of the box.

Use them '.'n'SJEEH to build efficient, 11
scalable and secure applications ! S

Small Steps Everyday Make You a Better Developer ! \-:f

Terminal utilities
| Create TCP/IPC servers

.'-"arl'_n.rm DNS :ﬂ-ﬂiﬁupi




Ans -

E}
. |
]

—3

! # Cre
N midir
W cd my-

Ans — e

@
]
]
»

i Page - 14 |

Install Express.js

Cﬂmmnﬂds —

147 ‘I' I1r |J|-

# Initialize npm

npm init -y

# Install Express
npm install express

@ Understanding the Code

¢ I I’lt mducf IOH

A minimal and flexible Node.js web application framework
@ What is Express.js ?

| Why Express.js ¢

® Express.js is a minimal ana flexible web ,
application framework for Node.js.

e It provides a simple and powerful set of features
to build web servers, APls, and web applications.

o It is built on top of Node.js HTTP module.

o Widely used in production by companies like |
Metflix, Uber, IBM, etc. |

e Helps to handle rnutmg middleware, rvques*;respmse
and more easily. '

Simple and easy to learn
Minimal and unopinionated
Large community support
Flexible and extensible
Great for REST APls
Works well with databases

(MGHHDDB, MHSQL, etc.)

| = N e — g - -

o Make sure you have Node.js installed.
e Create a new project folder.
@ m:tmhtzp npm am:l xns»a{l Fxpr'ﬂs-:-a

Ans —

-+ folder

-app

const app = express():

/\ B app.pet('/', (reg, ‘
Thi.E- Wi.“. : : : s E‘-'.-.‘rll_'_l I._ } 1 o
1

my =X |:"F'-l-"_1-
express-app

download Express | i

and save it in
node_modules

@ Basic Routing

® bxpress pruuides methods for different
ns — T
Ans HTTP metheds like GET, POST,
o Routes define how your app .capcnnﬂis. to a
client reques_*

const PORT

- 3900;

require("express’) - imports Express

express() - creates an Express application
app.get() - defines a route for GET request

req - request object (contains data from client).

E:-:amp!e Ruutes -

res - response object (used to send data back)
ﬂp‘p.iisten(} - starts the server.

res.send( "H
k)i
app.get( " /about', (r

|

app.post(’ /user®, |
res.send( 'User created')
b);

ﬂ—}

. Emnjpie

CONST &
const app

Logger

. Middleware in Express IS @ SErvtngr Sta’uc FLEES

o Middleware functions run between the

Ans — ° Express can serve static files like HTML,
request and the response. 1,,‘3-'3._ J5, images, etc.

Used for L:mg.nq authembication; emoehénding, | T =0 - —— ——— ———=

mrung dut: -::tr; E}iﬂp_le;

i
| Wl 2pp.use(express.static( public’)};
®press = require( ' express’) | i
= expressi); il = = e
T T i . I
g2 | Foider* Strurture: = |
app.usel (req, res, next) { '

i e | my-express-app/ |
| | F— node_modules/ :
| || — public/ :
| |] F— index.html :
! ’ — style.css .

. b index.js Access
kL == package.json  hiip://localhost: 000/indec i |

“““HHIHIIIIIIIIII'IIIIIIIIIIIIIIII

o Used in real-world applications |

| Bl const express = reguirel('expres:

}::-
=
117 ]

PUT, DELETE, ete.

|

_ Property | Description |

| reqparams | Route parameters &
| req.query | G'L.Frl:] string parameters _ :
| req.body | Request body data |
| req.headers Request heuders Takr-. I
| res.sond() | Send response (siring, ot elc) | |
| res. JSDI"IU Send JSON response :
res.status() | Set HTTP status code N

: |

Ans — *®

Karyvio
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Simp[e
Routing
Powerful Middleware
Build Reul APIs |

51mpu=: routing

Middleware support

Request and response handling
Template engine integration
Error handling

Static tile serving

Easy integration with databases
Lightweight and minimal

Highly customizable

@ Your First Express.js App

o Create a file named index js.
o Import express, create an app, define a route
and start the server

Kun the server :-
node index.|s

Upen in browser :-
http://localhost:3000 |

B e el e e

Request and Response

® req object: contains information
about the incoming request.

° res object: used to send a response
to the client.

Cmnmonf‘l;L Use.d F’rnger’tlas —

Next Steps

Learn about Express Router for

modular routing.

Use middleware like exprﬁ% ison()

(to jare JSOM data)

Cmru with a database :”nn:_:rﬂﬂ::':-f .r"‘.‘g,ﬁ':l )
Tmpl ement. error handling.

Build real-world projects 1l?.g REST APL).
Explore popular middlewares (cors, margan, efc).
Deploy your app | (Render, Vercel, etc)

& & » & @

I. Key Takeaway :-

e =

Learn Tﬂdﬂ_lj, Build Tomorrow

® [xpress.s makf:s web development with Node.js
e.:mer and T-:l*:ff'r
e Itis mmlmm Hexible, and wid.elg used. ,
® 1t is the foundation for building powerful APIs
and web applications
& Start ﬂmﬂlr practice routing and middleware,

and grad.ng nuu-:l bigger projects ! |

/
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@ What is Rﬂut{ng

P ¥ i Fi e
Ans — ® E'.uutmg reters .“D d&..n.ng ﬂ"?.w an -ﬂppTaLl.ﬂn
¥ responds to a client reqq&tt for a specific URL
1

.\.,__

HTTP method 'n.'-';.

and . POST, ete.).

o Fach route can have a callback function to
handle the rFu:;lJEE.*

o Express provides a simple and flexible routing

ﬂd th -

@ DEmeq Routes

Ans — o lse r'TH:" methods like E]s':,[:l ch.tt_r, put( )
e delete( ), etc.

Htrﬂlll*- route tiles

BH.SI.C fzﬂ L-l.tES

“ E.m;npiiﬂ -

require(
s5():

s, sl |

Lt
SR e

express
st app = expre

ol

, (req, res)

app. listen( 3888, |
"—:-"“-'-"'-I]-E..].l._.lh,‘_ Cormver: ot art )

1

® Usmg Multiple Middleware

Ang — ® We can use Wumnpb middleware functions
= for a single route.

Mutiple Middleware |

, authMiddleware,

Emmple -

.]t'T

app.
logMiddleware,

res. send( Dashboarc

;
et
\red,

. Custom Middleware Example

|ﬂ1ﬂ5 — * We can create our own middleware for
""" like nguna autnentication, etc

Emmple_ ‘— LDEH-EI" Middlﬁwﬂ.ré

function 7-.’.1F,'gt?f"-|::'r-.:-'e.;'! :

iy ' i ™
log( " ${ne

JONSe.,
ifreg.method} ${req.

nexcl );

app.use(logger):

;:U i

app.

e L |
L -H e | - L
Feg), Mes; ]

e [ W F
25 Set '.'-.ll._

Iﬁj .

Karxvio.com

xpress:)S| Routing & Middleware

Karyvio

LEARN | BUILD | GROW | GET HIRED

Routes

Control Flow

T-:J.F-i'i‘.?.

Handle requests with routes and middleware to build powerful APIs
What _is_Middleware 7

@

Ans —

Koutes can be dcbfed directly in app.js or in

Middleware Adds Power
Build Better
APls |
W/

Middleware Function

Signature

Middleware functions are functions

that run .ll..:ln[.] the .'E-.JquEt-rEF;;Jnr*.ﬂE Ans —
EEL!E R . = .
They have access to req, res, and on middleware(req, res, next)

Can pErF"rF- tasks: like lugﬁ:'r'lq.

..-.-\.l-\_ha"flln.l._'ﬂn_n.ﬂ""l -."-\,lll.,;un_ll:"":: Errar 'r‘ﬂFE'.ILlr"H,
gte.

Can run globally, for specific routes,

or for specific HTTP methods

If

you don't call nex t
will be stuck and won't rfafh the next
middleware or route nandler,

the rrunL,’r

@ Route Parameters Query Parameters
). E‘E L Use : to define E[drmrrh parameters AI’TS — | Jse req.query to accecs query
in the route. i parameters.
Example ;- Route Parameter Emmple = ﬂuerg Parameter

GET

ﬁppﬁimﬁﬁn-!evel

Router-level

onst userld =

res.send( User

Example URL:-

Response: User ID: 123

id", (req, res) JLP pet ("

req.params.1d,; LﬁfhﬂPd = req.query.g

{userId} );

Fad,
es. sendl

fuser/123 GET /search?g=react

Response: Search: react

Built-in_Middleware

Ans — ® Cxpress provides some built~in middieware
i functions.

Built-in Middleware |

Description
Used globally or for specific

L Example :-

SE SN BaTta

Used with express.Router( ) A
i app.use(express. json());

Built-in Provided by i:x;ress
{e.q. express.json()). Fik:

Third-party Installed via npm app.use(express . urlencoded({ |
(e.q. cors, morgan). extended: :

Errﬂr’-!‘:ﬂ.ﬂ&hng

Example

(| token) {

return res.

- Authentication Middleware

1 I '
Handles errors (4 agruments) 3

app . lise

Key Takeaways :-

TR s R e e FRouting defines the endpoints for handling
on authireq, res, nexc) chient recussts:
1 = req.he ® Middleware functions run before route handlers,
® Use next() to pass control fo the ned function
status(481).send( ' Acce ® Express has built-in middleware like
express.json( ) and express. static().
® 'We can creste custom middieware for Eugﬂu’-g_
authentication, walidation, elc.
® Orgonize routes using express.Router( ) for

better structure.

Neﬁ Tﬂpiﬂs =

o Ewpress Kouter and Modular Boute: Files

® FError *IandLm in Express

® Connecting Express with Databases (MengoDB)
e DBui I"{I" KL"‘:.:J APls

@ :‘-L.fh&'nv. ~ation & Authorization (JWT)

Learn Today, Build Tomorrow ! Xl
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(Good
APIs Power

_ Development
Great Products

Build Real-World APIs using Node.js and Express Build, Document
What is a REST API 7 @ Principles of REST @ HTTP. Methods

AHE -5 & REST {?eFresLntatmml State Transfer) _y ® Client-Server architecture 2 i
is an architectural style for building Ans e Otateless (each request is independent) EDE Method | PUI‘PGS'E .
wep AFls. ® Resource-based (use nouns for endpoints) CET | R |
: . ] SRR IOHS 7 ead / Get a resource
® [t uses standard HI TP methods, is stateless, o Use sharidard HTTP: mekhods - _
and works with resources ﬂusuullH JSON). (GET. POST. PUT. DELETE) | T _ Create a new resource
e REST APls allow different systems (frontend, o ke btu.ndurd sbatus codes BUT Update an existing resource
mobile apps, third-party services) to o Use JSON for request and response data ' (replace)
cominkate e HTTE o Cacheable | PATCH |/ Parkially updaté o resoisce
® Widely used in modern web and mobile o Loyered system [ '
applications. o ittt o o DELETE :'E::_.i:E A resource
@ F’rﬂjgct Setup @ PrﬂJEct Structure @ Basic Server Setup
‘ﬁms —3 @ Initinlize a new Huuespme.,tmdmctn“ Express. Ans = T T Ang e RS S ae
o We will also use some useful packages & rest-npl / P srcf SEWEF_JS !
Commands :- T i ome. e
[ — mu‘tes_f i rﬂu]:e- |-.f.-': ..:__.J_ r'.']FF' 3 r'E:qUJ:-.r“-Z?{_. - ,-".-"'.:'_:'_'i. Y
medir rest-api , — controllers/ # business logic
cd rest-api | — models/ # dotabase models (optional) Wl const PORT = process.env.PORT || 3800;
npm init -y K-/-\ | — middlewares/ # custom middleware
npm install express Creates a new| — il # helper functions i
npm install nodemon --save-dev oject and - I
' irfrstillsE £ — app.Js # express app setup :
y iy [—— — servers # start server i
nom install dote —— env # environment variables - :

—— package. json

Creating a Resource (Example: Users)
A 2. Controller (src/controllers/userController, js)
ANS - 1. Route (src/routes/userRoutes,js) -

SNPress = |'a:--'||,irF':
router = express.Router( );

PSS = rE-Z.'_!LL:IH'EI:: PROFBEE 'r

exports gt-ﬂ,.l-r-r'q = (req, res)

L i L .
E"‘F“ 2551 s Mes :||. ol L, ”rr_.l -

const userController = require( ../ controllers

TLFCLLER oy ;
orts, getlUserByld = (req;

cor = users.find(u = u.id = re _|._-.|- ans, id);
: ::1'IJJ --.--J 4) . 3son({

router.get{'/', userController E-F‘I l'r-r"l :

router.get( /:1d’
router.post('/",
Basic EIPFEE-S rolter.put('/:1d
cmﬁgumﬂm router.delete( "/ id'
with JSON

PWEiﬂﬂ module.exports = router;

(©) Use Roses in App U i

.ElFlI-_'I.' EEI':I - I.. l.-.E_L;‘ rEI-:I.:I

res., Sendl R

.« red.body };

e St he server: npm
_AHE = : AHE - art the ; o r:!;E'.f A g & llse meani r'::r.ul route names and HTTF methods
] ,J-;,.__ DStF""ﬂ.I"I Tl"ll.lﬂl:l.'Er' EllEr'It -'IEI {:ﬂdﬂ,.l, _.E - I.'.Lh:l.'.l'il'E TE'l.'.lLl.":-I' dﬂ_‘_,_ "E':'.- J__,_|'||:J F_'l_'l:lr'El_-h_, .,ru[l.;j_.;] ar
or curl to test. or Joi)
nst express = require('express’); - Emmpl_e requests: ® Use environment variables {daoteny)
, app = express(): & Handle errors properly
LTI T r ' : Ls onsistent res format
e et e e R e LT . o ® Use a consistent response  Torma
const userRoutes = require( . routes/userRoutes ') ; Method Endp.mﬂt DgggnF{mﬂ e s o : "
- - i : ® Follow MVC structure (routes; controllers, models)
anp. use(express. json()); GET / api/users Get all users ¢ Add authenticotion (JWT) for secured APl
i M e e e ’ ' L i o Use logging | ( morgan)
A reol VT e = Lo 1 .|_..:7'.- 'I: { nreli i o | | a g |II i
- EL AL bkt ] : : GET _ "IG'F'“ users/1 _ el user IZS D ® I':I-lil.l'l"lﬂnl: Hw.l-l" AP (5 wgaw / OpenAPL)
[ f
: o ‘Write tests [ Jest 5|+E" est)
POST /api/ users Create a user o Fall o BEaR T e
i T :I '\-' =B, = Lo,
PUT Japifusers/1 | Update user $i:lJse. proger i Cous
L ».E'EFI code modular and clean

DELETE. | Japi/users/] | Delete user
e N s @ Next. Topics
nectin h:- a dotabase (MongoDB / PostareSGL)
Base URL: http://localhost:3000 Ans — ﬁ S e Hj“; chig

Authentication and Authorization (JWT)
APL Documentation 'f:&wzgquf:i
Deploying REST APls (Render, Vercel, etc.)

LEARN | BUILD | GROW | GET HIRED

® & & @

Karyvio.com Buld APLs Today, Pover Your Ldeas Tomorrow | ',
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API Error Handlin
in Express.js it

Build reliable and user-friendly APls with proper error handiing o
Why Error Handling ? Types of Errors (3) HTTP Status Codes

Prevents server crashes Ans — @ SHHr:hr::?iaus errars ftﬂ;'...cuttiﬂ' Ans = | Code I Henning |
Provides mEﬂﬂl”ﬂFuL EITOr: MeSSages e Asynchronous errors (promises, EEHI‘IE.-"'EL'HM:.‘L:E 200 0K (Success)
improves user experience -

Good
Error Handlin
Makes Your API
Stable, Secure

and Develurar

=
=
L

"I‘Ir N | i_. :-'__ l. i 1I -
| rrors: FVVEELS | i i 0 el e )
T 4 o le}“lm ShlS Gl d input, = = 400 Bad Request (Inwalid input)
et P e S Bl T Not found errors (resource not found) 301 il e dbsprsed (Tl b ]
T B | L L | ] L 4

Makes APls more secure and reliable

& & & @ @

Authentication/ Authorization errors
'} B e
Database errors (eq, MongoDB, FostgreSGL)

Custom upplicat;nh BrTOrs

403 | Forbidden (No permission)
414} Mot Found (Resource not found)

409 | Conflict (Already exists)

500 Internal Server Error (Server issue)

@ BGLSLE Trg"f;atch (SHHEHJ’UHGUS) @ Hﬂntﬂmg AS_E:[?'[E EFFGT“S @ ASHHE Hﬂ.,l‘]lil.ET (Cleaﬂer)

Ans — _ Ans —

app.geti Jasync-error ; async (req, res)

We can create a wrapper to catch
async errors automatically.

(1 // utils/asyncHandler.js

t asyncHandler = (fn) (reg, res, next)

it User. findById(req.params.id);

25, next)).catchinext):

s.send( 'Re
ch (error) {

res.status({568) . json({

@ Global Error Handling Middleware Custom Error Class @ Handling Validation Errors

P-HE — Ans — Create a reusable error class for consistent errors. Ans — Using express-validator (or any velidation brary).

// utils/AppError.js

155 AneError

app.use({err, req, re:

.
f

A e
CLASULE ST

module. exports = AppError;

| £/ Usage in route
-onst AppError = reguire( ./ utils/fAppE
LBl :: ! :|

| throw new AppError( User

S

Best Pracﬁ::_gs

Example Error Response |
Use meaningful error messages. : = ' Logqing with Winston / Morgan
Use correct HTTP status codes

II:FI':'IJ..:E i EI.UIIJ.I. e I;'I[-l'.f‘.l:“.f:'r.

Use a custom error class.

Handle both sync and async errors

Do not expose sensitive error details in production
Log errors {use tools like Winston, -"":E—!‘H-:i'.r'l_ et )
Validate input data

Keep error response format consistent.

Test error scenarios.

| o

| =

|&n
4

. | il ; 4
Input Validation (Joi / express-validator)

Authentication & Authorization Errors
Diatabase Error Hardling (MongoDB / PostgreSGL)
AP Rﬁxlr:ﬂnse Fﬂrmﬂthr‘-.ﬂ

Mnﬁitnrinﬂ {SEHtFEJ LnHF;J APM)

Building a Complete Error Handling Module

i 11

K arvvio.com !, Handle Frrr:rs GmcaE'Fulzlg, Build Beﬁer_ﬂﬂis_ L ‘ Learn Today, Build Tomorrow ! \_J
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‘_ AP¢ l Validation & Securitg

Make your APIs secure, reliable and production ready

@ Why Valdation & Security ? (2) What to Validate ? @ Seciol

Validate Input

Secure Your AFPIs

Prevent Attacks

Build Production

E.Eﬂdﬂ Backends
i

Best

Sanitize inputs and escape cutput
Keep dependencies updated

Ans = ® Prevents invalid or malicious input. Ans = *® Request body (POST/PUT/PATCH) Ans — ¢ \alidate all inputs
[ ] ?."Gt:e-:tﬁ 7.]':'”!- :IFPI.i.r-'ﬂtlﬂﬂ .F'-Dm ﬂ.ttflritis ] QUEFH Pﬂrﬂmﬂtf’rE l..ﬁ.ﬂ-. ?FICI.HE=1::' T & I--";F- EI.'JH'.F,'ﬂtI:L'IIfIi"ﬂ iUT'.l'IUIT {:I.I':IIJ.E"I:
\eg., SGL injection, XSS, NoSQL injection ) o Route parameters (e:q., Susers id) e lise authorization (role-based access).

. 3 c _.v - el i e S | £ 2 - a1 R
® Improves data quality and reliability. e Headers {E.j Authorization) ® Protect against commen attacks L35, S0LE).
o Builds trust and makes your AFT production e File uploods ﬁtqu size) o oo environment variables for secrets

Feii Y o Enaoble HTTPS in production,
g ® |se validation libraries like express-volidator W Bl s Wil g%
P N L K T ® Use security middieware (relmel, cors, rate-limit).
ntial tor real-world applications or Joi i
L ]

(4) Instal Validation Lirary (5) Valdate Reguest Dt

Pms — o We will use express: validator, Ans — & Example: W f-dﬂ e user "Eﬂll‘hf‘ﬂL o dﬂu'l

| routes/userRoutes i 5

| Install package -

npm install express-validator

2k | I"“I"T"-.-I'_-n ..I_-"If'h_:' )q | = ﬁt’w‘ﬂHE reﬁur‘n ElEﬂr aﬂd HSEF_FFiEﬂd!:;l
reburm res.status(408) . fson({ evors: erors.aay() H; '
1 S T Error messages. '

res. json({ message: 'Validatic i Ps ® Use consistent error response format.
Sanitize Input (Prevent XSS) Authentication with JWT @ Protect Routes (Middleware)
Ans — ® Use express-mongo-sanitize or Ans — ® JWT (JSON Web Token) is used for secure Ans — ® (reate a middleware to verify JWT.
EJ.L-IT'FIL.F ry (for frontend) to remove P authentication. -
malicious input. o (lient sends token in headers for protected routes. middleware/ auth.s
t jwt = reguire( jsromakioken’);
Install package :- Generate Token (Login) :- dile.eors = (rs
npm install express-mongo-sanitize const jwt = require(’ jsronaldoks i Psplit(
_ : const token = jut.sign(
| Use in app.js - { id: id, role:

k™

et morechanitize = ruj:lr"1

{ expiresIn:
use{mongoSanitize());

_.I';I'l =(401). |,_,rr1-'

MESSAPR:

Pnufht_rr_imfiu_n (Rn{eg-Bﬂsed_ﬁccESS} @ Securttu Middleware @ flgmmm Ser:uritg Threr:l.fs

Ans — * Restrict access based on user roles Ans — o Use I”'E'-‘"Et cors and rate “"”‘tmﬂ ret : _
== = extra_securiby, Ans —|  Threat | Pfﬂﬁ"i]ﬁ'ﬂ
middleware/role. js ; SGL Iniection Use ORM (Prisma/Trizds), volidsle inpud
iddoutie, roe Install packages - R -
- " ALLCE Teartin ] o o 1 T B e t )
module.exports = (role) - A N | NochdL. nfection | danitize input (express-mengo-sanitize)
: : jpm install helmet cors express-rate-limit o [ T ; -
return (req, res, next) => | ipm dristall BelIED oors expese rater o Y55 {Crom-she Sergptey) | Escape output; sonifize npat
if (req.user.role !== role) { | Use: i = CSRF Use CSRF tokens (for web apps)
res.status(483) . json({ J5€ In 3 '
S X ; P"J n".:Lf' Force L rate J:‘ﬂ.t!n::]
: Uata Exposure Use environment variables, .qitignore

| Insecure Deperdencies | Keep packages updated
Key Takeaways :-

J"lwaus validate and sanitize user input.
Use authentication (JWT) and authorization
Enable ';-E'ul..l.r".tﬂ middleware (helmet, cors, fuf:e-.irr:i’l'_].
Handle errors properly without exposing sensitive details.
Follow security best practices for production
Keep your dependencies and environment secure.

er = ratelisot({
15-% 60 * 1008 [/

EEEEHE

KCU'XViO.COm Secure APIs Today, Safer Applications Tomorrow ! ", | LEARN | BUILD | GROW | GET HIRED klhlj
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MOI’I oDB | Introduction Sk S
| Easy to Scale

A flexible, scalable, NoSQL database for modern applications Perfect.for Modern Apps

What is Mgﬂg_DB @ KEH Features @ SQL vs

— & MongoDB is a NoSGL, document-oriented D t-oriented (JSON-like)
IFH'IS 2 AHS —> @ Document-oriented (JSON-like) AI"IS £ Foctive S'I:'IL Rdntﬂ:mi} Wﬂﬁs&u

. database.

MongoDB

Flexible schema

®
e Stores daota in Tlexble, HﬁTEaC'H- like e High performance Drm: Model | Tables Collections | Lﬂ:UP*’ﬂL;
e i P ST gl g Nz . | |
& %LI;A:]E?‘;‘“SFjB?DTl L n:d'f-l I |:|H: L ] HI':'FLF-.'-'R:-III. Stﬂlﬂﬂlkiiﬁ_ LShﬂ.ﬁ‘hﬂHf BEHEFM '_'I.'-‘:E-d Fl;_-_!._|ﬂ|3
fRlgned, FOECINGR PRlTOTIONEE, ALOet Y, e Built-in replication ifh:gln availobility) e ' I e ]
and ease of development. . (duery Longuage | SGIL MongeDB Gluery (JSON)
=y . P ; s e Rich query Lﬂrguage - L - L -
® Widely used in modern web and mobile & Susirls ridein, iagregttion, and Relationships | Joins Embedded Documents
applications. PP Hal ek J (or References)
o Ideal for applications with changing data geospitl spuersee \ — . e .
E—tr:iinur'-E"-'u 47g £a ® Works great with Node.js, Express, and Scaling Vertical Horizontal | Sharding)
' other modern frameworks | Best For | Struckured data | Dnaric / unstructured
data
Install and Run MongoDB @ Basic Concepts @ Example Document
;lﬂs =2 _ e }kﬁﬂ -2 : : S S Ehlﬁ -

| Using MongoDB Cummum’tu ‘:aewer {Lucal) : y
- : : ; ® Database — Container for collections

e B e A e ol R s o ® Collection — Group of documents
§ sudo apt update (similar to a table).
| p apt install -y mongodb ' ® Document — A smqe record (JSON-like

" id": Objectld("64f8c2eSbla7d3edcBalblc3"),

ﬂl:_'__lﬂ"' |

' 2 | — Il o 1 T Ry T r
ctl start mongodb Field ~ Key-value pair inside & document,

l sudo systemctl enable mongodb ® _id — Unique identifier for each document

(automatically generated)

I sudo systemct] status mongodb

@ Using MongoDB Shell . Common MongoDB Operations @ MongoDB with Node.] is (Mmﬂmgg)

Ans = .. el LAne ¥ 2o e T G, s

npdl 1m’r.J‘l MONECOSE

'. ;- L :'. I !
db.users.insertOne({

E"f-'_]liff"?f'::. e ':

ll const userSchema = / mongoose . Schemal {
name: String,
email: Strine
age: Nu

{ name: “Smruti® ) : e ,

dh users.find({

fol -ZZ-.'i aie
» Show collections db.users. Up latelne( '
show collect :

A
# ] b

f
1 43

module. exports = mongoose.model( 'User” , userS

db.users. insertOne({ name: "Sou

ll const User = requirel’./models/User’);

db.users, find()

await User.createl {
db.users.find({ age: { %gt: 18 } 1)

@ Best Practices @ Hext Topics

Ans — e Use proper indexing for faster queries Ans — ® Web and mobile uppumtmﬂi Ans — ® MongoDB Quer ':i Operators
® \alidate data using Mongoose schemas. Real-time data (chat, notifications) Inupxmg and Performance
o Handle errors L’:|"‘|:|:E‘":Ld.|ﬂ Content mﬂqqu_men :,qg_*enﬂl:, tllf-Mc_.:I .&ggr'ﬂﬁﬂtiﬂﬂ FI..PE;lﬂ.E
® Use environment variables for connection

f""lﬂngz:-DB Atlas (Cloud)

°
®
°

E-commerce platforms ® Relationships (Embedding vs EEFErEnc[ng}
lol and sensor dota .
®
°

®
L ]
®
strings. o
®
®

e [ 370 o -1 | T
U'EEP o -ur“r,:t e :mﬂu and. focused. |iser mmnqemen{ and authentication E"“*"“F‘ and Restore
® Lise aggregation Tor com lex aueries. i L F i R B o e § :
I_.J f g . P Y, "':'-”H E.Flpldﬂﬂiicr'l with dl..:rlar‘ﬂu: or EEJL world .rDJEer.’L wh.h M{:FZEDDE
® Enable authentication in production. " L3
: , rapi chanqi data
® Toke reqular backups. Py el

 MongoDB.

KaPyVEO.COH‘I Learn Today, Build Tomorrow | \_, LEARN | BUILD | GROW | GET HIRED
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Mon oDB | CRUD Operations

Perform Create, Read, Update and Delete operations in MongoDB

for CRUD wsing its query lanquage

and drivers (like the Node. Js driver ).
® lsed to build real-world JFIFILE.EL ons: | |

like blogs, e-commerce, and more. N nonpoose. connect( *mongods:

EHﬂmEiE e {:GHHE-C{', LI:SI.HS MﬂﬂHﬂDSE

st mongoose = [r‘-_'IL..J.r{

.F_'-i_*fT-::r{' a0

new Modell ) save( ).

Exampigs — Kead |i|IL:L

const User = require(

Example :- Create a new user

console. log(

naerted Dnmrnent (O pa.rt}

1
_id: ObjectId("68c1aBf3e1b2c3d4eSF67899" ),
“sovit Lenka®, i
email; "sovitBexample.com”, B const u-lserzi-u‘r.':l'#-tsn'ﬁ = awalt Lk
age: 22,
|| createdAt: "2026-89-16T10:00:00.6607"
1}

ﬂHS —3 Use MongoDB q-uerq operators for powerful queres

Ans — Delete documents using deleteOne( ), Ans —°
: IE'E:.{!JLE!"'J.;:I.HE'::' or findBuyldAndDeletel ) ﬂpemtnr Dﬂﬁcnptmrl | Emmplf.' o
| — .
Euanples .- Delts dats |l R R e 2 2 5 & .
$ne Mot equal | [ age: { Sne: 22 } } -
Sot Greater than | { age: { $gt: 18 } ] .
$1t Less than [ age: { $1t: 30} } »
$in In array { age: { $in: [20, 22] } } "
elete by condition $regex | Fattem match | { name: { $regex: 'Sovit' } }
t User.deleteMany({ age: { $1t: 18 }}); $and Logical AND' | { $and: [{ age: 22 },
{ name: 'Sovit' }]| }
o ——{ Ang =
$or L'gu::al LR { Sor: [{ age: 18 p{age: 22 11—
Example: EumPLete CRUD Flow
AHE = . Create Add 2 new user

1 —
2. Read = Fetch the user

3. Update - :‘*‘:ndrﬁﬂ user details
4. Delete —

Remove the user

What s RUD 2 (2) Setup & Comnect (3) Sample Data Viodd

Examples :-

' Karyvio
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CRUD
Create Data
Read Data
te Data
lete Data
Powerful Applications !
"

&r_@ — o CRUD stands for Create, Read, Update AHE — @ [nstall MongoDB lma[lu (or use Ans = Let's create a SLmPlg lser model
and Delete. MongeDB .!‘"".L'l&&-.l = :
® These are the basic operations to o lse i’he official MongoDB Node. js driver deﬂLSHUSEF'JS
manage data in a database. or ”ﬁungaasg (ODM), const mongoose = require( 'mongoose’ );
® MGHHGDE provides p::-wer.ful metheds ® Create a :er'.nect:cn to your database,

const userSchema = new mongoose. Schemail |

ing, umique: true }

@ Create (Insert) @ Read (Find) @ Update

AI'IS —3 lnsert @ new document Lising create( ) or Ans — Retrieve documents using find{ ), findOnel ), . AHE — dp[..a e existi 1:| documents using upd_mu nel ).
i o JF—E...*E""'rurLH ) or PrdE-H[dr"nn*lUqutE

Update data

LR RS SR BT R

console. logl "Undated User:', updatedser);

Update Operators :-

$set = Set field volue
$inc - Increment number
$unset — Rédole frely

® Delete Common QgerH Og&mtﬂrs . B phghe

Use validation [M-':-r‘qmse schema validation )

Handle errors with trH--cat:h.

Use proper indexes for better performance.
Avoid fet;hmg unnecessary fields.

Lse ":Irﬂin.ﬂ.,iﬁ.r. for !arge dotasets

Sanitize input to prevent injection abtacks.
Use envircnment variables ’:r:-r DB connection.
F:E:EFI your dotabase schema organized

Next TDP_[E§

Mongoose Advanced Queries
Aggregation Pipeline

ﬂﬂE{er E.nd. PE"FEF“".-I:I.H-\._E

Relationchips (References & Embedding)
Transactions in MongoDB

f"hﬂga:u. B Atlas (Cloud)

Building a REST APl with MongoDB

. [ . ; S 1
Kar!V[O_COm I f'mn:ﬁce CRUD Today, Build Better Applications Tomorrow ! LEARN | BUILD | GROW | GET HIRED
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the structure of data in a database.
o [t defines how data is stored, related,
and accessed

® In MongoDB, we design schemas
{usuul[ﬂ in application code) to represent
cfutu. structure.

® A good data model improves

PE:I':‘F'CI!"ﬂlﬂr"LE, scalability, and maintainability.

(4) Types of Relationships

Ans —
One-to-One | One document User «» Frofile

related to one
document

One document |fser «+ Posts
| related to. many

documents

One-to-Many

Many~-to-Many | Many documents | Users «> Courses
reloted to many

documents

I:1|'|‘|'_]__|_|:If' (= I'"'tl'|4-|+ "'l. 573t ":.__ .}

Common Pitfaus

®

Ans =

in the same (Objectld) te
document another document

Perftormance | Faster i:r'.ir;gia Slower ErE-:EuirEs
query) loolup)

Use Case When reloted data | When data is ‘;ﬂrge
is frequently or used separately
accessed together

Example User with adaress | User with orders

LM@ Data Modeling

Design efficient and scalable data models for real-world applications

(L) What s Data Modelig ?  (2) W

Ans —3 ® [ata rnr:udelmg is the process of d?ﬁugmr'u:] AHS —

b =0

o HE ps in crgﬂnmng data EF?lCnEﬂtlH_. Ans —e

 Reduces data duplication. —

e Improves query performance. s

® Makes the application scalable.

e Simplifies maintenance e

® Supports real-world use cases ®
(e.q., users, products, orders, etc.). .

Referencin

Embedding vs

Aspect

™ i

1 bl <

LAXED, -SLorage
W

ing
Reﬁ:rmdng

Store a reference

Enbeddng |

Ctore related data

embedded referenced

0 Real-World Example: Blog

email: "sovit@example.com”
= authorld: Objectld()

T

mments collection

,._______n————l ==

_id: Objectld(), I and many comments.
postld: Objectld(),
userld: Objectld(),
text: "Great pﬂst.'",
createdAt: Date()

| Fosts and comments store
references to the user usmg

UI:J jectld.

— e — A —— i — i S A

Ans — ® Over-embedding large data (leads to Ans = Use Case Erbed : Reference
haga documents) Small related data v -
® Excecsive referepfnﬂ (causes many lookups ). -,
o Not using indexes. Large related data | = v
® [gnﬂrmg ::lacu.rﬂent size limit (16MB). Frecs'uentilj accessed :'_EI-EEE;'I.EF v 4 -
® Poor field naming and inconsistent schema. Rarely accessed data , '
L f [
v T‘f plarning fr sty One~to-One Either Fither
e Storing unstructured or unnecessary data. |
Gne-tt:u-?'bn:j 4 |"'1|1n|:|-Ec--|""Iﬂ.nI:| USLML'H USUEJEH
I
yvio.com 0

! Karyvio

Ans = HAng -3 , : 1
users collection | | posts collection I
{ 1Myl { |
_id: ObjectId(), ——> | d: Objectld)),
name: . "Soit” ) : title: HDHE!UBE- Tips :
: { Reference) content: "...7,

LEARN | BUILD | GROW | GET HIRED

Good
Data Model

Makes Your App
Faster, Scalable
and Eu%y to

Balance between normal

Understand your application requirements
Model for your query patterns

lization and

denormalization.

Avoid Dver--c&mplicuﬂng the schema.
Plan for scalability and future growth.
Keep data consistent and efficient

(6) Canple Enbeldel Vedd

_Ans —

id: new ObjectId(),

@ Best Practices

Ans = Model based on query patterns.

|Au52rmn]m~.-'&rnﬂr3p(ﬁt5.

An

ns =

Use embedding for small, Frequer[tlg
accessed related data.

Use referencing for large or rarely
accessed data.

Avold deep nesting

Keep document size under 16MB
(limit per document).

Use indexes on commonly queried
fields,

Consider data growth and future

IR L
requirements.
Use consistent naming conventions.,

Validate data using Mongoose schemas.

Next Topics

Mongoose Schema Design
Validation in Mongoose

Indexing in MongoDB
Aggregation. Pipeline

Relationship Modeling (Advanced)
Polymorphig Associations
Multi-tenant Data Modeling
Real-world Project Design

® MongoDB.

‘ LEARN | BUILD | GROW | GET HIRED
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‘ Pgﬂa =21 |
[ Mongoose | MargoDB ODM fr Nades

A powerful and elegant way to work with MongoDB in Nodejs applications

Schemas

Models
Validation
Middleware
and more...

with MGFEHGGEE .’

@ What S MGHQG{}SE ? @ W|’lg USE. MDHQDUSE ? Il‘l_E'tﬂu Mﬂ_f‘lﬁﬂl‘.’lﬂﬁ ~

. : I

ﬂns — Wﬂﬂu_jmaa is an OBM 'ﬁllh ect Data AHE - @ LC'r*E:r'r'r:L based data model ung AHS . 3 [nﬁ.iﬂﬂ US[HH npm
MmemﬂJ hb'ﬂﬁj for Mtnﬂr'nuu and o Bult-in validation - ==
qua.

Type casting (automatically converts
® It provides a schema-based solution data t-:jpeg?
to model a;:-p!.imt[nr: data e
® Handles validation, t':éP':‘r CﬂSt"IQJ ® ﬂuera hElFIE?'E and instance methods
relationships, middleware, and more. e Better error handling
® Makes it easier to work with MongoDB o Active community and widely used

using Jm'af‘:*:erthupeﬁn:ript. n p'.‘-.“,-dur,tiﬂ-n

@ Connect to MongoDB @ Define a Schema @ Create a Model

Ans = Ans — Ans —

Y -.F..n ; |_-. - r'—'}:!l.J ].I"':": LIt T

npm install mongoose |

Middleware (pre/post haoks)
Presp :
Or using yarn :

yarn add mongoose

mongoase = require(

const userSchema = new Mongoose.S '|HT 1€}
name: { type: }t“_r‘.!-:,. required;

mait mongoose.connect(
odb:/localhos email: { type: String, required: t e,

urique: true },
useNewlrlParser: true

: : type: Number, min: @ }
uselnifiedTopology: true . L HePL NS

| Model SHn’mx s
mongumse-mode[( ‘ModelName , schema)

® Model name is usually a*ngu[ar leg - User).
® '“1|:unr'-u*~=, automal LlLﬂrlH creates IHE inle-:iiﬂn
name in lowercase and ”lurﬂl (users).

isActive: { type: Boolean, default:

@ Create a Document (Insert)
Ans —

const User = require(’./model:

const createllser = async )
£y |

—

const user = await User.create({

rname.

|I:"J"." . 5 i N i - = §
. MEEES wait User. find({ isActive: true

- Error. message ) ;

awalt User.deletelne(] email:

_Best Practices

Lie schemas with Frt'wr v |ui.:|

Ha Juvnbl.u th bry-catch

Use indexes -':' qu. “!ﬂlu.. JJ&r-E:i tields.

Keep schema detinitions modular,

ke environment variables for DB connection.
Follow consistent narming conventions.

Use TupeScript for better tupe safety

Keep uour models organd "Fd in a separate folder
Use middleware for lo oggemg, hash ing, ek,

KawVio'com Huster Mongoose, Build Beﬁ:er Applmhonﬂ v ’MongQDB,. LEARN | BUILD | GROW | GET HIRED
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MongoDB | Advanced Queries

Powerful query techniques to handle real-world data efﬂ::ientlg
@ What are Advanced Queries ? @ Query Operators Overview

AI"IS —» Advanced qur*.-"i-es go :.’.'rEHl:ll'ld basic CRUD fmfg‘ — _ :
to perform ::nmp[ex data retrieval, Category Operators Purpose - d users olds
Fiterlﬂﬂ trmf'{:fmﬂtiﬂn Eﬂ,[j. MﬁlHEls --_:_'!|'l',;'-ﬂ"',;';-::.~'_ $'F"-'i. $Ir.'|~'3. $ﬂl_‘|:. $E_t€. 'EI.TI"I"lFﬁI"IE '.'EI.!:;'EE |'_'.|tl.|._1‘;-'-'-':"r-.;':'..Jll|':-:_11:_ 1 ape: |
o Used for real-world ﬂppl[caticrns with | BlE, $ite FINd use

L ngical $and, $or $not Combine conditions db.users.find({

Guer Smarter

Lﬂ e Data
BuLLc[ Sl:ﬂl;ﬂle anps
with HungnDB

large and unstructured data.
g _ B y Element $in. hnin Match in arro
e Helps in building search, analyfics, _ _ — G
X : £y valuation | $exists, $type Check: field existence/tipe
reporting and scalable features - e X
Array Ball, $elemMatch, Work with arrays Common f:[JmeJr[Eﬂr. [Jp-f?rﬁfm‘ﬂ:
SL2e [
$ | $eq - Equel $t — Less than
sl flext Full-text search | $ne — Not equal $lte — Less than or equal
Geospatial | $qeoMear, BgeoWithin | Location based queries $qt — (reater than bin = In an aray

£ *e - (areater j‘d.“-’“"E:r.iL. Cnin — Mot in an arroy

@ f__qgi_cﬂl_[)pgrjatqgg @ Q_uar_*_gi_ng_ﬂritggg @ Prcuectu:m (Select Fields)

Ans = Ans = Ans —

: =) LA ol PR Bl
= " A -y T [ R i | ik, D USEers., 4|
db.users. find({ db.users.tind({ skills: ltl-lj Fode

e | .;.

e T S5
dand: | { name: 1, email: ]

o [+ oo
db.users . Tindl( 4

, refreshToken: @ }

[/ Projection keeps responses smaller and faster.

Iﬁ e 1 = include field
o 0 = exclude field
(You cannot mix 1 and @, except _id)

@ Aggfegatmn Pipel pe

Ans

T o e db paste createlndex( !
db .users.tind| L PASLS. |

x h II 1 1 1
sort({ createdat: title:
content:

Jimit(1a)

- { Ssearch: "
& { tmeta:
[ score: | fmeta: ”

Best Practices

Ans —3 o lse indexes for Fr‘equenﬂy queriefl fields.
- e Frnﬂ:nctﬁm to fetch .':nr:l-u- requ;red data
Avoid deep nesting in gqueries

Use aggregation for complex analytics.
Validate -'J'.|:.-LL’L to prevent oSl injection
Keep queries efficlent and optimized

Use explain() to analyze query performance
Follow schema design best practices

Test queries with realistic data

Eilf h |ﬁr F i & :II_ i =
Filter by location, skills, experience range
using advanced cGueries

ot ]

®© Use text search for job itle/description

(] “E-"f sorting, pagination and projection
for better pe pe rformance

© Use aggregation for analitics {eq., top skills

Y

T T o Taka
jobs |:-ﬂ company, etc.)

e vy Q MongoDB.

i | wo |
Kar YVIO .Lom | Eetter Quﬂn.es Bq.gger Possibilities | | LEARN | BUILD | GROW | GET HIRED
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MOI’l ODB Indexing & Performance

Speed up your queries with index'mg and Per‘fhrmﬂnﬂe optimization i:echniciues

Better Indexes
Faster Queries
Scalable Applications
with MnnguDB

@ Why Indexing is Important 7 @ How Indexes Work ? Create an Index

_AI"IE —® Indexes improve query pErmrn ance Ans —» Indexes in MQHBQD% are <tored
b by reducing the number of documents | pe g B Tkl ot ebruetare.
MongoDB needs to scan. e The index stores a reference to the
® Helps in faster search, sorting, and document (not the full document)
‘-Fi'ltlrt:".ng. ® Mnraga[}B uses the index to q_uh:ﬂ::‘.,
o Essential for large datasets, locate matching documents

"-..-"

'r"|1 ]1' r 5 r""-' | | |'-.I'_"|I | Silka il .

db.users,createlndex({ createdAt:
o Improves overall application e Similar to an index in a book — it { Compound index
responsiveness helps find data without reading db.users.createlndex({ name: 1, ape:
o Without indexes, MongoDB pertorms every page
a collection scan (slow)

@ Tgpes of Indexes @ Unique [ndex Example.

Ans =

Index Type | Description

f‘_-.i:';:tl:-;ﬁ' rield Index on a sincjh‘f tield db. users. satelndes

sers.createlndex({ emadl: 1§, { unique; true ;)

i T TP 3 f 1
“ompound Index on multiple tields { email: 1 |

- ; { unique: true }
|Unigue Ensures unique values -

(oo Index only documents with
the field i =
(Time 4o Live)| Automatically delete documents db.us
atter a specified time name :
email:
i)

Rt | s | B = ] . 3
i For: tull-text search @ Tempﬂmrg data \logs, sessions)

e OTP records
e Cache data

For location-based queries
( 2dsphere, 2d)

L3805

At
Sl LAl
]

Hashed lses a hash of the field value

® Text Index Example Check & Manage Indexes @ Analyze Query Performance

Ans —

db.users.getIndexes( )

db. users. ‘ruu.‘]f 1 age:

] 1 » ]
explain( " executionStats

db.users.dropIndex ( em:

db.users.dropIndexes( ]

Common Performance Tips

Ans —

® Create indexes on ‘.‘rE'-:'Luﬂnﬂq qruEfied fields T | _ ; el db. users.createlndex( {
o @ Index fields used in queries, sorting, and filtering ;

o lse compound indexes for multi-field u:[ueri.ez _ A
L o il s .1 @ Use compound indexes when querying multiple fietds 1
e Avoid over-indexing (too many indexes can : : ; =
. O e TR 0T
Sl dowen: vty opaations) Keep index size small (avoid unnecessary fields)
Use appropriate index types (fext geaspﬂtiul_ etc.)
Monitor query FEFF“"I"‘FE‘ISE using explaint )
Avoid large documents and unbounded arrays
Use projection to tetch only required fields only the index)

Eﬁgulae'i:ﬂ review and optimize indexes. & Test with Expiﬁlr‘:f} and analyze execution plans

Use unique indexes for fields that must be unique
Monitor index usage and remove unused indexes

Use covered queries fquerg can be sotistied using

000

ame: 1 3). 1limit(18)

_ | Q mongoDB.
Ka{xv{.ﬂ.[:om f}phrruza T:xlﬂH Scale ﬁ)r Tomorrow | O, | LEARN | BUILD | GROW | GET HIRED
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ExPres—§_ + ,’[l&ODB Iqtegration

Build pﬂwarfu backend applications bg combining Express. js with MongoDB

Express + MongoDB
a perfect combo
for modern
web applimﬂﬂns ?

@ Why Use Express + MongoDB 7 Project Setup Pmﬁ;t_S_tr_m;tyr@

Ans = ® JavaScript everywnre (frontend Ans — Create a new project and install dependencies Ang — A clean and modular folder structure.

and hﬂLkgn.i' ; ——— e
I rLreate prajec ] E‘xprESS_ﬂmgﬂ"ﬂFlpf
[S ! -.- =t P f 7
Flexible and schema-less database mkdir express-mongo-app — config/

l'\-l

Fast deuﬁnrfnmt with Express. js cd express-mongo-app | L—db.js

®
™
® Great for REST APIs and real-time slve Rl ¢ Inifialice npo ’__' ":_Jj&llf“# ; KE’:E szu:d

: . F =i — User.js roject modular
® Scales easily for growing applications. npm init -y _ P

e O R [~ routes/ _ and organized
® lependencies | L userRoutes. js £
npm ins rﬂl express mongoose doteny [-— controllers/ lability |

L— userController. js =La “tH

— .env .,:,
—— app.js : . =
—— package._ json

Large c:-rr‘muﬂ'L"L':,' and ecnﬂﬂﬂem

npm install -D nodemon

MongoDB Connection Environment Variables Detine a Model

Ans = cnnﬂgf tﬂ}._js Hn'.-‘_. —y Create a .env file 'fkeeP it safe) ,ﬁ_n; -3 models/ USEr.J's

const mongoose = require(’

require( ‘mongoose’ );

F'“F- T ':DFH"I

const connectDB = async () :
L iy T nst userSchema = naw mongoose. Schemal |

B
anall moneo E::::_n:nj'r.r'rf_-.r;tl::_ process. env '
- s A,
console. 104Gl W

name: { Type: String, required: true

email: { type: String, required: true, unique: true ],

; age: { tuype: Number, defauli: @ },

} catch (error ,I i

. " y -."r::'-..-n_.l...l At: { type: Date, default: Date.now }
® Never commit your .env file to GitHub

® Use different URIs for development
and F-r"ducf'ur modULe, exports =

® You can use "'"-:II'{G"' B Atlas for cloud database.
~onnectDB:

® Create Koutes . Create Controller @ Setup Express App

Ans = routes/userRoutes. s Ans — controllers/userController. js = app. Js

const User = requirel

const e

'i-i'-'i""i-"it- ff--'l-*'f-'-ﬂ-r = expr E&-S-Fﬁﬂiltﬂfﬂ; |

const { getlsers, createllser } =
require( ../ cont

BSS3ge: error.messag app. usel express. json() ) ;

router.get(’

router.post('/ ", connectDE( ) ;

module.exports = router;

im0 Lol r et e Gy
app.usel /3 : , ‘Userroutes);

(10)  Test the APT

Ans —  FRun the server and test with Postman or curl LJE" environment va?'iubles

' Fere Soliki - e Structure Lour code in modules

¥ Star  SErVE 1l on (models, routes, controllers)
npm run dev # (if using nodemon) Mongoose. connection Check your MongoDB URI ® Use proper error handling and
error and network connection env validation
Validate ;n.put aabl_'i;e.g.- using Joi
RS e Use cors midd or express-val lidator )
g ot disatle st L Use MongoDB Atlas' for production.
i o eete e  calng fron Tt Follow RESTful APT conventions
curl =X POST I-’rh //1ocalhost : 5000/ /api fusers \ Il R

: \ Add togging le.q., Morgan, Winston)

|-
i@
3
L

' i s [ B | B : :
o l-mJ‘. +:5000/api/users Connol Tind module Run npm install again

Duplicate ke;._' error Check for existing data
] ~ iy
le.q., unique emai)}

it

I _"ﬂr'“__l" ASLRC BITOrS ["’I'_-FIFFLJ
Validation error Add proper schema validation (use trL catch or astine middleware)

ﬁec; your dependencies IJF'GI.-.L-E':I.

Karyvio.com
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in modern web app ications.

What is Authentication 7

® Fnables perzﬂnalized user Experience.

® (ommon methods include

passwords, OTP, tokens, and

® Required for most real-world

How Authentication Works

Password Hushing

It valid, server creates a session

or issues a token [e.g_, JWT)

Client stores the token (in cookie

ar ‘.crcalStc:mge}

wait berypt hash(

Token is sent with each request
to access Pr‘ﬂtected routes

Server verifies the token and
allows access if valid

Prutecthrg Routes (Middleware)

Ans =

loken Verification

Real-World Example (Login)

Ans

E‘EF.'EE.i'l T-.'J-I{F‘I'IE-

Role-Bosed Access Control | EEHC.‘I
OAuth L'_,mne GitHub Luﬂ n)
Multi-Factor Authentication (MFA)
Session Manogement

Password Reset (Forgot Password)

ait berypt.compare(

Email Verification
fjecur-.iH Best Practices

* 2 & & & & @ @

| Hl._tthmhmﬁan secures your app
tadu.gundﬂﬂurusers trust tomorrow |\, 5

A AR RRRRRRRRRRRRRRRRRRRRRERRRRRARRRREN

ication | Fundamentals

Learn the core cc:nceYts of authentication and build secure user authentication

OTP (Email /SMS)

T | | AT
loken-based 1JWI)

& Token Tgpe

000000000 =

Karyvio
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Secure Users

Build Trust
Create Better Apps

with Authentication

|
S

@ Why is Authentication Important ¢ @ Common_Authertication Methods

Ans = e Authentication is the process of Ans 2 s ey b0 Jis Ans —
verifying who a user is. s 5 o E Method Description
o e i S Prevents unauthorized access. i e -
® I ensures tnal only authonzed o Biilds trist ot Fassword Traditional username + password
st in 1 cation.
users can access protected resources. HEO SRS O Pl

One-time password for verification

Uses a token for stateless auth

1 = r ' ' [ ] Al .'nm. . i . % 4 k-

biometrics. applications (e-commerce, banking, Ofuth (Social Login) | Login with Geogle, Github, ete.
o It is different from authorization social media. etc.). Biomets Fingerprint / Face ID

(which decides what a user can do). Multi-Factor (MFA) | Two or more verification methods

JSON Web Tokens (JWT)

Ans = Ans @ Never store plain text passwords Ans ® JWT is a token-based authentication method.
User submits credentials ® Use a strong hashing algorithm like berypt. e Qt contains user rrnrnlda Hon,n.a 5'93‘3d token
(e eqg., email & password) 5 F‘uzhmg converts the password into a fixed- ® Stateless (no E“E':_ler b Mg
length string ® Consists of 3 parts: Header, Payload, Signature.
?ervar Hwer;.ﬂez jahf uJ;:reriJentLa[a o Fven if ‘:IF. database is leaked, passwords Headic Payload 5 ;
£.4., Check In ase remain sare. : EMI:""
b ! ! !
.-*Jgur*.ihm User Data Used to MEFLFH

':E:.g. userld. role) token integrity

Best Practices

)

f'!'.lm::l_:|5 hash passwords (use bn:ert:'.

Use environment varigbles for secrets.

Set token expiration time

Use HTTPS in production

Implement refresh tokens for better security.
Use role-based access control (RBAC).
Protect sensitive routes with middleware.
Validate input data '::e.[:f., using Joi)

Handle authentication errors pr{:perlg

Consider multi-factor authentication (MFA).

@ Authentication verifies who the user is.
@ Use hashed passwords and secure tokens.
& JWT is a popular token-based method
& Protect your routes with middleware.
@ Follow best practices to build secure apps.

"A secure application
is a -‘cruslzedapapphmhm

~ | LEARN | BUILD | GROW | GET HIRED
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@ What is JWT ?

AHE — o JWT (JSON Web Token) is an open

| standard (RFC 7519) for securely
transmitting information between
parties as & JSON object.

e [t is used for authentication and
authorization in stateless applications.

® [he token contains user informaticn
I.“puglmd:i and is dlg{ta{[fﬂ E.igneui to
prevent tampering.

° f.:ﬂmmur;lH used in modern web apps,
mobile apps, and APIs.

Ans —

©user.email :

ole: user.role 3

=
=
)
'

1}

user; (req as any).user,

@ Token Expiration & Refresh Best Practices

Ans -

® Set a short expiration time (e.g., 15m, 1h)

o Use refresh tokens to get a new access token
o Store refresh tokens securely (httpOnly cookies).
®

Implement token rotation for bether E.E-'_'.L'.r'l*i.ld.
® Access Token: 15 minutes — 1 hour

@ Refresh Token: 7 days - 30 days

Kagy_vio.com
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le”, authenticate, (reg, res) =» {

Secure Authentication, Build Scalable Apps | "

Authentication

Secure, stateless and scalable authentication for modern web applications

@ Structure of JWT

Ans —
Header

header . payload. signature
HMACSHAZ56(
basebdUrl(header)

+ +

i
{" H ; “userld”: 123",
Hﬂlﬂ_: I'EEEI? | “email®: “user®
typ”: “IWT example.com”,
} “rola”: user
"iat”: 1710000006
]

Example JWT Token (decoded):

secret )

"userId": "123%,
"email": "user@example.com”,
“role”: Tuser”,
“iat”: 17180ede60,
} Texp”: 1710003600

(@) Gowrste o WT Toen  (B)  Veriy 0 IWNT Toker

Ans —

export const verifyToken = (token: string) -

try {

R e
= .:|'.'.| L. VEFLY E.' |

SECRET!

Store the token in localStorage or httpOnly
cookies ?:m:-klﬂs are more st—:r_'w'e,:'
Send the token in the Authorization header

with each reguest

Example using fetch:

ﬁﬂS @) Use strong secrets (store in environment variables)
Set appropriate token expiration times

|Jse HiLF-f_lﬂl-j cookies for better security.
Implement refresh tokens

Validate tokens on every protected route.

Do not store sensitive data in token payload.
Use HTTPS in production

Handle token errors properly.

(RBAC)

T

Lonsider role-based access control

Q0000000

W/

bﬂEEEﬁUFlEPﬂE[’:ﬂd:‘.

y, Karyvio
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Stateless Auth
Secure APls
Scalable Applications
With JWT

11 jsonwektoben beryptjs

wehtoben
npm install -D @types/beryptis

Package Purpose:

jsonwektoben — create & verify tokens
beryptjs = hash passwords

@types/ jsonwebtoben — TypeScript types
@types/beryptjs — Typedeript types

@ Protect Routes (Middleware)

Ans —

import { Request,

Response, MNextFunction }
from 5"

oken } from "

impart { verifyl
export const authenticate = (

req. Reguest,

--------

Real-World Use Case

e User login i:aﬂnﬂ_-'raie JWT)

® Protect APl routes (middleware)
e Fetch user profile

e Refresh expired token

L] Lﬂg:}ut \clear token)

o Role-bosed access (admin/user)
[ ]

Used in MERN stack cr.ppij.':..ﬂ{mns.

12 et Topic

Ans —> o Refresh Token ;mp!emﬁn!ﬂtinrﬁ
o FRole-Based Authorization (RBAC)
o [ogout & Token Blacklisting
o (Auth 2.8 & Social Login
® 53Cur'it::1 Hest Practices

’ MongoDB.

| LEARN | BUILD | GROW | GET HIRED
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nght Users
ng ht Access

More Secure Apps

with Prﬂper
Authorization L

What is Authorication ? @ Common Authorization Models @ Role Fxample (MongoDB)

§ — o Authorization determines what Ans — Ans —
authenticated users are allowed Model | Deseription U
to do {permmmnsx_: RRAC Kole-Based Access Control

o It controls access to resources el il adian isetmlorl o
based on roles. permissions, or . b f - ! email: { tuype: String, unique: true },
- olicies ARA( Attribute-Based Access Control password: String,
j, (based on user attributes) ole: {
e (Comes after authentication :
(ie., after veriFHLr-.g the user). ACL Access Control List

-
—

£ userachema = new mongoose.Schema

name: String,

' i L1
’ St ECi.'Fl-E FMLSSEONS -Der FeEsOurce
® He'Lps prr:stect sensitive data ( P e P ;

and APls from unauthorized access. PRAC Pﬂhcg—Bﬂsed Access Control
(uses rules/ Flﬂ';iu:ies:'

@ Role-Based Middleware @ Protecting Routes @ Resource Ownership Check
Ans —

Ans — - Ans =

t (lreg.user) {

es.status(401). json({ st router = express.Router();

, authenticate, (req,

|~.—r FincE: il d(req.params . id)

@ Permission-Based Example . JWT Payload with Role/Permissions @ Best Practices

Ans — Ans — Ans = L

.-l"w.ﬂHfs authenticate before ﬂuf:hcr-isz.g.
Use roles/ permissions instead of
hardcoding user IDs

i A i rellow the principle of least privilege.

role: user.role, ' J
permissions: user.permissions Validate resource ownership (e.q., user can
only access their ewn data)
cess.env. JWT SECRET, Keep authorization logic in middleware.

Use environment variables for secrets

og and monitor unauthorized access attempts
[ rou Return proper HTTP status codes (481 403).
~.role); __ lest all protected routes.

Real-World Use Case @ Common Status Codes @ Hﬁ:'(_t.lhﬁ
= Ans — Status Code Meaning Ans —

Only admins can manage users, 491 Unauthorized (rot logged in)

HO

Fine~grained permissions (ABAC)
Policy-based authorization (FBAC)
AP rate lirni-"_in[.]

Refresh token rotation

Ohuth 2.0 & OpenlD Connect
Audit logging for access control

=
W

C'rliﬂ the post owner can edil/delete their post. 633 Forbidden (not allowed)
Moderators can approve/reject content 404 | T Bt reminitt dinmoeah)

Regulﬂr wsers can view and create content. 479 Too Many Requests

il Cabipes o ndid lisars =
Protect premium teatures for paid users. c00 T AT

T RN R MongoDB.
Kar 'yViO..C()m Secum APLs Today, SmlableAmem| L ’ 8
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Secure Code
Secure Data
Secure Users

Build a Safer Web
with MERN

L

Whﬂ SecuritH s Impurtﬂnt [ @ Common Securi’ﬂg Threats @ Secure Authentication

Ans — Ans =

— Security

Build safe, secure and pmductian—reudg MERN applicaﬁons

Fssential for pr‘-:r;:'uctiﬂn and real users.

Common attacks: XSS, CSRF. SGL/NaSOI

NoSGL Injection Store tokens in rf:’LmeH cookies

r.ﬂms_ = o FProfects user data and privacy.
® Prevents unauthorized access Threat Desmpdzlm Usee strong passwords (min & chars).
e Builds trust in your: application. XSS Inject. malicious scripts into web pages Hash passwords with berypt.
® Avoids data breaches and legal issues. CSRF Trick users into performing actions Use JWT with short expiry
®
®

Malicious quer'u:s to rnunlpui.ﬂte B
i lin production).

<X BGQG

) ] o it I-rr G_ d‘_
R R T o L L " Brute Force essing passwords repeatedly ; :
L’E ection, DDoS, Brute Force, etc. = k |_ T = Imnbement refresh tokns
. itive Dlate Lea XpOsing keys, lokens, or user data Y fb ; T
ns a Lec posng Key Use multi-factor authentication (MFA)
DDoS J‘u‘E‘!‘{Eﬁd the server with traffic

if l'equired.

T ™ i
Insecure LAEpencencles

I'l.‘li.Ln."I-E"I'.'.’JJIh.LS il -\J"IL"I:'. |:."[?.I'|:J.._-.I [.h:l:kllﬁl-!i a

@ Secure JWT Setup

Frotect l-::g'm routes from brute force
i i f !
lrate Lafmtmg )

Protect Routes (Middleware)

@ Password Hﬂ.sh'mg (bcert]

Ans =

erypt = reguire( "boryp

. Secure Headers (Helmet)

Ans —

Ans —

app.use(helmet()); const ratel.imit = requirel expre

rabel imiti1

jouts: 15 = 60 * 1000,

limiter =

app . use( helmet( {

— -

What Helmet | DDES ?
-]
[ ]
[ ]
[ ]

i
il L |"”'II_|f'r"I_|

Sets X-Content- .I:Fpe—Dptfclnﬁ

Prevents clickjacking (X-Frame-Options)
Enables Content-Security-Policy (CSP)
Adds other important security headers

Next lopics

Advanced security headers (CSP)
OAuth 2.0 & Social Login Security
Secure File Uploads (Multer)

5 ecurity [cannq Tools (OWASP ZAP)
'"E!uenf ng N oSQL

@ Frvironment Variables & Secrets @ Sﬂcuritud Checklist for MERN Apps  Ans —e
Ans = Ans -

Jtore sensitive

€ Mever

Use HTTPS (SEL/TLS)

Hash pﬂww.}rﬂb (berupt).
Use JWT with proper expiny
Validate % sanitize all inputs

i [
QAT f 2Ny TUe

<

N i Fa 1o Lk i i1
ok R ke | A [ ]
commil _em L0 Wi Waidd Lo .i.":_aq-"!ﬁ-r'lﬂ.-.
ud \

|J ec J.l:l’

0000

Use strong, unique secret keys
e i r M K, ) i
Use difterent keys for development and production
Kolate keus rr:n:}ui_::r[-.j
") el | &

Use secret managers le.q., Render, AW, Doppler)

Karyvio.com

Use Helmet for secure headers.
Implemt‘nt rate :'.'Lm-'tmg
Protect routes with middleware.
Keep PFﬂr'dr'm: es updated Ir"-Fum audit )

Use: eniironment: variables: For: secrets:
Ragulr::-i.:- monitor logs and suspicious activity

Sacurr.tg today, a b-ettar tnmcrrmw bl

_m;:umrr*:endng 2FA / MEA

& & & & & @

EI".C'.U!'i.E'..L_ 3E5t :Jrﬂ::i..i:ﬂh ;:'f.:-l' I-.I}F‘Fll_ﬂl_jl""l:""'lt

Q MongoDB.
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@ chqrh Level Architecture

@ Request Flow (End-to-End)
@ User sends request from React (e.g. Login)
@ Request, qoes to Express Route (/api/authy/login)
@ Route — Controller (business logic)

' (4) Controller uses Model (Mongoose) to query DB
- (5) DB returns data to Controller

: 6 Controller sends response o Client. (JSON)

| ® React handles the response and updates UL

@ Controller E:-:nmple

/7 controllers/userController. is
| const User = require(’. ImL}JFLSEUEﬂr'};
const berypt = r‘Equir‘E('b{:rﬁpt'};
exports.registerlUser = async (reg, res)= {
trH {
const { name, email, password } = reqhbudg.
const hashedPassword = await berypt.has

“‘l‘l"I'l‘ll'“"ll""l'IIllll'll

S

rxvio.com

[ R  Backend “ " Database |
' | (React.js) | HTTP/HTTPS |(Node.js + Express) | "ON3o0se 5 (MongoDB)
| —>
' €« €«
f = = —  (Models
| » Send requests (AFL) e Handle routes Models) e Store dafa
| » Receive responses e Business logic o Flexible schema |
1: o Handle UL state e Authentication . H'uah Perﬁ:nrrrr,ume |
1 e \alidation e Scalable
: » Database operations

(8) Exple R S (s

\ // routes/userRoutes. js
| const express = require('express’);
| const router = express.Router(});
const { registerUser, loginUser }
require(’../controllers/userController');
const { protect } = require(’../middlewares/auth’);

| router.post('/register', registerUser);
router.post('/legin', loginUser);
router.get('/profile’, protect, getProfile);

API Architecture

Design, build and understand a complete MERN backend architecture step by step |

! Karyvio
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Plan
Build
Secure
Scale
Your MERN APis !

mern-api/
. backend/ Keep your
L sre/ project modular
l— config/ and ﬂrgunazed
— controllers/ for better
— models/ maintainability !
— routes/ T
— middlewares/ i
— utils/
. .env
— server.js
e Pﬂ.C E.Jsﬂﬂ
-2 ﬁmfemifkﬂg
e sric/
B ::l::mpn}nentsr’
e 5
== gr?:cesf (APT calls)
— package. json

@ Mnngmse Modzl (Use.r)

/7 models/User.js

| const mongoose = require(’ewngoose');

. const userSchema = new mongoose. Schema({

name: String,
email: { type: String, unigue: true },
password: String,
role: { type: String, enum: ['user', admin'],
defoult; "user” }; |
createdAt: { type: Date, default: Date.now }
I}

. module.exports = mongoose.model( ' User ',

module.exports = router;

® Authentication Mtdx:[[ewarﬁ

// middl ewares/auth. i js
const jwt = requlrelf jsomaketiben' );

const protect = (req, res, next) => {
const token = req.haaders.authorization
?.split(" ")[1];

if (!token) return res.status{421).json({

userSchema);

Environment Variables (.env)

PORT=5600

MONGO_URT=mongodb: //localhost : 27017 /mern. |
| JWT_SECRET=your_jwi_secret_key |

NODE_ENV=development

Never commit your .env file to GitHub.

Seau'eTwrﬁFIs Grm'r’mu'ﬂumer‘

message: “No token provided” }); Use different vales for development
(password, 18); . try { and prndm:tmn
const user = await User.create({ const decoded = jwt.verify(token, '
name, email, password: hashedPassword process.env. JWT_SECRET};
; req.user = decoded; API Response Format
res:status(261). ann[{ message: 'User next():
registered successfully', user }] } catch (error) { 1
} catch lflarrm'}I { res. status(401). json({ message: "Invalid "success": true,
i status(528). json({ message: error.message }); | token” }); "message”: "Data fetched successfully”,
) }: "data’: {... }
module.exports = { protect }; _ } —
curit t Pr . akea
. ecurity & Best Practices - @ Deployment Overview @ Key lokeaways
& s HTTES in Prm“,:tm ® Understand the complete flow
@ \blidate input data (express-validator / Joi). Frontend Backend Database (Client — Server — Database).
& Hash passwords (berypt). {Rmcﬂ — {Nmtg,jsfr E):Press] e {HﬂﬂgﬂDBj ® Keep your ‘:_':'dﬂ_ modular. ol
@ Use TWT with proper expiry. L/ Netlif Render / Raibwt Mo Atle e Use authentication and authorization.
& Implement role-based authorization (RBAC). | ’ J 3 FEHTH security best pr:r.cht,:s;.
| @ Set CORS, Helmet, rate limiting, | . . . . ; ® Deploy and monitor your APLs.
; | Use environment variables and production configs o Build scalable, production-ready
| g E““dlﬂd;:f‘; F'FGPE:E@&& - for secure deployment. MERN u.pplamtmns '
2D ndencies : |

| LEARN | BUILD | GROW | GET HIRED
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Connecting m\vlﬂ’l '

Connect your React frontend with Ex ress backend and
butld a Fuf, |-stack MERN {}EELcatmn

" React runs in the browser (frontend) and
Express runs on a server (backend).
The communicate using HT TP requests
{e GET POST) and usually exchange

data in JSON format.

Frontend (React) & HTTP (JSON) =3 EﬂCkﬂTd{EIFTE'SS}

Different ports during development.

@ Create a Simple API (Express)

/[ routes/user.js
const express = require('express');

| const router = e:-:press.Ra}uter{];

router.get('/api/users’, (req, res) = {
res. json( [
{ id: 1, name: 'Sovit' },
{ id: 2, name: 'Smruti' }
1);
38

module.exports = router;

(7) Project Structure

mern-

e ﬁ}k"enﬂ/ Kee frontend
b— node_modules/ backend
b routes/ in sepamfe
—  server.js folders for
— package. json better

— frontend,/ {Jrﬂanizﬂtﬁﬂﬂ.
b— node_modules/ ("
— src/ "/
- Publl:_cf -
— age. json
. ﬁ: cgnf‘gg js

9 Run the Application

i} Karyvio
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e ——— - S T e S o T o ——

@ AI’CI’!LtEEtI.LI‘E Dmr um @ SEtU.P CORS ln EIPT‘EES

Since React and Express run on
\ i i different ports we neecl to enable

| React | HTTP Request | Express
Frondnd | (s / Pec) | Backend | 2O fros-Orign Resowce Sring)
|
|
|
|

(Port 5173) > | (Port 5000) | /[ server.js

| const express = reqmre{ express');

const cors = require('cors’);

€ i
@ JSON Rggp@mg ex | const app = express();

. = ., o

app.use(cors({
L y _ origin: ‘http://localhost:5173',
credentials: true

Different ports (same machine during development) | D

| app.use(express. json(});

C .lfllt. 0w FEC[I.JFEtS -Frl:lr""l. ICFDHT Renct EFF'I

Use the APLin React () Using Asios (Optional)

You can use fetch (built-in) or axios

to call Your E:-:press APL import axios from 'axios':
import { useEffect, useState } from 'react’;

Using. Fetch, || Fickion Appl) £

import { useEffect, useState } from ‘react’; const. [users, setUsers] = useState([]);

function App() { useEffect(() = {

const [users, setUsers| = useState(][]); axios.get("http://localhost: 5008/ api/users’) |
then{res = setUsers(res. dﬂ;ﬂg}

useEffect(() = { .catch(err => console.error(err));

fetch( " http://localhost: 5008/ api/users') b (1)
.then(res => res.json())

then(data = setlUsers(data)) return (
.catch(err => console.error(err)); <div>
Bl ¢h>Users¢/hl>
return ( {u? .
<div> users.map(user => { |
<h1dUsers</hl> ¢li keg={user. id}>{user.name} /1>
b 1)}
{users.map(user => ( ’5{"'1.1[}
<li kf',g ={user.id}>{user.name}</1i> \ </div>
}) } ;
{,f’Lll.} }}
</div> export default App;

b
b
export default App;

@ Tt $he Connochion . Cornn e & P

Start Backend | Start Frontend @ Start both servers. CORS error = Enable cors() in Express
cd h?ﬁkﬂnd cd frontend & OUpen your React app in browser. ﬂ' Network error —» Check if backend server is running.
rpgyinshal. 8 e © Check if data is Fokched from Express APL | @ Whong port — Verify APL URL.
_ . ‘i_ 1 F”P : @ Use browser Devlools = Network tab © Emply data — Fheck APT route and response
ETI:I:EERJ{EME m-% hﬁntﬂﬂnﬁﬁci'ﬁlﬂ to debug requests © Mixed content (HTTPS) — Use correct protocol
s e ko . @ Handle errors properly. © Use env file for APL URL in production.
Best Prm:tl,ces ALt @ Kot Totin H i
U@ Use envirsiment uﬁrmbles for APL URLs. i F I"ﬂl‘ltﬂlld
@ Keep AP calls in a separate service file (e.g. apijs) i © Environment Variables (.env) to Bac,kgnd,,
@ Haondle ,uu.:lmq and error states in UL I : gr“ihe?:&mé;ﬂ {MTI%E : ﬂﬂd. tog
- - Protec utes in React ether
O Us ax:u?_nf:tﬂrcepturs for auth tokens (advanced) | o Stuie Mot (ord ot Rod) build . o
ﬁ Follow RESTful API standards. | 4 ity MERN Stack tl'lelj amazing HUHE
Use HTTFS in production. B © Reu[ roject: Full-Stack APF‘ | \I_!..r
Kar io.com ot AP, B Fsrs, e Ot |, |
| LEARN | BUILD | GROW | GET HIRED
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Secure

Authenticate
Authorize
Build Real Projects

with MER

Overview (@) Authenication Flow ) hstal Reqid Pckes

Authentication Intejmtlon

Integrate authentication in your MERN stack application (Frontend + Backend)

le E:uitd a c?rnpleta authentication ﬂ?w | = i [ P Y + Backend (Express)
in MERN (MongoDB, Express, React, Node.js). React | (HTTP ke? )

Express

& ma plement user "Eﬂlﬁtﬂlﬁf‘ﬂ chSLr* Frontend —> | Backend

L:chnu’f and protectea routes. € d
o Use JWT (JSON Web Token) for @ IWT Token "?@ ¢

| . e (JSON Responze)

authentication. L J t i ™
User submits credentials LEEﬂtstt“f L Clﬂl.m
Backend validates and creates/verifies user
JWT token is generated and sent to frontend £ npm install axios react-router-dom
Frontend stores token {i'.:r:c:iSEﬂruEe / cookies)
Token is sent in headers for protected routes
Backend verifies token and gives access Lo resources

berypt

e Store Fuﬁswurds SE!CLIFE:!.H using J:I-CI"HPt_

I - " |
® ?*Tarmge user sessions on frontend

(using context / Redux / state). T i o
? npm install jwi-decode

O oh B L0 P

User Model (MongoDB) Register Route (Express) Loain Roate (Exorese)
/models/User:. js @Mﬂg; /auth.js f@ties;’mtﬁ]g _Roule \Cxpress)

const mongoose = require( 'mongoose”); const express = require(’ = /3
C0 = express. F Dute rI

| _i = .-—nIHrn
Jw | = require

o T ey by
o e e e
MAGILELE B X H] ]

P[E't&ﬂt"«d Route Middleware Usin g_Pmtected API @ Frontend: J_qﬂ‘m with Axios

/routes/ user. js

/ ::rt:,f"ﬂj::ni,r‘r aufn.Js

@ Environment Variables | @ Best Practices @ Next Topics

a Create a .env file in backend:
' @ ke strong passwerds & hash vith benpt
ﬁ MONGD_ LR =g margedt:_comnection_string TR L I

AR AR RRRRRRRRRRRRRRRRRRRRRRRREBRRRRARD

r N T i I o
B % et | @ kefresh loken Implementation
R Stare W L BRCpUnd - cooges | more. serune
ﬁ IWT_SECRE T=your _secret ke ﬁ ! - ool }: 4,
J: te Ef F ¢ t:El:! E te "r?'?. JWI_SECRE Tayour_secret key .. ) Aol & Logout FLL"'IE..-I.I.'.!"!IIIJ..t-J
rontend: rolec ou eact) —— & Set proper token expiration. : : T
& FORT-5000 i : s ® Role-Based Access Control (RBAC)
import [ Maviaate } from 'r - FeiLer —dom i i Validate user mput len. evprezs-valigntor ) pimie . fi el :
|'EFH:I q e } : |_-I ! a adl 1 - | ] . ':I.ﬂ.ul:l_ L'Jt‘;ﬁ]ﬁ, LH.E.HI-ID.: J_-\-'\I‘-Egmtl-"rf-
mq}e:ur't ,-..T.r,em.ze- from ' jwt-decode”: ﬁ | ki Hee $or seeret
J Jse environment variables Tor secrets. | @ Prceord Reset (Email)
const ProtectedRoute [1 cH"Jan ) =3 { s s assword Resel | Cmail;
const token = localStorage. getlteal token'); @ Implement refresh tokens (optional) ® FEmail Verification
if (ltoken) return f-«:ﬂngute bor /login® J53; Brctact r T e
e 4 LR o1 DL, rp x f
try ( B gle W L e @ Protect sensitive routes on both frontend ® Two-Foctor Authentication (2FA)
‘.m:Je:*l’*- -‘akenl' £ check it token is valid d backerd
ey T HET 1 § -
return children; CRINCE SRICNETS ] :'-Epim MERMN Auth Sustem
L cpteh (areoe) | T . : 2
walShorac ge. r'ewexﬁn:- rm., "token'); ﬁ SN ETTOrs: properuy
reburn <No igate Lo/ login® /3;
Exp::nlf‘ default ProtectedRoute: e e —

Ka_ryv[ocgm | WMMT@MHUPW&”W'Q_' LEARN | BUILD | GROW | GET HIRED
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1
s —File U i Karyvio
s | fap\rite Vpo s| & Images o
. Handle file upload 3 théﬁgsds
ploads, store images and manage medi Store
eala. ;
8 @ Why File Uploads ? in MERN " applications i
' " @) Ulond e
- juﬂw users to upload images, pload Flow (Overview) @ Instal ¥
- - Ezﬂuments and other files. . = , Install Required Packaages
mmon in profiles, blogs Client T r  Backend (Express) ¥
. e-commerce, resumes, etc , (React) | rormData | (E storage & v
o Need proper vai[datfﬂ lt (HTTP Request) xpress) | Save File | (Local / Cloud) $ npm install multer 1
| and securi i R Fi > $ npm install cloud
- curity. =T | $ Sk
. | @ C-G.I'l. 5t5'|"E'- FI.EEE. I.GE.ELH : [ = ( C) I’LFH‘H Ll'lStﬂu dﬂtgm,r
(Cloudi y or in cloud - -
udinary, AWS S3, etc.) i UL Do)~ 9 _Frmﬁend (React)
@ Confi Sl s !
| Lonrigure Multer (Local Storaqe) @ i - ID P o
: I/ hfckendjmn;ig il i & _ Upload Route (Exmg,) blod 1.0
const multer = reqﬂirgf'm" // backend/ up loudi
ulter'): rﬂl:l'tESf load. i J o (Clﬂl.ld Stﬂf'ﬂﬂﬁ
const path = T‘Equire['mth'; ) const express = - JS /I backend/confi - 3 U)
press rEthLFE ‘o ":'D"Flgﬂii_ﬂud[m]r :
. const st const upload = 1‘ xpr'?c’c":' const cloudi g.J2
it co e lter.diskSt cons . require(’. . /config/mult oyl require(’ cloudir
- e 1o (r‘eq Jmas b)nmgeé:{ t router = express.Router(); er'); require( 'dotenv').config(); udinary' ).vZ;
Ch(“ﬂ[[, ¥ LCII:]: g ). : = route y cloudinar {:
b e Skide uPl;aSDirEg{eF Sy “[“?“d~gﬁ;$il%$‘£cess.eﬂu CLOUDINARY.C
-5 o ) i if (Ireq.file) il wlanh i s tPrGEESS'E””-ELt*UDFHART P
. - & = :
th. sxtnnmeﬁ‘ [DﬂtE now() + return res.status(400). json{{ Ok cret: process.env. CLOUDINARY_SECRET
ch(null, umquehﬂ;eg originalname); } message: 'No file y L:] d;{ 1: ol ot
} &l ule.exports = cloudinary;
D: /! ]
) , backend,
const fil = , end/route ;I,r :
const upload = res.st ;Ebrl /uploads/${req.file. filename}’; const router = Wupond i
pload = multer({ atus( ] ann(:{ 550 const upl require( ‘express’).Router();
storage, meseane”. “File uoloaded 5 uj:u oad = reqmre( Feont: 2 |1Er'j’
limits: { fileSi fileUr plondedt sl | [T i, fenfiatke );
" ileSize: 5 + 1024 « 1024 ) ), Y e Bkl La .d.-::unugftlaud!n::.:y':l'.
3 async (re pld, plood.iighel;tmang )
b i, Tes) = s
. | m{iulﬂ_ﬂxpﬂrts = upl.ﬂﬂ.&j const FIE‘Slet _} ﬂ'l"::ll.t EI:-{H.EU.LFI.E lmde
. _ _mmu[E'EKPDﬁS = router, rE;E File: path, { folder: EI‘LFMU }E}- il
® Frontend: Upl St i wl })
’ - | Pﬂﬂ.d Im-{l.ﬂe (React) module.exports = router;
j SiCy cﬂmpﬂnEntS;‘UPiﬂﬂd]m o i @ Stu _ : .
: , : - re -
' Epﬂri 1 L}seStute } from ?i[_'t'lsx : FIIE Iﬂ&: n Mﬂﬂq&DB
port axios from ‘axios'; | [/ models/File. js : @ Validation
function U?lﬂaﬂmu const mongoose = =2 & Sﬂﬂ.ll"[f
E{:I { 9 S8 requ TR e LI
const [file, SetFL ¢ W useStatelnl . quire( ' mongoose’ ); @ Check file type (only i i
’ const [url, setUrl] = uﬂm(%{tu L); ﬂm;tl fileSchema = new mongoose. Schema({ PDF, etc.). y images,
'C{JI'LS{'. h i 2, | LLENAME . Stringl ﬁ E’Et Fi,I_E SEIE l' }
» - Sttt s P © U wie flm
rmiata. = r‘tﬂi-.r FormData() uploadedBy: { t B e
'F{er[}ﬂtﬂ_&]jpeﬂdk llTll.-LHe r ?ﬂ_ﬁ} |: - gg‘? "':jnjﬂﬂ'iﬂ f;-.,_hgm [jE}ES ijﬁ-ﬂtld G Validate on bﬂtl"t Ff'ﬂntend'
- m?ﬁt;r?S = gwait Mim,p:}st{ createdAt: { tupe: Date, r.H; ‘ and backend.
i/ caltst 00 o', frbet L o Dtesor ) || G pe g I o
’ }, : L.[‘.In,.l:rut-THI:E1: lm“[ﬁpﬂrtﬂ:i:rﬁ--irﬁa' } } i 'T’ﬂd.u’_E‘_E}{PﬂrtE = mongoose el Fil Bl E;‘T;:E&:‘riei access te
: : ('File', fileSchema): ive Tiles.
- }; EEtUFL[rEE-dﬂtIJ_Fi!g“ri}; s ﬁ Sanitize file names.
A > Ak Next T
i © Use coud . - ext _lopics
{l?'l"‘l.{t 'El.ul = 1-1[ " { ‘*DI’[:IH-E n:lmdlmﬂ:lf'w' EkT' f ilik 1 :
- ol DP:HLL{;: e{h ;:j;ﬁc (e) = setFile(e.tarqet files[0])} /> & Optimize images (resize/compress). for scalability, ® [mage Optimization
furl 46 pload)> Upload</button> @& Store only file URL ® Multiple File Upload
u {lr'l‘l.:r sre= .!'ur-u alt="l 'ﬂ' 4 in database. s [ r {Jﬁ 5
- :I‘{x'rtfw} ploaded” widthe"200" 5} | | g E:‘E environment variables for keys . Prjg ; F‘;P FPIM& I
. 2 strict file tupes and si; ] ress bar Uplmdj
| ixpﬂrt i @ Add uuﬁhentic:ﬂcﬂ ﬂlzranl;uf - doi : [Sjiﬁte ‘JrF_UP‘:fﬂtﬁ Files
I ult Uploadimage; @ Delete unused files. ogged-in users) o mg e File Access (Signed URLs)
'ﬁ Us.e (DN for Fast 53 Integration
L e _ur aster dElluerH ® Handling Other F
- T 9 ile THFES
= P S, | (\PDF, Decs, gt,.;)

| vio.com Uﬁmdumwﬁ ree. liala iy |
. pportunities | \, LEARN | BUILD | GROW | GET HIRED



[Paga ~ 34J “ |(aryVlO

LEARN | BUILD | GROW | GET HIRED

Better Search
Better Users
Better Experience

Build Real Projects
with MERN

@ Why It Matters ? @ Blow Dveruiew (®) Query Parameters

| @ Helps users find relevant data quickly. ~  Query Params = —— B . iptio

Q Search, Fitter, Sort & Pagination

Implement PﬂwerFul data querying features in MERN appll.catmnS

@ Improves user experience. Fr-mtend (search, filter, srt, page) | Backend | | Database "
& Esﬂentw. | for real-world npmetmns (React) —> (Expresﬂ [i"hngoDB} search SEMhhH keum::r-:i tatie name, Et':]' |
'[EQ ogs e-COMMErEe, ‘JiDJJ pm’tals . ~a e ~ | filter | Filter by Flelds (category, brand, etc.) |
@ Reduces load by retrieving only ‘E‘ JSON Response ex . sort | Sort by field I:{r'we, createdAt, etc.) |
i s ) (el LI L [order [ aw or dew (et o)
] D:u'rfhme_s Search + Filter + Sort + Example Request URL: 34l page ' Page mumber (default: 1)
Pﬂgmﬂimﬂ for scalable APIs. f L_-"I roducts?search= wa’tchﬂmtegurﬂ=ele::trnnics3: = ' (def
surl: prtce&page-l&iuml:—lﬂ lu‘m.t Iiarns_ i e uult._lﬂ_}__ Y g

(4) Buded: Bl Qe (Expres) (B) Hoguse Model (Fxange) @ Frontend: Fetch vith Params

! routes/ prﬂdu::ts Js .

| const express = require('express'); /1 models/Product. js /] src/services/api.js
const router = express.Router(): | | const mongoose = require(‘mongoose'); | | import axios from 'axios’;
st Bt B manesy Rt ikt ), const pmdSuEISchem = new mongoose. Schema({ | export const getProducts = (params) => {
v = name: String, , Cp ™
rﬂ‘-ﬁ? ?Et{ /", async (req, res) = { description: String, return axios.qget('/api/products’, {
const { sear rh r:ategarg sort = r.-'e:ltEriﬂnt', price: Number, | }},Pﬂrm
order = ‘asc’, page = 1, limit = 10 } = req.query; mtegnr% Strmg, :
/[ Build filter ! brand Strmg, f:-’ I::-:umpie usage
const filter = {}; i : | getProducts({
if (search) { Y createdAt: { type: Date, default: Date.now } ge sr;ﬂru::]i 5 waLd‘
filter.$or = | A . _
i i - teqor I*“EtTD"lLEE.
{ name: { $regex: search, $options: "i'} }, ; ) e i :
{ description: ?irEHEx: search, $options: ‘' } } T"“d”imwrﬁ = mongoose. model{ Product’, productchena); AL e,
}“ ge 1, i
: - £: 10
if (category) filter.category = category; m
; éuEdHD i ot 23 ® Frontend: Dmp{ag Data
Lid so
const sortOrder = order === 'desc’ ? -1 : 1; I srﬂfc-nmPenEntsmeductLlst jsx . Pﬂ'&mhm UI (REﬂ.ﬁtl
const sortOptions = { [sort]: sortOrder }; import { useEffect, useState } from ‘react’, // Simple Pagination Component
/[ Pagination | import { getProducts } from ',../services/apl’; function Pagination({ page, total, limit,
const pageNum = parselnt(page); | function Productlist({ params }) { 0 ageﬁwn e }1“ {
const limitNum = parselnt(limit); | const [products, setProducts] = useState([]); const totalPages = Math.ceil(total / limit);
const skip = (pageNum - 1) * limitNum; const [loading, setloading] = useState(false); return |
L : T useEffect(() => { ¢div classMame="pagination”>
const products —lmumt Product. find(filter) et FE_'tghDutﬂ = async () = { . :
.sirtﬁsitft?ptlﬂns;ﬁ setLEudm {tru&}t ePridacE ) disabled=1{ {page === 1}
CSKLpL SKL CONSL Tes = Owdl ELETOALUCLS! aroms 0 =
.L’Lm?t{Lin]?Li‘tMum]; setProducts(res. duq fa.data); P }{:-ni:hck ((} = onPageChange(page - 1)}
setLoading( false);
const total = await Product.countDocuments(filter); | | }; « Prev
( i FftchDﬂ.tﬂ]S}; ¢/button>
res. json t, Lparams|); ;
success: true, if (loading) return <ploading...</p; <span> Page {page} of {totalPages} </span>
total, | b <button
Fage: pageNum, ol i : : disabled={page === totalPages}
imit: LimitNum, {products.map(p => onClick=(() = onPageChan e + 1
d.ﬁ.tﬂ.: Prﬂdur_'.ts [ P:d.]_"d" kEH {;F: |-:.d. EiﬂSEHﬂ.mE-'I'Hﬂl.d > > : {[;I QEC FELP }}
B} | <img src={p. Lmuge} alt={p.name} /> Mext —
} eatch (error) i ¢h3 name }</b>
 res, status(’ Ejgmi{ success: false, message: error.message }); | | - 5 ﬂ{ppﬂl.w#} b \ ¢/button>
J' | i ¥

s ¢/div> b
| export deFau.l.t ProductList; )

Best Practices Ca Takea
est_rractices mmon Use Cases Next Tﬂpu:s Keu way
ﬂ ® ®

]

[v]

]

&

]

L]

mudul.e exports = router;

Use indexes for search & filter fields. '
Sanitize and validate query parameters, E'lﬂﬂ posts search bH title/ categm'g ® Advanced Search (Full-text) “Good search and

e By e || @ E-conneme poat firing . Mot bgl;;;;iug;ﬁe} Fler make data usfl,

. Infinite Scroll and QDOd F“Hm“hm
User rru.'u'm{r:en'lEn’rT (search J:'l?’ name/email ). Seaich i Al (MongaDR) kes it scalable.”
et lyite, P pputl, oo Flastissearch Integpation "
Pagination for large datasets. .| ® Real-world Project Implementation = | -/

Use text indexes for full-text search, Job lLSbHQS search bH role/location.

Limit maximum page size (e.q., 108).
Return total count for Pﬂgim‘iinn.
Optimize queries for P-er?&:'mnn-::e.

ﬂﬂﬂﬂ
eooe

“"‘IIIIIIII'I““III"“‘lll'l'"ll

e = — o= = = =l =l e - s —

| Kagyvia.com Find Data Faster, Build Better ﬁoduc*ss ! | LEARN | BUILD | GROW | GET HIRED
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@ Wha is Real-Time ?

{Pa‘g_e “ 35]

Real-Time - Apps

Build real-time Features in MERN using WebSockets (Socket.IO)

® Real-time apps allow instant

@ How Real-Time Works ?

.

communication between clients [ Clierd 1 WebSocket i
and server. (Socket.10) Server
# Usad in chat apps, notitications, (React) ¢ 5 [:&FE“M‘H
live updﬂtas o ubnmhm '-llmls
online gaming, etc. i —> S
Bidirectional
® [n MERN, we use Socket.IO I S i P i

{Webﬁnckets} to achieve real-time

communication.

® WebSockets keep a persistent

connection between client and server

(unlike HTTP).

/[ server. js

@ Best Practices

BG 99

Karyvio.com

const express =
const http = require('http’ );
const cors = require( 'cors');
const { Server } = require('socket.io');

r‘Eqqu“P[: express’);

const app = express();
app.use(cors({ origin: 'http://localhost:5173",
credentials: true });

const server = http.createServer(app);
const io = new Server(server, {

cors: { origin: ‘http://locathost:5173",
. methods: ['GET', "POST'] }

la

io.on( 'connection', (socket) = {
console. log( 'User connected: ", socket.id);
socket.on('sendMessage’, (data) => {
i0.emit( 'receiveMessage', data); // broadaost

1)

socket.on( 'disconmect’, () =» {

console. log("User disconnected: ", socket. id);
H;
b
server.listen(5000, () => console.log( 'Server
running on port GJE*B )

@ Usze authentication W{ih Socket 10

(for private rooms).

@ \alidate and sanitize all incoming data.
@ Use rooms for group communication.
@ Handle disconnects and reconnections.
Implement. rate limiting to prevent abuse.

Use a message queue (Redis) for scaling
(multiple server instances).

Store chat history in MongoDB (if needed).
Handle errors gracefully.

r (Ll ik serer \Eor semd andireceive. dain |
| instantly in both directions.

Il Srﬁ.{su-l:ket S
import { io } from 'socket.io-client';

to( "http://localhost:5000" );
export default socket;

const socket =

// Tn a React component
import { useEffect, useState } from react’;
import socket from './socket’;

function ChatApp() {
const [me,ssage setMessage] = useState('");
const [messages, setMessages] = useState([]);

useEffect(() = {
socket.on( ' receiveMessage ',

setMessages( (prev) = jiE
s
return () => socket.off('receiveMessage');

b L)

.prev, data] )3

const sendMessage = () => {
socket . emit( 'sendMessage ', {
text: message,
user: 'Sovit'
}):
| setMes.Sage( B
”f JSX for UL (input + button + message list)

@ Advanced Features

@ User joining/leaving rotifications

@ Tuyping indicators ("User is typing...")
@ Private messaging (1-to-1 chat)

@ File sharing (images, docs)

@ Read receipts (seen/unseen)

® Online user list

@ FPush notifications (browser/mobile)
@ Use Redis Adapter for scaling

@ Deploy with Docker / Cloud (Render, AWS, etc.)

Eealpm_]ects —*ReulSkLU.s—r R@WI 4

i Karyvio
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Real-Time

Real Users

Real Projects

with MElEH
T

@ Install Requ_i_re:i Pﬂckaﬂes
Backend (Express)

W, e - Rk L - 1

npm install socket.io cors
| # optional (for TS)
- npm install -D @types/socket.io |

Frontend (React)
npm install socket.io-client

Setup Sacket 10 Sewer Expmss @ Frontend: com to Socket.I0 @ Example: Smp{e Chat UI

Real-Time Chat {MERN)
© Sovit: Hey Everyone!
O Smruti: Hello &
@ Userl: This is real-time!
@ User2: MERN is awesome o

THEJE Q. message. ..

g ® il -Thia \lie G

@ Chat Applications

@ Live Notifications (e.q. new message)

® Live User Presence (onling/offline)

© Real-Time Collaboration (Docs, Whiteboard)
@ Live Updates (Orders, Tracking, Dashboard)
@ Online Games

@ Video / Vbice Chat (with WebRTC)

@ Live Stock / Crupto Price Updates

@ Real-time Comments/ Likes

& Admin Monitoring (Live logs, users, etc.)

Socket.I0 with Authentication (JWT)
Private Rooms / Group Chat
Real-Time Notifications Sustem \
Chat App with MongoDB (store messages
Sr:u[m with Redis %"idap{

Deploy Real-Time MERN App
WebRTC (Video / Vbice Chat)

@ Key Takeaway

|

—_— e — —_— = —r

* "Real-time features make your

application more interactive, 1
and us ET"“FT‘[EM[[H T ngegs

L
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@ th Testing Matters ?

 [3 Testing [MERN Appli

Write reliable code with proper testing - Frontend, Backend & Database

'_Fsgﬁ of "esting

©

@ Frontend Testing (React)

/] Example: Testing a component
| import { render, screen } from ‘Btesting-library/react’ .
| import UserCard from "./UserCard’;

' test( 'renders user name’, () = { |
render( <UserCard name="Sevit" />);
expect(screen.getByText( Souit™} ). toBeInTheDocument();

b;

_Key Points:
o Use React Testing Library (user-centric).
o Test UL behavior, not implementation details.
o Use firebvent / userEvent for interactions.
e Keep tests isolated and reusable.

/[ Example: E2E test

describe('User Login Flow', () =» {
it( "should lu.]ur* um:l redirect”, () = {
cy. wmt{ f ogin’ );

cy.get([d
E.H.get{ [data-testid- {h.&.zw'-r-"
cy. get( " button(type="submit’
cy.url ). should("include’,
1

1

. Key Points: |

o Test real user flows in browser.

o Use data-testid for stable selectors.

o Check UI, redirects, and session handling.

@ Best Practices

Write meaningful test cases I:m:rt Juat ».m-er‘ugejl
Keep tests simple and focused.

tta-testid="emaill"] ") J: 5I|JE|: -:e%?sst.n:r.-:n'}]:
1°)-type(°123456°); |

").click(); |
"/ dashboard™);

Use proper mocks and fixtures.
Maintain test data separately.
Run tests in CI/CD pipeline.
Track c::ﬂ.remge and fix gaps.

-pbbﬁpb

- —_——— — _— —_—_—— o — s — — —— ——

LDutubuse Testmg 1

BE:)

. @ Find ]JugS Em’lH and save time. Unit Testing _'Etc:rigéiﬁt:mcmnﬂ
@ CEnsure features work as expected. e )
I - .| = Test interaction between
- @ Build confidence before deployment. _L‘tegmt‘”“ 150 | bl (fomtind < bockenl)
‘@ Helps in refactoring and scaling. [ End-to- F:J(EEE}_ — Test complete user flow
- @ Improves code quality and stability. _____TFFt*f'ﬂ_ ] (real browser).
| | API Tﬁstmﬂ L — Test REST APIs {requestfrespm*&:fl_ |

- Tes.t data operations and
DB rules.

Backend

—aes e e e

Testing (Express

// Example: Testing an API route
| const request = require('supertest’);
const app = require(’../app’);
describe('GET /api/users’, () = {
it('should return users’, async () = {

const res = await request{opp).get( /api
expect(res.statusCode). toBe(2080);
expect(res.body). toHaveProperty( "users' );

b
H;

Key Points: |

o Use Supertest for API festing.

Mock database with Mongo Memory Server.
Test status codes, response body and errors.

e Keep routes modular for easier testing,

fusers’):

(7) End-to-End Testing (Cypress) Mocking & Stubbing

// Example: Mocking external APT

jest.mock( "oxios');
L e Rl L
const. axios = require('axios');

it( should fetch data', async () =» {
axios. get.mockResolvedValue( {

data: { user: { name: "Sovit' } }

b;

const data = await fetchUser():
expect{axios.get). ml—EweEeen[alledWith( YYa
expect{data.name) toBe( Sovit

ol fuser :Ij

Key Points:

o Mock external APIs (e.q., payment, email, etc.).
o Use jest.fn() or jest.mock().
. @ Keep tests fast and independent

@ Common Issues & Fixes

Tests fail due to async — use await / findBy".

MongoDB connection error - check URI & DB stotus.

Mock not working — check jest mock() path.
Flaky E2E fests — use waitFor / retry.
Coverage low —» add mere meaningful tests.
Build fails in CI — check environment variables.

L e

i e | LT

Tast Today — Ship Cunﬁdent Tmn-::rmw | s i

r_'xvio.com

cations

b

| afterAll{async () => {

' GitLab CI/GitHub Actions |
' @ Run tests on every push/ PR, :

i Karyvio

LEARN | BLILD | GROW | GET HIRED

@ Testing Tools Stack

Jest + React Testmg lerm'H |
(Frontend - React)

Jest + Supertest
(Backend - Express)

2
&

)
@
@

Jest + Mﬂnga Memory Server
(Database - Mc:ng-::nEJB)

Postmarn / Newman
(APT Testingj

| Cypress / Playwright
| (E2€ Testing)

fr————

@ Database Testing (MongoDB)

[/ Example: lUsing Mongo Memery Server
const { MongoMemaryServer | =
( nengacdb-memory-server );

const MONQOoSE = requtref: morgo o8e :|r

let mongoServer;
let wri;

beforeAll(async () => {
mnngnServer w gt MnnguMem&rHSEF'-'Er. create();

uri = mongoServer, getUri( );
await mongoose.connect(uri ) ;

awnit mongoose. disconnect( );
await mongoServer. stop();

figit 1]3; :
_Key Points: |

.+ ® Use in-memory DB for tests.

® Seed test data before running tests.
® Clean up data after tests.

(:’Eﬂ_gﬁmu

pa.ckage json ]
|
{ |
"seripts™: { !
oesy jestT
"test:watch®: "jest —-watch”,

“test:coverage”: "jest —-coverage”, !
"ele": "cypress run’

)
}..

' ® Generate coverage reports. |

|
| o Fail build if tests fail. i
. @ Integrate with deployment pipeline. !

"Good tests
don't just find bugs,
they build
better software.”

1"
J
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Deployment &

B i Environment Configuration

@ Deployment Options

You can deploy MERN apps on many
Pia.t'Far"ms. Choose based on your needs.

@ Frontend — Vercel, Netlify, Cloudflare Pages
| & Backend — Render, Raiiwmj, F|3.iu, AWS, Diﬂitaiﬂcmn
- ¥ Database — MongoDB Atlas (cloud)
@ File Storage — Cloudinary, AWS S3, or similar
. & Domain & SSL - Namechmpj Gﬂ[}addh-, Cloudflare
- @ CI/CD - GitHub Actions, Gitlab CI

@ DEPTGH Frontend (Vercel)

€@ Push your code to GitHub.

- @ Go to https://vercel.com and import your repo.
€ Set environment variables I::E-ﬂ. VITE _API_URL).
© Click Deploy.

@ Your app will be live at a .vercel.app domain

(or custom domain).

| Frontend Environment Variable (.env)

| VITE_API_URL=https://api.yourdomain.com

e s Fr - o v s el T Tl e M T T el i Bt s el - Il Wl B Bl

@ _PflnnﬂuDB Atlas Setup

€ Go to hitps://www.mongodb.com/atlas
€ Create a free cluster.

@ Buy a domain from Namecheap / GoDaddy.

@ Point your domain to Vercel (frontend) and
Render (backend).

& Erable HTTPS (automatic in most i:-laf{‘t}rms).

@ Use a custom domain for PmFessir:ma;l lock..

www. yourdomain.com —» Frontend (Vercel) |

2/

aji;:ﬁurdﬂmain.::um —» Backend {Rﬂﬂdﬁ"') |

Gy, Take your MERN app from local to the world
.‘__,_...--""" s P

© Whitelist your IP (or allow 0.0.0.0/0). MonaoDB

O Create o database user. At?as

© Get the connection string and use it in
MONGO_URT.

@ Domain & HTTPS , .

" # .github/workflows/deploy.yml
| name: Deploy Backend

Kar !VEO.COM | Build — ]ng!.jH_ — Scale -—r__GE-.;‘:-Hired. b l

_=‘""ﬂ5'Jfgﬂd_d___-_L=“

Environment Variables

Never hardcode sensitive information.

Use .env files for local dEUE[ﬂpmant and
set environment variables in the platform

dashboard for Frﬂ{iucfiﬂn.

g R N e THESRE i

" Backend (.env)

PORT=5806

MONGO_URI=mongodb+srv://user:pass@cluster.mongodb.net/db

|
|
|
| JWT_SECRET=your_secret_key
| CLOUDINARY_CLOUD_NAME=xxx
| CLOUDINARY_APT_KEY=xxx
| CLOUDINARY_APT_SECRET=xxx
L NODE_ENV=production

e e e e e e e e e e e e

@ Deploy Backend (Render)

[1] Push your code to GitHub.

LEARN | BUILD | GROW | GET HIRED

Never commit
env filez to

E/. GitHub!

________ —

|
|
I
|
|
|
|
|
|
|

-r-r-—-—--—ra—rr-—-—--——n—-'—'-)l

@ Go to hitps://render.com and create a new Web Service.
© Select your repo and set build command and start command.

© Add environment variables (same as .env).

© Deploy and get your backend URL.

e e
|

Render Settings (Example)

I Build Command : npm install

| Start Command : npm start

' Environment : Node.js

| Instance Type : Free (or Paid)

@ File Uploads (Cloudinary)

4

€@ Create an account at https: //cloudinary.com (Ifl-b

@ Get Cloud Name, APT Key and APT Secret.
€ Add them to your backend environment variables.

Cloudinary

O Use the SDK to uplood images in production.

________________________________ o

[ﬂ_impnrt { v2 as cloudinary } from 'cloudinary';

| cloudinary.config({

I cloud_name: process,env.CLOUDINARY CLOUD_NAME, i
: api_key: pracess.env.CLOUDINARY APT_KEY, |
| api_secret: process.env,CLOUDINARY_APT_SECRET, :

b

CI/CD with GitHub Actions (Optional)

@ Automatically deploy on every push.
® Example workflow for backend (Render dEPiﬂtfﬂTEﬂt}_ % mtﬂl

an:

push:
- branches: [ main ]
| Jjobs:
deploy:
runs-on: ubuntu-latest
steps:

- uses: actions/checkout@vd
- name: Deploy to Render

- run: curl -X POST ${{ secrets.RENDER_DEPLOY_HOOK }}

Drea’

/ Y
|
i 3:1&1
|
|

e
- &
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@ Why Production Architecture?

| @ Make the app available to real users.
. @ Ensure scalability, reliability and
, se,turitﬂ.

: @ Use cloud services for better

par*Fﬂrmmce

| @ Handle environment configurations

and domain setup.
- @ Monitor logs, errors and performance.
) PFEF?{IT'E for high traffic and Erﬂll.l‘th,

FDRT EB@P
MONGO_URI=mongodb+srv://. ..
JWT_SECRET=your_secret
CLOUDINARY _CLOUD_NAME =xxx
CLOUDINARY_APIL_KEY=10cx

| CLOUDINARY _APT_SECRET =xxx

\ NODE_ENV=production

Frontend (.env)
.. VITE_API_URL=https: //api.your rir:um-:l:n.wrr-.w-

VITE_APP_NAME= ‘:’-::uur*hpp
VITE_CLOUDINARY_CLOUD_NAME =xxx

2

Never expose sensitive k&gs
in frontend. Use environment
variables.

(@ WD vith Github Actions

# . githuk/workflows/deploy.yml
namg: Deploy Backend R
on:
push:
branches:
jobs:
deploy:
runs-on: ubuntu-latest
StEPS
-~ uses: actions/checkout@vé
- name: Install dependencies

run: npm instal

- name: Build and Deploy

run: npm run build

# Add deployment steps (Render, AWS, etc.)

Common Issues & Fixes

A CORS errors = Check allowed origins.

[ main]

A\ Build fails —» Check Node.js version and dependencies.

Production Architecture % M

| Deplﬂg and scale MERN applications for real-world use

@ ng_h Level Architecture

i Karyvio

| GET HIRED

= =3 | S ot [ | || ® React.js (Vite / CRA)
Client Nﬂ‘m: Backend Database 2 Uerceijf Netlify (Hosting)
(React) e (Reverse Prony)| | (Express) (MongoDB) | ' @ HTTPS + Custom Domain
< > Backend
@ node e Nodejs + Express
@ e PM?2 {Pr':-»:ess Management )
i e bk ———— || @ Nginx (Reverse Proxy)
User i e Docker [Dptlﬂnul}
(Browser) 11 3 SR ] Database
Fle Storage | [ CL/CD Moriaring | || @ MongolB s ACloud)
(WS aafuﬂudmgj (GitHub Actions) | | (PM2 / Sentry) i e i

g O

. J L

e futo backups

Other Services
® AWS 53 / Cloudinary (File Storage)

Deployment Steps

s s

€ Set up production database (MongoDB Atlas). |
@ Configure environment variables.

© Build frontend (npm run build).

€ Deploy frontend (Vercel / Netlify).

© Deploy backend (Render / Railway / AWS EC2).
QO Us Nginx as reverse proxy.

© St up custom domain (e.g. WWW.OUrapp.com).
9 Enable HTTPS (SSL Certificate — Let's Encr-ﬂpt:l.
9 {ﬂnfigure file storage (AWS 53 / Unudmmy:l.
@ Set up CI/CD (GitHub Actions).

@' ':c-nﬁgure monitoring {Senizy, UPti.n‘IERﬂhﬂtj_

Monitoring & Logs

Use PM2 to I(EEF the backend runming.
Monitor errors with Sentry.

Use UptimeRobot to check uptime.
View logs with PM2 logs.

Set alerts for downtime.

Monitor database
I:HDHHDDE- Atlas).

Track API response times.

Use analgtics {e.g. Plausible / Google
ﬁna[gticsj_

(A1) Nt Topics

Dockerize MERN applimﬁm

FrerFr:srrnunr:e

o GitHub Actions [CIHED
e Sentry (Error Tracki
e Uptlmeﬂubﬂt(Uphrnﬂ W&nd&rmﬁ

@ Nqinx _Confiquration (Reverse meg)

server {
listen 8@;

server_name yourdomain.com;

location / {
proxy_pass http://localhost;5173;
proxy_ p_versmn 1.1;
proxy_set_header Upgmd.e $htt}:n up rucle
proxy_set_header Connection “upgrade”;
proxy_set_header Host $host;

)

location /api
proxy_ puss http://localhost:500@; # Backend
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remete_addr;

}

it Frontend

| @' Test EuErHﬂﬁng (APls, frontend, uplﬂﬂds, uuth)_ }

@ Best Practices

Use environment variables
secrets).

Enable HTTPS ﬂEwﬂHs.
Use a CDN for static assets.

Dptimize images and files.

(never hardcode -.

Imptement rate {imiﬁng.

Use proper error hun{ili.ng and [-::Hﬂmﬂj
Keep dependencies updated.

Take regular database backups.

Use monitoring and alerts.

Test production build before going live.

‘A well-deployed

Deploy with Docker Compose

&
%
A Database comnection fails — Verifyy IP whitetlist (MongeDB Atlas). | ' @ Kubernetes for MERN MERN app is not just code
| 4k 502 Bad Gateway — Check backend process (PM2 [:Jgsj ® Serverless MERN (AWS Lambda) - ite a Pr‘DdI.i.l:t rgg_dg
A File upload issues ~ Verify Cloudinary/AWS credentials. ® Scaling strategies (Load Balancer) £ the world ™
5

1
S

A Enironment variables o loading - Check v ond redepoy. | @ A, moitoring (Promethes + Grafra)

| Karzvio.com
|
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Complete [MERN] Project

- Build a Real-World Full Stack Application from Scratch
@ Project Idea @ .T@ uack | @ Project Architecture

Let's build_ a r"m{—mf'ld_ [_:rrqje;t: Feontend J React (Vite)
| - 3 ) ' HitE = e
- Task Management App Backend | €X  Expressjs Client | (471 Reqests)| Backend | | Database
N i .: * React) || (Express) | | (MongoDB)
. | @ User Authentication Dikibass Q MongoDB
O Creste / Read / Uplate / Dilete Tosks (- yep @3 «—— | €EX .
- @ Categories & Due Dates __AuEh_ | } { kb ok | e | JWT Auth .
' @ Search, Filter & Pagination File Upload ] d:‘) Cloudinary / Multer I
; |_ - 1 i % = 1
@ I Uhioad opiions Red-Tine (£ Socket. 10 (optional) File Upload Real-Time
@ Real-Time Updates (capti.ﬂnal) - - | (Cloudinary) (Socket.IO)
@ Deploy to production | Deployment ] A Vercel (Frontend) @
©) Rener / Ry (Bockerd) | |7 | | :
. ] @ Project Folder Structure @ Backend: Sample Route (Express) @ Frontend: Sample Component
task-manager/ . /] routes/tasks.js | | [{ src/components/TaskList. jsx
- client/ # React frontend | | const express = require( express'); import { useEffect, useState } from 'react';
F-- sref const router = express.Router(); import api from .. /services/api’;
-~ components/ || const { protect } = require(’../middleware/auth'); = | o . TaskList() {
-~ pages/ const Task = reguire(’../models/Task'); Goiek [Haske selTaske] = useBtata([]):
: services/ |- | o eedigli Fﬂ%kf’ RERE s |
& muter-teﬂttﬂ kf  PItect, age jr‘fq- res) =>. { i const fetchTasks = asyne () =5 {
5 = awai Find{ - : .' 4 . : BT
f— server/ # Express backend ﬁr,lsgrt??[ cHeatadit; —{is}};m s St zzﬁigiir;f;;;pr'EEtﬂ e ),
- sre/ | res. json( tasks); b J
= QU ukIEra( I fetchTasks();
- routes/ . i)
- models/ ' // Create a task i
e niddlewarel router.post('/', protect, async (reg, res) = { return (
L8 const { title, description, dueDate } = req.body; <divs
canst task = new Task({ <h2 className="text-xl font-bold mb-4">
- env title, My Tasks
e package_jggn ! dESEri.Pt[DH, </hd»
-~ README.md dueDate, : cl>
. _ _ , user: req.user.id {tasks. map(task => (
1) S 0 <Li key={task..id} className="p-2 border
await task.save(); .
® K@H FEﬂ.tUrEE tﬂ IlTI.PI,Eﬂ'lEﬂt | res.status(201) . json(task); {}ﬁi—gk-tlﬂﬂ}
@ User Registration & Login (JWT) b 1N}
@ Create, Edit, Delete Tasks " module.exports = router; </ ul>
@ Mark task as complete }r{’fdw}

@ Add cateqories & due dates
@ Search, filler and pagination

}
@ SUEEM (Examplﬁ UI) export default Tasklist;
@ Upload images / attachments _ ;

ey . o
@ Responsive UI (Tailwind CSS) Next Iﬂlpr_ﬂ‘u’ﬂﬂﬂﬂts

@ Deploy frontend & backend Task Manager ® User profile & settings
O Add el:f'rnr handling & validations L My Tasks ® Email notifications
| ® Drag & drop task sorting
(7 Lodrm MERN Completed ® Team collaboration (multi-user)
Deployment - ® Mobile app (React Native)
o Steps | T AddTosk (] Build Portholic  (DinBae ® Advanced analytics & charts
@ Push code to GitHub. B Categories P ® Payment mteamﬂnn (for premium)
@ Deploy backend on Render / Railway. . ) SRR Key Takeaway
@ Deploy frontend on Vercel. a Profile () Deploy Project i
@ Set environment variables. A complete MERN proj
@ Use MongoDB Atlas (cloud database). i tﬂtgches Jf:Lj-::u.l rgﬂl.i—wurlLd_
L - - velopment, problem-solvin
@ gty st fongl liplonay) anﬁ dep[ujfment skills. ?

@ Test everything in production.

AR R RRARRRRRRRRERREA R

Build. Learn. Improve. #f

o
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P @0- In‘l'zrwew+ (rodt Sheet £ B ijomdie

Quick revision notes, important interview questions and handy code snippets
for MERN Stack (MongoDB, Express.s, React, Node,js)

@ General MERN Questions @ MongoDB_Questions - @ Express. js Qu_egtm

Prep::u“e
Practice
Perform

Get. Hired

i

@ What is MERN Stack? @ What is MongoDB? @ What is Express.js? eX
@ Why choose MERN over other stacks? @ Explain collections and documents. @ How do you create a route? |
© We a1 e jomtap- o © What are indexes? MongoDB == @ What is middleware?
@ Explan theﬂﬁﬂw from frontend 0 Bl ongiglion Tranesgric © Exlain eror b s Bres
R @ How to perform CRUD operations? @ How do you validate request data?
@ How do JWT and cookies work? @ What is the difference between @ What is the purpose of next()?
@ How do you handle environment find() and findOne()? ® How d bk lar
variables? (v ch do you model relatmrﬁths ETre: g E ”f UI?E SR
& How do you depl@H a MERN app? (one-to-one, one-to- mﬂﬂﬁ} it i

(4) Nodejs Queion @ (5) Reujs Questions (6) Mthentcation & Secrity )

_——— — s — — — e ot i e e

: © What is Node js? " @ What is React? @ How does JWT authentication work?
- @ Explain the event loop. @ What are components (functional vs class)? (/] T‘;*lgg implement. login/signup
; : : 5 i !
@ What are streams - o WIWI:ILS the virkual DOM; & How do you protect routes (frontend & backend)?

. @ What is the difference between | @ Explain useState and useEffect. - A
g s T4 g @ What is password hashing (berypt)?

process.nextTick( ) and setImmediate( )? @ What is lifting state up? .

- S e E 7 @ How do you handle refresh tokens?

@ How do you handle uncaught exceptions? @ are props and how do they work @ What are common security best practices?
@ What is ¢ lustering in Nodejs? @ What is the difference between e & How do you prevent XSS and CSRF?

@ How o you optimize verformarce controlled and uncontrolled components’ © How do you manage user roles and

in Node.js apps? @ Howdo you optimize React performance? permissions?
: ® Common Codm Questions . System Design / Architecture o @ DevOps & Deployment C)

@ Reverse a string @ Design a MERN application arcmter:tur‘e. @ How do you deploy frontend (Vercel/Netlify)?

. @ Check if a number is prime @ How will you scale a MERN app? @ How do you deploy backend (Renderfﬁnilwwﬂ]?

@ Find the largest element in an array (] How dohaﬁ.}? handle real-time features @ How do you set environment variables?

P @ Remove duplicates from an array PN HE'H'E ' Bl ekt @ How do you use Docker for MERN?
. © Merge two sorted arrays DE T IO : How do you manage database in production?
- @ Implement debounce function O How :m Hmhunplem; ntl :jn.cr;n% (Redis)? g How do 31‘ mmit?:r logs and erzrs?
@ Write a function for deep clone D "of wpptiedg g hodes @ What is the role of Nainx in deployment?
© Eiokiin map(), filter(), reduce() with examl @ Design a notification system, s S
maps, J; Titer| J, Wi, exampes @ Explain CI/CD for a MERN agp. & Howdo you set up CI/CD with GitHub Actions?
.Usa’fulCodeSmpFel's <[> @mew (12) Qick Chat Shet
import { useState, useEffect } from "react'; [ = ; e
Express Route. Task ' Command / Code
B | ot e - reiee et i a0l et Crecte Reack App | rgm creatie vitablatest
const router = express-l?uuter{); GSREFFRc L) =5 1 Install Express npm install express
. r{:uuter,lget{'f;t;ri.:'hﬂ;’m'l,l '[II'TEq, [es;l = { feu:t}%:*'}l-:__}ij _.1} o Install Mongoose | npm install mongoose
e gon{ ssae: e e ) e & o ) i |
. i B L1 Run Frontend npm run dev
- : . : ; return <div>Data: {data length}e/divs; Connect ngﬂ[}g HIﬂ.I'lgDDEE-CDFlI‘lECt{uri}

! Mmﬂmﬂ’- Hﬂd&l _ , _ : Hash Password berypt. hash(password, 18)
const mongoose = require( mongoose’); (JWT Verification (E’Fess) s Generate JWT jwt.sign(payload, secret)
const UserSchema = new mongoose. Schemal { Congt. jwt= require! jsomscbloken); ' Vertfy JWT jwt.verify( token, secret)

name: String function ayth{.-'aq, res, next) [ - . : : !
e "S-trin-:g const token = req.headers.authortization; Deploy Frontend Vercel / Netlify
p-aﬂswclr{’sl: Stri;lg trgaist decoded = jwt.verifyl token, process.env. IWT_SECRET); | | DEPEEH Backend Render / Eﬂih‘"ﬂﬂ
' 5 VEguusarss decoded; | Database (Prod) MongoDB Atlas
- module.exports = mongoose.model( 'User', UserSchema); } Er::;_? j{'err} { . Dk ' B '"_" :
res.status(461). ison({ message: 'Invalid token' }); Practice
; }} turns knowledge

| : - —rEuLLdee-:is Cmrk[nfzmgws G Hired
j lo.com | * &H__-_ ! | LEARN | BULLD | GROW 1 GET HIRED




