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Small
Steps Evergday

Make You a
Better Developer!

| Express.if_ S Complete Notes

Beginner to Advanced

A fast, minimalist and flexible web framework for Node.js

= @ What is EXPI‘BSS.JS ? . Example : A Simple Express Server i
Ans > ¢ Express.js is a fast, minimalist and [iaorek 'Exprm = require("express’); !
~- e flexible web framework for Node.js. ' | const app = express();
o [t simplifies the process of building | | const port = 3000;
— web applications and APIs. i

o It provides a set of powerful features 1 app-get("/", (req, res) => { I

for routing, middleware, handling requests : res.send(‘Hello from Express.js!");

and responses. | 1 '
o It is minimal, which means it doesn’t force !} app.listen(port, () =>{ ‘ !
a specific project structure, giving you console.log( " Server running at http://localhost: ${port} ): i
full ﬂe:-tibifi‘i:g. th; o =
o Express.js is one of the most popular e e e g

Open in browser
http: //localhost: 3000 |

o SCRyEr:Js , ) You will see:
Bl Server running at http://localhost: 3000 Hollg! Fen ExpTESS.jS{.

frameworks in the Node,js ﬁcﬂsgsffzm.

Why Express.js ? e e e o

Key Features :  Popular Extensions :

' |

- Ans > ° Makes web development with Node.js easier. v | i hivieight l: ' o express.Router() i
L . Elmﬂ;mpla fmhd eazg to l.ea.{m't ; | o Routing system | 1 o express.json() |
= st ?we:g o Sl e e | » Middleware support | | o express.urlencoded() |
L » Provides Power‘fd routing and middleware support. | o Flexible and unopinionated i ke cookie - parser :
- £ digo comniliitand Elcﬂsgstem. ; e Easy integration with databases | | ® cors ;
e Flexible - you can use it for small projects or 1 Barije fecasyham* (npm) | ! o._torgan (logaing) |

- [arge—scale a]::phr:atmnﬁ_. , St ASE: oo community support L1 o helmet (security) |
i * Widely used in production by top companies. : o Suitable for both small and large appsg | » and many more... :.
= o B -

g (3) History of Express.js S e

*_ALS = —E;Prﬁi?ij aw;f uiirst feleied i 20RO Ry { 2010 - First release by TJ Holowaychuk |
— J e e ook ' 2011 - (ained popularity in the Node.js community |
e It was created to simplify web application .’ pepMiatisy J s
development with Node.js. 1 2014 - Express 4.0 released i :
= e It quickly gained popularity due to its simplicity 2016 - Moved to OpenJS Foundation !
and flexibility. | 2020 - Still one of the most used Node.js frameworks |
o Express.js is now maintained by the OpenJS Foundation ! 2024 - Continues to be actively maintained !
and a large community of contributors. . e i S B ek e et d
. gcwharjﬁbzcjgm the de facto standard web framework i« Simple. s o R blg impa.cf!”
@ ExpressiisiivseNodeljs Sobse 0~ oo b oo B e o
Ans - Feature Node. js Express. s f R‘-’-[“ti““?hi__li : '
"a_’ju_f'ha‘_l: itis Runtime environment Web framework _(_bqil_t_t_:r_r_'_. f_‘!_t:_a_t:le_ﬂs} ‘I f;pl:}essd?. runs on fd”P i
Purpose | Runs JavaScript on server Simplifies building web apps & APls : Nod cr{‘ie.ils. ;’i’;‘ dmi; :
Provides | Core modules (fs, http, etc.) Routing, middleware, utilities : - eEfprg;Z s 2 '
- Level | Lower level ~ Higher level i ot e .
- | Flexibility [ You build everything yourself | Provides structure & helpful features Express. js
| Learning curve| Moderate Easy to learn A Built on top of
- Examples Node. js Express.js (uses Node.js) Node. js

- @ Where is Express.js Used ? e = s :

i Real World Examples : .
A Web applications (e.g., dashboards, CRM tools) | Rea Firqﬂrd E -:IMF = : (’ 'E,m'l& :
- — o RESTful APIs (for web and mobile apps) 2 Netflix - Uses Node.js and Express ¥ el Prof¥e
o Backend for sinale-page applications (SPAs) @ Uber - Uses Express for backend services | - Eg?ﬁ‘-"\mﬁe'
p— o Real bl |i£2fiuni %witJ: PWEbSOEkE‘tS) £ Linkedln - Uses Express in some of its services : Gow ¢ Caveer
. Micruservicespind serverless functions 4 [BM - Uses Express in developer tools | GT’?“ \{Eﬂﬁum\
- o Used by top comparies like Netflix, Uber, Linkedin, IBM, etc.! * Many startups and SaaS products | with RO
e T e e e e e e el el =
= KaryVIO'Com Learn Today, Build Tomorrow | (")
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: | EXPreSSLiS @ _§§gp & Installation

Get your Express.js environment ready and create your first project

Good
Setup Leads to
Great Projects !

=
A o S
- Prerequmtes | Check Versions : i Make sure
Ans = ¢ Node.js (v18 or higher) | ! Node. 5 is
. T - - | node -v  #eg v20110 | [ . DO
— e npm (comes with Node.js) | J | installed before
L e A code editor (VS Code recommended) l LIpIIE.Y # eg. 10.2.4 : proceeding |
e Basic knowledge of terminal / command line | "PX ~V #eg. 10.2.4 : i
- e Basic understanding of JavaScript (ES6+) o SR e = [

= @ Create a New Project ' Explanation: |

Ans - o Create a project folder

= Im

npm init -y creates a

Useful Tip :

— e = package.json file with default
- 4 4 M SApTeacTaby settings. UUse nodemon
€d ‘express=app e npm install express installs to save time

9 Initialize a new Node.js project the latest Express.js library during deuelapmen’c!

e e S ER o m wm mm mm w——

npm init -y in your project. ':J
- :  nodemon automatically I
9 Install Express.js
: restarts the server when you
- npm install express make changes (used only in
o (Optional) Install nodemon for development development). |
‘ npm install -D nodemon e e R
-~ _ E E_th This Structure ? '
@ PI’OJ&C'IZ Stl"UCtUI’E | o Keeps your code modular and maintainable.
- Ans _3} A clean and organized folder structure : | Easy to scale for larger applications. ',
—— o / e Separates routes, controllers and middlewares.
— CXphesS app i o Commonly used in real-world Express projects. |
— B node_modules/ # installed packages lr"_____'_'_'_"_:'_'__':;'_—_:::::::'_::—_';
- B3 src/ | package.json (important fields) |
- ﬁﬁ mu’tES’/ # route files i : "name": “express-app" i
—[@ controllers/  # request handlers | "version”: '1.0.0", r“.———“——.“ﬂi
™~ — @@ middlewares/ # custom middleware : :;"f:;:s..nszdapp'js'"’ Iiﬂgwﬁq& Ii
| -3 s * npm 1
E '—'@ app.js # main apphcation file | "Sta"t"f “node src/app.js” 3 : _E Uit the ' sertet: I!
. ; . . i "dev": "nodemon src/app.js” | | W N I
= D env # environment variables (optional) 1 3, . pre i I
- : , : | "dependencies”: { l. = Run vith nudemun”
| —@ package. json # project metadata I "express": "4.19.2" @ (auto-restart) _j!
g e TR o ol e
- —D pﬂckage—hﬂk.jsm # dependency lock file : Eaeuﬂependenc[es”t ( !
| "nodemon”: “~3.1.8" :
= | ] |
|} |
D e ey =

= @ Install Additional Useful Packages

@ Next Step
- Ans —>  Some commonly used packages in Express projects : Ans > ¢ Now that Elxpress.js is installed and

~- Package Purpose your project is set up, the next page
__ EiﬂEﬂm" _ ____kqad_gnvimnment _vur[ab!es from .env. Filie; _ will cover how to create your first

> morgan | HTTP reqest oggng i e ,
cors Enable Cross-Origin Resource Sharing * We will write a stmp!e SEVeRATIn it

i i T AT and understand how it works.
helmet Security middleware

— ExprESS—vﬂ'idutur _Inpu’c valida’ciﬂr_'l_ & Sg‘l;up is the first S'I;EP

i ﬂﬂ'DkiE“PﬂrSEr Pﬂ-fSE CDDI(i-ES *Frr}m FEquESJEE tgwﬂ_rdg bmldmg Sﬂmefhing amazing !})“

L
=

- !Saryvio'com Learn Today, Build Tomorrow ! )
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| Express.|s| [ |S) Lreating Your frst Server

S{EP by step setup and run your Express.js upplicaﬁun

Let’s install Express.js, create a simple server and understand how it works.

@ Create a Project Folder

Ans > o Create a new folder for your project.
e Open it in your code editor (VS Code).
o Open the terminal inside this folder.

# Create and enter project folder Terminal

mkdir express-app
cd express-app

@ Initialize a Node.js Project

Ans > o This creates a package.json file to manage
your project dependencies.
e You can press Enter for all default options.

# Initialize npm project Terminal

npm init -y

@ Install Express.js

Ans > o Now install Express.js using npm.
o This will add Express to your node_modules
and also in package.jsm {dependemies).

Terminal

# Install Express.js

npm install express

@ Create Your First Express Server

Ans = e Create a file named server.js in the root folder. :

o Write a simple Express server code.

server.js

const express = require('express');
: st app = EKF]I"E‘SS“;
const pﬂi"‘t = -_:':Hﬂﬂ :

app.get('/', (reg, res) => {
res.send('Hello from Express.js! #');

kX

app.listen(port, () => {

=] th N B L k)

=
-

1);

@ Run the Server

Ans > o Now start your server using Node.js.
o Open your browser and visit http://localhost:3000

e You should see the message: Hello from Express.js!

# Run the server Terminal

node server.js

console.log( Server running at http://localhost:

il Karyvio
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Practice
Build

Imprwe
Recome a

Better Developer I

(Emp’cy at this 5’&19&_)“_-

' Project Folder

| ] express-

 What is pm;i(ag_g.‘jsnn ?

app/
PR (We will-add. files step by step)

npm init.

' Check Installation-

o It stores metadata about your project
(name, version, dependencies, etc.).

o [t helps in managing packages and snripta.l
o It is automatically created when you run |

| [
i s 1
ll -y ﬂﬂg aufumaﬁitu”HE
| accepts all default |
I Dp’[inns. i
| You can also run |
,l npm init without _51'
I and fill the details I
| manually. |

| o After installation, you will see a

node_madules folder in your project.
| e You can also uEriﬂj in package,J'sc}n

under '

# Check

' Code Explanation :

dependencies .

installed packages Terminal

Bl npm list express

—_—_———— e ——— —

|
|
|
|
|
|
|
|
|
|
|
|
i
|
|
|
|
|
|
port}'); !
|

00000006

Import the express module.

Create an Express application using €xpress().
Define a port number (3000).

Create a route for the home page ("/").
Send a response to the browser.

Start the server using app.listen().

Log a message in the console.

You }uﬁjﬂ
created Your
first Expresss

server t

& = @ (O http:flocalhost:3000 o e K‘EEP 30]!‘\9 |

Hello from Express.js! 4

) you Jill see this ! ' J
Ry

E “A small setup today, a big opportunity tomorrow [”

Karyvio.com

Learn Today, Build Tomorrow ! ('Y
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. EX£r355 Ji @ Express Application Object

Understand the Express application object (app) and its important methods.

One
App Object
Many Possibilities
Build Amazing

Apps !

- , L : e O
o @ What is Express Application Object ? [ Creating the App Object |
Ans > e The application object (app) is an instance ! . S ey
— <ihid of an Express application. I@ntm:_ _ i i Note : o
o It is created by calling the express() function. I const app = express(); | EKPT‘EISSU 54|
- o The app object is the core of an Express.js ' TExample : | function that |
application. e e | S B —— : ! rEJf“_"‘E an
= o [t pruuides many methods and properties to I const express = require( express'); || ﬂPFhC"ltmﬁ
configure middleware, routes, settings, and more. | const app = express(); ! ' object (app).
- e Using the apr object, you define how your i console.log(typeof app); // object || U |
application will handle requests and responses. - _—_———___—_—_—_—_—__—_—__—_—_—___ S| e J
775
@ Important Methods of the App Object @ Using app.use ()
- Ans - Method _-Deacriptior___- Ans > e app.use() is used to mount middleware
[ e ey = e, T ~ functions.
— app. use() 5“ drlmdg;mre Funftmns e Middleware functions are executed for
upp.get() i PEqEa®s ] every incoming mquest.
— app.post() Handle POST requests e You can also use it to mount routers or
app.put() Handle PUT requests serve static files. =
— app. patch() Handle PATCH requests F Example : Using Middleware —i ILP_

app.delete() Handle DELETE requests const express = require( express’); | | Middleware

| :
| |
- | |
app-listen() | Start the server | const app = express(); | | runs in the |
P app.set Set application settings ‘ _ ! | | order it is |
'J;E getE; - GZt Z;il:iitliz: sZttli:?]s : app.useﬁxpress.Json[})t;} [l l:[uult—m middleware i ' added using |
; | app.use((req, res, next) = :
- app.disable() | Disable a setting : console.log('Request received...'); : l uPPuﬁF“ :
: | next(); I <
- app.enable() | Enable a setting gy s i
L 2t ) T W W T e J
- @ Using app.listen () @ Application Settings with app.set()
— &ﬂ > e EPP-liStEﬂ(I) gtarts th? EXPIF‘ESS server Ans—> o You can use app.se’g(} _to set configuration
and mukesfﬁd llSth: for incoming requests values for your application.
on a specified port. C settings include the view engine,
- 0 %’c Eakﬂsl)a port number and a callback function . P;}ﬂ:‘ﬂt;r;d in;?im:;;; i wr“il?f_______l
opkiofinl ) e e T e e S e e 11y, |
— Boo AU e R o M el - | | You can i
' Example : -Il  Note : i ﬁ%= il | | retrieve values |
s | const app = express(); | | The callback function is | I PP P ’ | | using i
| const port = 3000, [ :#Kﬂﬂutﬁd once the server ! app.set(l'p:::urt', 3%@} | /i set ::usf{lm ]:u:rr’r.. : l ﬂPP-{]EtO- |
- | o o | lis EL{f:cEssfulla .s.tar_"fgd.._J. | app.set('view engine', 'ejs'); // set template engine | I - |
i 3 : = A4 | Tl I
: N console.log( " Server running at http://localhost:${port}'); : | console.log(app.get( 'port')); // 3000 : L____k_J____:
- [ i (RISEETEE T R xR SR TR ar e e |

e e i i e e o e e Tl il Nt e T et e = et =

- @ Putting It All Together @ Key Takeaways

Ans > e The app object is the core of an

Ans - Here's a complete example using the Express application object :

- =T e S W e T T Express.js application.
I const express = require( express'); i | e [t is created usin Expresa{].
—_ : const app = express(); : i o [t prwides methods to chFigurﬂ
: _ BN Scrver running at middleware, routes, and settings.
. ! “PP'“SE{?"FFEES'JEU"O ); B hitp://1ocathost: 3000 ® app.use() is used for middleware.
| app.get( ‘Fd}:,{geﬁ' T_S} =‘E { biect!"): it i o app.listen() starts the server,
| g2 SeHCh e UL T - PEE S QP SRELL LY ) i | Open this URL in your | o app.set() and app.get() are used
- l H; | | browser and you will see: I for &ﬁﬁiimtian SEf:ﬁﬂgs
I il ' j
| app.listen(3008, ()=> { U Wi Eom B obi 1 T e
—s | console.log( " Server running at http:// lncali‘.nst::":ﬂlﬂﬂ’};l i e 2 : f The app DbjEC‘E gives you the power
[_}), J| i 1,:_:; : to build, wnFigurE and control your Expresa.js H.PP[ 3
— e e e e LI |
- Kar‘yVio_com Learn Today, Build Tomorrow ! o
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: Express .js @ Request & Response Objcts (57

Responses

Understand the req and res objects in Express.js and how to use them effectively Build Botter APIs |

g (D What are req and res Objects ?  [Bogic Sopta - A
I B
§ Ans > e In Expresj;SJs Eve? route handler function | const express = require(‘express’); l ' Note : |
— recf‘l""f?‘ NOBRJeRSSE S o | const app = express(); | | reqand res |
| req (request) and res (response). | } I | | are automatically
P o These objects are provided by Express.js and | app-get( fd "Ii:lrflq*' ,FE_S} = { | : available in |
— contain useful information and methods. | }}rres.sen ("Hellol"); I 3”3';{'3’ route |
e You can use them to read client data and i ' N handler _F_”"cjtm”' i
- send a response back to the client. B N s e J | U }
i oy i
- @ The Request Object (req) | Exumple : Usmg req Object i
' J ! |
-~ Ans = e The req object contains information about | app.get('/users/:id", (req, res) = { |
the incoming HTTP request from the client. l console. log(req. params.id);  // route param I
— o It includes details [Il(E PGF{JME}CEFS, query, : ansglgllgg{req‘querU_ng_e_); i query param :
body, headers, cookies, method, URL, etc. | console. log(req.headers[ 'user-agent']); // header |
e e A e s 7 T :
- | . T L console. log(req.ip); /[ client IP :
} Common Propertms of 5 Ob-lect ' i | res.send('Request data received!"); I
— 1| Property Description S |
| | req.params Route parameters (e.g. /users/:id) I i e e e e e e e =
= | req.query | Query parameters (e.g, Zpage=1) | The Response Object (res)
| req. body Request body data (requires middleware) ll Ans > e The res object is used to send a response
- | req.headers Request headers (e.g, content-type) t back to the client.
- 1 req.method HTTP me‘l;hnd (GET, POST, etc.) | e It provides many methods to send data in
3 req url Requested URL . I| different formats like text, JSON, HTML, files, etc.
d I _________________________________________
- I: req.ip Client's IP address I' }rCnmman Methods of res Object : 1:
i req.cookies Cookies (requires_ cookie-parser) |F F _ Method Descnptmn 1
- ]! | req.originalUrl | Original requested URL i i res.send() Send a respunse (string, ubject HTML) I
—. L 4 1| res.json() Send a JSON response |
| : Set HTTP d |
Emmple Sending Different Respnnsas et ot ot it |
- Z SEm | | res.sendFile() | Send a file |
Ans > | app. get("/example’, (req, res) => { : i res.redirect() | Redirect to another URL |
- i res.send(' This is a text response'); 4: | res.render() Render a template (e.g, EJS, Pug) |
- i // JSOT‘;{rESPGr‘-SE g o | i res.cookie( ) Set a cookie I
| res.J‘son message: ‘Hello', success: true }); | | resend() A A |
i /I Set status code (L AR o e AR e o =]
— i res.status(201).send( ' Created successfully!’); 1:
| // Redirect o TN
— | res.redirect('/about'); = ! ® KGH TﬂkﬁﬂWﬁHS
- 1)) T G s, N i @ REI‘.II. World USE CﬂSE Ans > ® req contains information
Ch o s M h d Ans - Sending a success and . about the client request.
aining ethods error response : ® res is used to send a response
- o o e e e e e e S e e e e e S e e &
Ans = e You can chain multiple methods together. | app.get('/data’, (req, res) => { i back to the client.
Ca l 4 tatus(). ison() const data ={ id: 1, name: 'Karyvio' }; l ® req and res are prmrided hH
— o Commonly used: res.status(). json 5 iF{da;Eu}{ s Y o : Express.js.
TS i e L iekig Wl g Rk | o Use req properties to read data
s - M : ;z::ess' Hrue, I and res methods to send data.
| res.status(200). json({ ; %’); | o These objects are essential for
= | message: 'Data fetched SuCCESSFLlHH i } er:fur‘ra res.status(404). json( { i building APIs and web applications.
| data: { id: 1, name: 'Karyvio | success: false, |
- : b { 4 1) | })Imessage: ‘Data not found' : “Handle reques‘l;s 5mm't|
RS RS S EE SR e (1SR || send responses effec’nwelg
— o ' v
e == ===
- aryvio.com Learn Today, Build Tomorrow |
Y
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[Express.js| (S) HTTP Methods

Different
Learn about different HTTP methods in Express.js and when to use each of them.

Methods
Different Purposes

What are HTTP Methods ? @ Common HTTP Methods
Ans - e HTTP methods (also called rEques’t methods) Ans > o The most commonly used HTTP methods are:

Same Goal
Better APIs !

J

define the tupe of action to be performed — ——

e P GET | [POST | [PUT] [PATCH] [DELETE
o In Express js, we use these methods to o Express.js provides a separate method for each
handle different types of requests. of these (E-ﬁ. app.get(i app.post(), etc).

e Each method has a spe::!ﬁc purpose like e You can also handle other methods like
fetching, creating, updutmg or tﬁaﬁe{mg data. HEAD, OPTIONS if needed.

- I—ISt GF HTTP Mefhads ﬂﬂd H’IEEF _PUI'POSE r‘ir;'l:;;t; ;t_ F\l ;t-; =-: ———————————— -

: |

' |

by Ans - 0 Method Purpose Typical Use Case i o GET should be used only to fetch data. I
GET | Fetch data Get a list of users, get details i It should not mudi{:H data. :

= P_QSI ‘ Create data Create a new user, submit form : o POST is used to creatg new data. !
= R e b ) e T T o s e
eIl i) ! stz o0l] spectlic tield o DELETE F;emjes tae T*es::]urce. | i

oy DELETE | Delete data | Delete a resource 1 + HEAD and OPTIONS are less common |
- HEAD Get response headers | Check if a resource exists | bibiselil (7 sofe cases (ke CBRS): i
OPTIONS | Get allowed methods | Check which methods are allowed | “—————————————————————~ i

- @ Code Examples for Each Method @ Testing the Methods

Ans > —= ALS —> o You can test these methods using:
- — | const express = require('express'); | o Postman
! const app = express(); i . TL_I}L;{T_EE Client d{TS ;:ode extension)
- | | * C comman Ine
| // GET - Fetch dlﬂt& : c Dr‘ a 5|mpie HTML form (for GET and POST)
- | app.get('/users’, (reg, res) = { | Pl =
: res.send('Get all users'); i bl T |
- 1) | ; # GET request !
! | - curl http://localhost:3060/users |
- " // POST - Create data i | # POST request |
| app.post(/users’, (reg, res) = { | | curl -X POST http://localhost:3600/users \ |
~ ! res.send( Create a new user'); | | -H "Content- Tgf:e applmatmmjsan \ |
: }: | L - d [hame g 5{)u } S
E /f PU'J[(THUPda'I:; Ta;jc[re{:data o i Summar
- | app.pu users/:id , \req, res) = | —H
i res.send(’ Update user with id ${req.params.id}'); : A_ﬂﬁ_ =209 ETTP methods j&fme thettspe of zEET{'Dn'
- ey , o Express.js provides easy-to-use methods
I ! for each HTTP method.
- ' // PATCH - Update partial data I o Use the correct method for the correct purpose
: app.patch('/users/: I,i , (req, res) = { : to follow REST best practices.
- | res.send(:Partial upda te for user ${req.params.id} ) o You can test the methods using Postman, cURL,
: b; or a browser.
" // DELETE - Delete data ® Next Page
|
- | app.delete(' /users/:id", (req, res) = { ,
. res.send('Delete user wnth id ${req.params.id}"); Ans > o Iﬁ the next page, we w'l{li Jleulm about
- ' D; | Routing in Express.js in detai
i TR R T — T | J

wmmemwmmmwmmyj

d _Kary vio.com Learn Today, Build Tomorrow ! Y
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. . . . (Good
E)ﬂ)ress_ !S l @ Routing in Express.js (" e
Learn about muti:g_in Express.js and how to organize your routes E'F‘FEEJLivEEH.

Your Application
@ What is Routing ? Sl Rle B L

Clean, Scalable
!
Ans = © Routing in Express.js is used to define i const express = require('express’);
I

A

and EasH
to Maintain !
how the application responds to different const app = EKPTESSO;
HTTP requests (based on URL and method).
e FEach route is associated with a handler function
that is executed when the route matches f 1;
o It heipﬁ to organize your a lication into X
mu[tiple endpnints (like /, /users, fpmducfs,ef:c.}. i
® Routing is a core feature of Express.js and is

used to build REST APls and web applications.

F @ Route Syntax

Ans = | gop METHOD(PATH, HANDLER) E

= e METHOD : HTTP method (get, post, put, etc.) @ Routes with Different Methods

o PATH = URL path (e.g. /, /users, f‘f"b[’“ﬂ Ans »> * The same path can have different handlers
o e HANDLER : Function to be executed when the route = R S o e

matches. =
|
|
|
|
|
|
|

app.get('/', (req, res) = { A e B
res.send( ' Home ?ﬂgel}; !ﬂutEu’L -

UGET /> Home Page
app-get('/about’, (req, res) = { |
FEH'S.SEH{HL.'&'[E‘GLJ.{ Ptxge']; EGH fabout > About. Page

|
|

|

|

|

|

|

}j, ===y o J:
|

|

J

app.listen(3000, () = {
cunsole.lng{'SErver running at hitp //localhost:3000");
O

S e e St S Sl S TS iyt

; @ Example : Multiple Routes

| app.get('/users’, (req, res) = { !|GET /users

- ANS =2 (urniaetl /T (renwel) o & i masin ) 6 pesseend(Get “allliSers): [ ey |
e pp.get('/’, (req, res) = { 1| - I 1|~ Get all users
— | res.send( ' Home F‘nge'}; | Qy__tp.l_f__ L ; I -
| bi i ( o LGET /- Home Page | I EPP.PGSt{Idf{LIlEE!"SIJ (reg, res) =‘; 1l PESJ ftLQSEFS :
- | app.get( /about", (req, res) = { | | res.sendl Lreate a new user ); | TEALE G New user:
l res.send( About F’aae'j; ;fGET Jabout = About Pﬂﬁe; : 1): ICN” ol W -
ey i }}r ;IGET ,fcmfnd-lﬁmtuflpﬂat! SN T T U CSEREET e N i |
I app.ge’c('fcan{ac{', {rqu res) = {l '
— i res.send( Contact Page')', || - B i RUUte FlOW
|

) | Ans > ® When a request comes, Express.js checks the
e routes in the order H’VEH are defined.

" @ Route Handlers e The first mu’tching route is executed.

o [f no route matches, a 404 handler is executed

.ﬁﬁ - o A route handler is a function that gets executed

when a route matches.

- ® You can define the handler function directly E“Tt?
— or use a separate function. Handler
s i_Emmp{e : Using a separate hand_[qlrr ﬂ.l.nt.:'.t_ij:m | ]i
| function homeHandler (req, res) { 1| You_can also , |
-1 i res.send( Welcome to Karyvio!'); ': L functions : i i [ ﬁu{kﬁﬂ? ]
| } i app.get('/’, {Iraqj reslfl = {g i
— : app.get('/", homeHandler); f! y res.send("Hello!'); i: Keg TﬂkeﬂWﬂL{E
— e e e st e ] Ans > e Ruuﬁna is used to define how your application
. - responds to different URLs and HTTP methods.
. Using_express. Router() o Use appget(), app.post(), app.put(), app.patch(),
Ans > o For larger applications, it is better to use express.Router() ;Pp.ﬁeﬁ{e(} % deﬂpe Toutes Router()
- to organize routes into separate files (route modules), S S PE G QTN asen - Loe SRpaT R :
o It he?Ps to keep your code clean and maintainable. ® Koutes are checked in the order they are defined.
- B S a L g T e O o If no route matches, a 404 response is returned.
] E_K'J‘EE!E_: ; i All routes defined in | 3
- | const userRouter = require{'.fmufesr’ user ): | | userRouter will be Well organized routes make your app scalable
| ' o : L preFixEd with /users. N o o,
| app.use('/users', userRouter); L and easy to maintain !
- I e ) e AR B s
— KarYVIO.Com Learn Today, Build Tomorrow ! v,
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LEARN | BUILD | GROW | GET HIRED F
Route Parameters &

EXEY‘BSS_-J.S S Querg Parameters

Learn about route parameters and query parameters in Express.js and

Small
Concepts

Bsg Possibilities
Keep Learmna

- how to use them with examples. '
~ What are Route Parameters 7 @ Syntax
Ans > e Route parameters are parts of the URL =% S 0 7
= i used to capture dynamic values. r&ﬂ—s £4 oM T s Y = : Note : JI
e They are defined using a colon (:) before : upp.get('frauteﬁparum?‘dame', (req, res) = { || You can use !
- the parameter name. | // access using req.params. paramName | | multiple
e You can access the value using ! 1): | | parameters |
- req.params. (il S B e ¥ i injaisingle
o Useful when you want to identify a specific | route.
—~ resource (e.g user ID, product D) i_ Y
- Example : Single Route Pararneter T T oF
g P . J =~ RequestILRL : | _KEHM
- ANS = 1 app.get( /users/:id’, {rEq, res) = { || http: //localhost:3000/users /101 | | @ :id is a route
| const userld = req.params.id; = ——————-|  parameter.
- | res.send(User 1D is ${userld}"); ' ' Qutput | | ® req.params.id
E 1); i | SAULpUL '7 contains the value
- B e e o ) | User ID is 101 from the URL.
~ Emm;:ie Multiple Route Parameters o U Note ¢ |
Abe <3 : | Request URL : | |
- ANS : app.get(’ fusers/: id/ post /- postld’, (reg, res) = { :  hitp://localhost: 3000/ users/5 /posts//20 | You can use |
| const userld = req.params.id; , ____________________________ i | any name for |
= | const poscld = req.params. pnstIc{ "O tout == a= e v e pammefer' |
| res.send('User ID: ${userld}, Post ID: ${postId}'); | | “E“—- | (eg. :id, name,
- 192N ; | User ID: 5, Post ID: 20 ] pnstld etc.) |
e e el e e I e el T e e el e e e e ey e L) | l ':_IJ Jl

- What are Query Parameters ? SHntax

Ans = o Query parameters are keH—ualue pairs added
E el ! n 4 [ e . e B e — == |
after 'Fm the URL. Ans | app. get{ /route’ (req, res) = { '.
- ® TheH are used to pass optmnr:.[ data to the server. | K o isinaareas cueri inararNars
e You can access them usmg req.query. : b e Bl o'
— * ﬂﬂmmong used for ‘Fn[termg searchmg 50r’|;rr"|g L})a

pagmu.tmn etc.

v "HE ) il l-NﬂtE T |
EKGT"PI& _l_JEI[\g__Qt{e_rH_ Parameters Y i i |

|
|
— Ans - °  Query parameters i
- | app. EIEt( /r products’, (req, res) = { |  http://localhost: 3000/ products?search=watch&page= 2 | | | are always '
. ! const search = req.query.search; [ Lo et o= ol reliridedne |
| const page = req.query.page; '_Out ut : in strings. You can |
= ! res.send( Search: i{searﬂh] Page: ${page} }J 1 ! : convert them to |
1): | Sear‘ah watn:h Pa.ge 2 | number if needed. !
. . — W PR
- Real World Use Cases @ Key Takeaways
ANS-E iETi b e T ] Ans > l(J:'; F?Ete Eﬂf;ﬁﬂ;ﬂters for required, specific data
- | @ Get user profile (/users/:id) | o Use query parameters for optional data
e View product details (/products/:id) | (e.q. search, filters, pagination).
- | ® Show blog post (/ blog/: leg) | o Access route pammefers using req.params
|. Q""EFH Parameters : l e Access query par‘umeters usiﬂg req.query.
- ! e Search products (/products ?search=phone) | o Both are very useful for building real world APis.
| @ Pagination (s 'products ?page=1&limit=12) :
o ;e FIH:EI‘ daf:a { t}bs?iau;atmn =remote&type= "'lLErn';nhiF} DH"am'c routes and query Pammg{am
e i e make your application flexible and powerful ! 12 &

- Ka_r_-yvio, com Learn Today, Build Tomorrow ! (%
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Express.is|[]S

Learn how to receive data from the client using raquesf bodg in Express. js
and how to use express.json() middleware.

D Wht is Request Body ?
Ans = e The request body contains the data sent by
the client to the server.
e It is commonly used in POST, PUT and
PATCH requests.
e For example, when a user submits a form

or sends JSON data from a frontend,
the data comes in the request bﬂdH.

Basic Example : Using express.json()

const express = require( 'express’);
const app = express

// Middleware to parse JSON data
app.use(express. json()) ;

L res) =
console. log(req. body) ;

res.send( 'Data received successfully!");

D;

| app.listen(3000, () = {
EﬁnSﬂiE.lﬂg{'iJEr"wEr running at |1L|L.p ,-“',f'lnm“m:‘.tiﬂ"@ﬂﬁ')

)

|
|
|
|
|
|
l
| app.post('/user', (reg
|
|
|
|
|
|
|
|
i
|
|

@

Emmple Handlmq User Req:stm’cmn

_Aﬂ B : app. pnst( fregmter {req, res) = { I
| const { name, Emml password } = req.body; I
I i e Ml Ipassword) { |
| return res.status(400).send('All fields are required! },!
| |
| console.log("User: ${name}, Email: ${email} ); I
| : . :
| res.send( 'User registered successfully!'); :
| }): |

Other Body Parsers (for different data types)

Request Body & et
XE ress. ,lson () User: zndrgﬂld
Dynamic
Applications !
v,

express.text() = Parses plain text data

express.raw() = FParses raw binary data

Exumple : Using express.urlencoded() (for form data)
app. use(express. urlencoded({ extended: true });
| app.post('/submit', (req, res) = {

console. log(req.body); // { name: ‘Sovit', email: "test@example.com' }

res.send( Form data received!’);

Karyvio.com

® EIprESS.JSOH{) = Parses JSON data [usad in modern upps}
e express.urlencoded() = Parses URL-encoded data (form data)
.

il Karyvio

LEARN | BUILD | GROW | GET HIRED I

What is express.json() ?

Ans > o

express. json() is a built-in middleware
in Express. js.

It parses incoming JSON data and makes
it available in req.body.

Without this middleware, req.body will

be undefined.

o [t should be added before your routes.

‘age: 21 ! header to application/json !
} ' | when sending JSON data.

' ® express_json() only parses |
JSON data, not form data |
or other thes .

f'é'aﬁé_JSfJN_(Hsiﬁg Postman) | [ Output (in Terminal) |
| |

| Methd - POST it e |

[l it name. Sovit ,

:: UKL 3 httprfflncalhostﬂﬂ'@@fuser! ]I email: 'i-;wi.i_@emrnple.t:nm',i

I Headers : [ age: 21 |

I: Content-Type: application/json | | } |

i' Body (raw JSON) : ' | Data received successfully! :

' ' L _________________ =

i: "name": "Sovit', N{ﬂ:ﬂ : .

Ii Iemﬂ.i.ll : IIE-I'."ufitl:é"Exﬂ.mPlE.l:Um. A | ® -l&llwﬂﬂﬁ 5et 'HI]E I::Dntp_-n‘t_a-THPE

[

|1

|

[k

|

|

|

|

Accessing Nested Data

“1 Ans » If the client sends nested JSON data, you can
access it d|ren:tl5 from req. budg

| a ust{ fnm il , l:re. rESJ =5 {

| PEDESt { user } = req. Endﬁ

| console. log(user.name);  // Access nested data ..
I console. log(user. address. city) ;

| res.send( 'Profile received!');

|

Common Mistakes

Forgetting fo use express. json()

Not setting Content-Type: application/json
Using req.body before adding the middleware
Trying to parse non-JSON data with express. json()

Placing middleware after routes

e 9 & & & |

Key Takeaways

Request I:]-DdH is used to receive data from client
Use express. json() to parse JSON data.

Always set the correct Content-Type header.

You can also use express.urlencoded() for form data
Access data easily using req.body.

Essential for building APls and handling user input.

=
wn

*® ®» & B & @

Handle incoming data safely, validate 1t pmperlg,
and build secure applications !’ w

:

Learn Today, Build Tomorrow ! ()
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Static files
help you serve
frontend assets like
HTML, CSS, JS and

images easily in
Express Js '
"l.J

LEARN | BUILD | GROW | GET HIRED
S Static Files &

express.static()

Learn how to serve static files (HTML, CSS, JavaScript, images, etc.)
using express.static() middleware in Express.js.

What are Static Files ? @
o Static files are files that do not change frequently What is express.static() ?

e Examples: HTML, CSS, JavaScript, images, fonts, PDFs, etc. ini e expressstatic() is a built-in mlddleware

® These files are sent to the browser as they are, without in Express.js
any processing by the server ® It is used to serve static files from a directory
® They are commonly used to build the frontend part of ® When a client requests a file, Express looks for

a web application it in the specified directory and sends it to

the browser.

Basic Syntax Pr_Ject Folder Structure

== B T TR R R e m— e =1
Ans - | const express = require('express'); @ i Ans - [, my-app/ s -
- | const app = express( ) ; ' Now, all files inside | | : T 7!
I | the ‘public’ folder I I I — public/ I All files inside the !:
— | // Serve static files from 'public’ directory b will be accessible | | | index_html I public folder will ¥
| app.use( express.static( public )); | in your browser. I l | style.css | be served as static! |
- i S dy : script.js | files. ::
| | - / L N
| . = i images I
| app.listen( 3000, () =1 - ry | ! L |
- I Gﬂnﬂﬂle.ing( Server running at http://localhost:3000'); I I |
1 4); | | appys |
-~ Bl |
| package. json |
L R R T e e e ot St L ] S B |
A@ Example : Serving HTML, CSS, JavaScript and Images @ Serumg Fibes from o Clistom Pﬂth
ns - | s ey et
- ANs . const. express requlre( express'); | e ,_Arjg ‘IF’F‘ use{expres»s stutlcf r:nunlu ). |
. const app = express( ); | F\.C B _ |
— : £ess in Droweser: ; f’,f Or use an absolute path |
| app.use(express.static( ‘public')); || ® hitp://localhost:3000/indexhiml | | const path = require('path'); :
- || @ http://localhost:3000/style.css | | app. use(express.s’taiic( path. join( __dirname, I
' app.listen(3000, () = { o http://localhost:3000/scriptjs | | 'Pubiic-')}); |
o CanSﬂ[B_logE"-hs:L http://localhost:3000°); || o H:tp:ﬂlocalhustﬂ@@@fimagesﬂogn.png e = e ae SN R S
I hk DN Gl O I w1 ' Usmg path join(__dirname, ‘public’) is safer, :
o : : ESPEC:EHH in [urger pr‘ﬂjECtS !
-
®Am Jeuny ot e Wigsa W el Multiple Static Directories
— . e e e e B
| app.use( /assets’, express.static( public')); | r———————— - Ans | app. use( express.static( " public') ); :
| Useful when you i | app. use( express. sf.catlc'l: uploads’) ): i
- H Now files are accessed like: want to keep your | | app.use('/assets', express.static( assets' )); |
// http://local hc:ust:Eﬁﬂﬂf'assetsfstgle.css | static files under a | i '
e *’f http://locathost:3000/assets/images/logo;png | | specific route 7 Express will look for files in all specified |
SR e e g e e e | directories in the order they are added
. @ Common_Mistakes @ Key Takeaways
AHS b = = =z == S -
| ® Wrong folder path l:f.g Pub!u: mstemi mc Publlc ] NS —>| e expressstatic() helps you serve static files easily i
e ° Plucmg express.static( ) after your routes (static files might | @ Keep your static files {H TML, CSS, JS, images) in a|
not work) : separate folder like public. I
- o Expecting dynamic processing (use templates like EJS, not static) 5 90 ol st_n.tic ﬂles. “""‘:Jer 3 Fusiom Pt |
. . : i ¥ | & You can use multiple static directories |
- ® Forgetting to set the correct file path when using path.join(). ' : Ly g dl |
B itive Ples (e Vel b blie s l o Always use path.join() for better path handling !
I_:___fiuiﬂ_'jﬂ_sfrﬁ_wf_l___ R - | | Du not. put. sensitive F les in the public nider |
- “ H H I " e
Static files make your web app look great !™

— KarYViO,Com Learn Today, Build Tomorrow !
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- Middleware in
Express.js| (JS) Erorens trmnerta

Learn what middleware is in Express.js, how it works, and how to use it

Middleware
sits between the
request and response,
allows you to run code,
modify the requestfrespﬂnse

nd the t cycle.
to process requests and responses. o EIt's th;?liﬂrst ;?:
) \ Express,js !
@ What is Middleware ? @ | N |
A _ : | _ How Middleware Works *
ANS —> e Middleware is a function that gets executed during Ané > o
the request_respgnsﬁ EHC[E. ANS o When a request comes to your Expr'ess application,
e It has access to the request (req}. response (res) it passes through the middleware functions in the |
objects and the next() function. order they are defined.
e It can execute any code, modify req or res, end the ® Lach middleware can perform some logic and then |
request-response cycle, or call the next middleware either end the request or call next() to pass control

 the ek to the next middleware.

Basic Sqntm: @ Exumple Swnple Loqqmq M|ddlewure

o o T o e ] = _
ﬂ = | const mlddlewarEFunctmn = (reg, res, next) = { | Ans , const I‘:'ﬁ Al (req Fes, ”E"tj {
‘ I do something '[.Trlﬂ._ddl g console.log( " ${new Date(). toISOSTring()} - |
i next(): // |3:15; control to the next middleware al:um.f: “Lir:three : , ${TP:’TE’thDdE ${req url} ) I
= | ¥ i puralmeters: .I }; e i
. es. next :
- | app use (middlewareFunction ) I__nﬂ’_r__'_”jiL_JI '
e | B
@ Multiple Middleware Functions Middleware Use Cases
Bﬁ :Yau can use multiple m|ddlewar"e Furu;tlc-ns B‘ﬂﬁ i : Logging requests
- | const ml = (req, res, next) = { | , e Authentication and authorization
| console.log( Middleware 1'); | Middleware ; e Farsing request bodies |
- | next(): execute in the o Handling errors
b order they are ® Serving static files
- | const m2 = (req, res, next) = { | added , e Modifying request or response objects
mnsu{ie.log{':“hcfrﬂew-:zs'e 2 b o Rate limiting
- ' _"Ext‘ () o Input validation
L iPP i mz:l & .f\rtg custom lagic before reuching your route handlers
@ Global vs Route-level Middleware Ending the Request in Middleware
— Ahs B St e T ENRE 1 AnS 1 e O don't call next(), th Sl
! Global Middleware I Route-level Middleware ‘ | muﬁzutonshe Zixtniiaaiéwufe rzju:ut: o |
- | (applies to all routes) | (applies to specific routes) | o T |
! e 5 | | app.usel (req, res, next) = ;
¥ | i ': SEr 1"| =3 { | | Ty |_l k] i
- app.usel (rea, res, ne t) = | app BEt{ fuser 5| {"Eqr res: HEJ{t, | | T (req.querg.\mc ; { N |
F]r:u:sali o .? ' Global mj:td;ﬂe-.uai' ) I mnsei:a_lng( Route middleware ) ; i res.status(403).send( 'Blocked!" ): :
rl:(:l.'g - = ']E"‘t'u’i 5 I return; // next() not called i
— \Ine : | 1, (reg, res) = { i et :
- “ | b e b i | ! next(); i
| }): _ i ;
b= B g =)
-
@ Common Mistakes . y Takeaways
— -
'Ais i Fgrgetting to .;;q” r,Exfrlz ) (|'EI:|UE5+, gEtS Stuﬂkj. &_ [ ] Mlddl.EW[lI"E 15 thE core CCH"!CEPt In EHPF’ES‘SJS
- o Not using middleware in the correct order o It has access to req, res and next().
o Modifying res after it has already been sent. e You can use it globally or for specific routes.
- e Doing heavy operations in middleware (use async or background jobs). ® It helps in building clean, mndu!arr' and scalable applications
e Using middleware when a simple route handler is enough o Middleware can modify request/response, end the request,
s or pass control to the next middleware.
- “Middleware gives you the power to control

A the flow of your application ! ™ )
- Ka_ryVIO,Com Learn Today, Build Tomorrow ! (")
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Learn about the built-in middleware provided by Express.js and how to use them
in your applications.

Express.js
comes with several
built-in middleware
functions that hel.p you
handle common tasks
easily without installing
extra packages !

@ What are Built-in Middleware ? @ List of Built-in Middleware

Ans = e Built-in middleware are the middleware functions that Ang >r————————————————————————
come with Express.js by default. | ® express Jsun(} =5 Parse JSON request bodies |

e They are part of the Express core and do not require i e express.urlencoded() = Parse URL-encoded data :
any separate installation e expr-ess_sfﬂtic[) = Serve static files I
® They help in handling common tasks like parsing request o express.text() = Parse text request bodies
bodies, serving static files, handling URLs, etc : o oxpress raw{} _ Pﬂme £ (Buﬁ‘er:] dﬂtﬂ
|

@ express. json() @ express. urlencnded()

Ans Parses incoming JSON request bodies and makes the data Ans - | ' Parses incoming URL- ehedild it k e BT et }
| available in req.body. | . and makes it available in req.body. |
const express = require( express’); i - ok | T Y s 1 et
¢ = _ lse this when the ! cons press qul |, express ). i bhic £ |
i dpe = eyprestl | client sends data || Sstiapi= expesl), | H?Mihl?ﬂr{:l i

| |

75 H |
app.use(express. json( ) ) with Content-Type: | / L firones s I B S I
P 4 J ' L app.use{express.urlencoded( | extended: true })); || submissions i
application/json : with Content-Tupe: :

app.post( ' /api', (req, res) = { app.post( /form , (reg, res) = { | application/x-www-|
console.log( req hﬂd ); "f:f JOON data : | console.loglreq.body); // form data | form-urlencoded ||
res.send( Data "'?-:.EI'-.-'E.'f 1 ' res.send( Form data received' ): b Jl

|

s : 1)

AHS i {ierues static F[es lee HFML ECSS Jm.raStnFu images, etc. | _Aﬂ _}I
| |
| Useful for serving |
| frontend assets :
! without writing : !
|
[
|

Par'ses, mcnrnmg request bndies ﬂLs p[mn text.

const express = require( ‘express’); | ————————— i

const app = express(); | Use this when

i the client sends
plain text data

const express = require( express');
const app = express();

app.use(express.static( public )); app.use( express.text( ) );

| custom code 5 | Contart Tipe: |
We alread : £ ftext! ( Yoo | ! With Lontensfype t
// Now files in public folder are accessible | H : I i Gy s e el | text/plain |
/ ea. htto//localhost:3000/index bt | tested this in | i console.log(req.body); // plain text L i
- PR it B I | Page 10) : | res.send( Text received ); |
1 : L. il l 1), :
N s = Lo — oo e S S SR
® XPress. mw() @ When ’tu Use Which ?
T = y i | —_— = =
A__ Parses incoming mquest ht}dles ds {1 Euﬁer (raw d.a{.u}_ | Ans = ’V Middl Use Cnse
const express = require( express ); —— x| -
const app = express(); | UueFul f'ur I express.j json() Parse JSON data (APIs, modern apps)
| handling webhooks ' express. urlencoded[} Parse form data [HTML farms)
' upp.use{express.mw{):l; | (like StrlpE] where | .| i
| | the raw request “ Express.stuiir:{) Serve static files (HTML, CSS, J5, :rmges}
e iy = | ; | !
iy a%ﬁ}r'g;hﬂaﬁe?? i e | expresstext() | Parse plain st data
. h X 4y A i tor signature ser | W= =
) res.send( Raw data received ): ' ".-'EI'IFEE{ZI{JH “ express.raw{} _ Parse raw data (webhooks, binary data)
; LR == = — —

C ) R (1) T

_Aﬂ 2 ® These middleware functions must be used before your routes _Aﬁ _}:
|

Express js prnwd,es wsefil boltoin middteware '
Use express.json( ) for JSON data |
Use express urlmuodﬁ.;l___ for form data. '
Use express.static( ) for serving *-;tmm files, !
Use express text() und express.raw( ) for special cases

TheH are easy to use and built into fxpress Js:

e Use only the middleware you need
e express json() and express urlencoded() cannot parse files
(for that, use multer) '

e Middleware order matters in Expr‘ess.js.

“ Use the right middleware,
make your app work smarter! g

LED.I"I"I TﬂdﬂH, Bui[d. TEJFT'ICI'!“I“EIW l J

Karyvio.com
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What is Custom Middleware ?

® Custom middleware is a function that you -:ieF ne yourself
to perform specific tasks during the request-response cycle.

o [t gives you full control over what happens before the rsques’r_
reaches the route handler

e 'You can use it for lsggin51 authentication, validation, error
handling, medifiying request/response, etc

1S
n
L

Simple Example : Logging Middleware

: csnst luggsr = [rn_q, res, nsxf = {
| console.log( S{req.method) $i req.url} );
next( ); //

.

move to the next middleware ——————————-
| This middleware
| logs the HTTP
! method and URL

| for every request

—

;i}:
|

l EPP.UEEU.DHHET:',
l -"'f""l Or use rL!' i SF‘E[IF._ route

l app.get('/' lsgqer (req, res) = { :
| res. send( Home age ); |
i 1); I

|

Exumple : Request Validation Middleware

i

const l.ruhdai.eUssr = (req, res, next) = {
| const { name, email } = req body;

Ans -

| This middleware
j validates the
| r'eques’r_ bsd:j

|

if (Iname Il lemail) { i
|

‘ before I:rsriilng I
|

J

reburn res. stntusﬂi?r? 1) jsonl {
message: ‘MName and email are riiﬂnrsd

]' }::1 I @ User.
next( )
b
app. POSE‘E SErS \'ﬂlldﬂ.t&USE!‘ I;rgq !‘ES_] = { |
FEEJSEH{{ ﬂ'IESS'CLQE User oreated Llu::;efﬁj:.j{[::__ }J- :
|

| B

@ Use Cases for Custom M rddlewm*e

Ans —

Logging requests

Authentication and authorizakion

'.fahdu’r_mg rsqussjr, data {hsdH, params, qser;'
|‘|ur1:i|n5 errors

Msdl’rumg rsquest or response objects

Rate limiti nﬂ

Tracking user activit

Any custom logic specific to your application

Common Mistakes

Fcrrgst'r_ing to call next( ).
Net hs.nd[ing errors prsperlH.
Not using middleware only where needed ( performance issue )

Mudl’rl:]mg req or res |r*u::|:ur1'Eu:HH

Plucmg middleware in the wrong or der

Using async middleware without proper error handling
(use try-catch or async error handler)

Custom Middleware
in Express.js

Learn how to create and use your own middleware functions in Express.js
to handle custom logic, validation, authentication, logging, and more.

i Karyvio

LEARN | BUILD | GROW | GET HIRED

Custom
middleware allows
you to run your own

code during the
request-response cycle
in Express.js |

@ Middleware Function Structure

Sy
AHS ﬁ.mstmn mHHIddlewareireq res, nex’r_} {

f
/ do 'nl"lﬂ"'E-._h'ru ||
|

-=
."-"l middleware I
|
|

’rur.r L I:I.L'u'q'flLl"':

|
"'Ei'il-'\:" /I poss control to the ot middleware | | has three
} II psruwters

|| req, res,

Ex _Rle Aui:hsnhcutmn Mlddleware

Ans =1 const isAuthenticated -
| const token =
if (ttoken) {
rs’r,urn res status( 401 ). jssn[ { message:
}
// You can verify token here (e,
cansole. ll}g': User authenticated'):

{rﬁ res, mzs’r_J =5 %
req haaders, u.Jthunm’Lmﬂ

.|I'.:!||':,."}

orized });

JWT verification ) i
e e T
his middleware 1|

next(); | chiockes i bhie user |

B l is authenticated ':

: ,I before accessing |

| app 3e’r /el ||I ard | ishuthenticated. lreq res) = g TER o J !

o res. SET!DI.': Welcome Lo | Gl ':'C:""] i1 = ___J

1 |

P O e e e
Example : Error Handling in Middleware

Ans — | PE

const errorHandler = (err, req, res, nexf — | !

console.error(err.stack ):
res_stntusil:'j@ﬂ: json({ message:

=
I
|
|
| Sormcbhine viord e
| SOMELAING  WENE wrong ;
| g :

I

|

|

|

|

l

[ Evorhondlng midlere. 1
FrE use(errorHandler ); : has ' parameters (err, req, res, next) i|
(e = =
g Middleware Execution Order
ns — ol IO

| Request [\

! Mldd1EWﬂFE functions

| are executed in the

|
|
[ Middleware 1 J | order they are added I
v [f next() is not called, I
[ Middleware 2 J | the request will not I
v | move to the next |
{ Route Handler :] | middleware or route I
4 | handler |
_ N .

[ Response |

10

ns =

Key Takeaways

b

Custom mnddl&wure Hwes you flexibility to ﬂdd Hnur own logic
Always use next( ) to pass control ’r.n the next middleware.
Use it for lsgging, validation, authentication, and more.
Middleware order matters

Error-handling middleware has 4 parameters

Keep Hou-‘ m|dd|su.|:r.rs iunri.:sns meduiar an.:l ra:ussbls

possibilities 5 <y

tSmull middleware, big

Karyvio.com

Learn Tﬂdﬂg, Build Tomorrow ! U
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EX ress. sl 1S %Middlewm

Learn how to use router-level middleware in Express.js to apply middleware
to a group of routes and keep your code modular and organized.

Router-level
middleware is applied
to an Express Router
instance and affects

only the routes defined
in that router, not the

entire application,

What is Router-Level Middleware ? @ Why Use Router-Level Middleware ?

ﬁms — Router-level middleware is middleware that is upphed
=
to a spemhc router instance using express. Router( ). A___I"IS - EEEFll Hﬂugdrﬂde m‘:'d'llL“I and urqﬂmzei
L] F‘?H il eware GHH_ 0 EPEU IC FOULES,

e Avoid c[uf:’r.erlng the main app with too many
middleware functions.

e [Easier to maintain and scale Your ﬂ.pp[icatinn.

™ Cu}mmun[H used for authentication, laggmg,
validation, and authorization.

Basic Syntax Example : Protected Routes with Auth Middleware

e [t runs for all routes defined in that rnuter.

o [t does not affect routes defined in other routers
or the main application (app).
Useful for organizing middleware by feature (e.g.,
auth middleware for prutected routes )

next( }:

| rﬂu[&rgﬂtf {admin |§Fldm|n req res) = { | routes instead of I

e e :
Ans - | const express = require( express ); | Ans —>| const express - rEqusreI. Lx[mu Y
| const router = express Router( ); i | ‘f”s{ router dl_ express.Router (); [
[ i i | AuUth middieware |
| // Apply middleware to all routes in this router | + const authMiddleware = (req, res, next) = {
: router.use( (req, res, next) = | ! |  const token = req.headers.authorization; |
I il middlanare. )t | | if (ltoken) {
I f::i?l;'_luﬂ{ Router-level middleware ); i | return JrIas. status(401). json({ message: Access denied i I
L | \
1y, e i = T I }_, e 3 LR - e e oy e i !
I 2 : Use express Router() b l ;;xg?t-\:;cun A Il All routes in this _i '
: __-"r." i]EFinE rl:l-J.f.E'S l tﬂ;FEﬂLEI‘ a F'|Z.'Zlmumﬂr : : l FDIIIZEF WII.' r‘E.qlJ.H' ; i
| rauter get-:: I_.-" I::req FES:] =3 { | and app lJ middleware ! 1A | lid ¢ l |
1 3 _ 1 |‘ | pply auth middlewars to all routes in | & V@i oken | |
l res send('Router Home'): | Ismg router.use( ). |l [ hqu '{‘] e e ]|
| 1) = SEETEEEECRY | router use( authMiddleware ), |
I II : rnuterget /profile, (req, res) = { :
Lmudule.expnrts = router:; Jl | }I-resJ_-.unh messuge User profile , user: requser });
_______________________________ . | | |
!_mudule.expnrts = router: _|
Multiple Middleware in a Router Applying Mld.dleware to Specific Routes
— — S s s
Ans — | = 0 R e R
Ans | const rou{.ar express outer! fI I Ans = rcnnst it Expr‘e&s.“’ﬂuf.r:"'_ ): |
I const L‘}Fﬂar = (req, res, next) = { s : : const isAdmin = (reg, res, next) =5 { |
| "G"WEE"E E’”Eq method } S req.urh /i | | if (req.user?.role I== "admin’) { o5
I 1 next( ); I I _ return resstatus(403 ). json({ message: Admin access only });!
1 \ o
[ . ; | WESwTw ™ 0 0 ey sy I
tauth = | t) = { z next( ); I
: wnf_, ZE* bl L.IIE::IEHSESI D= You can apply I i i | Middleware can be ||
: multiple middleware : : Apply middleware only to this route | applied to individual II
| | |
I i
|
i

|

[

|

1

I i~

| functions in the
|

|

|

|

w1 0 elco Admin | }; i | |
/1 Apply multiple middleware touter usig 7 . IFESJEDH { mEss“dE iz e i
2 router.usel mwl, mw. - m _ |
: I'-:}th.EF usen I.'DQBEF ﬂuth_}, e e s e e 31| : i " [ |'|€i." il ,'p-b i 1.“'3'-451: {'h|5 m":‘_l:r‘“e._\-('_i_'-e I
routeraet( /data , (req res) = { | | router. get' /public , (req, res) = { |
! } rESjgonl{ meswge il-nl_rl tod dota JI,:I : FEE,JSDNI{ message: "This is a public rout te }' I
o e e s e e e e T e e e ) _ !
Prﬂ H r = 9
Project Structure with Router-Level Middleware Eruierlevel App-Level Middieware
—""Ans =2 : mH—upp,I' l____________llr ns —
- apps | Each router can have || — Router-Level Middleware App-Level Middleware
I — routes/ L . .| its own middleware l ' Applied to a specific router Applied to the entire application
| = useertes.Js \replcer: leve! Im.ddlgwﬂrw.i based on the | Affects only routes in that router | Affects all routes
| — adminRoutes.js { router-level middleware )| coaiiramant [ . ! |
| L publicRoutesjs (no middleware) I__?_______'_______ i Used for modular code Used for global tasks fzg bﬂﬂinﬂj.
I o mlddlﬂwﬂmf l D’EFI”E& usi TCILJ|1EF U':'E DE'FIHE& using app.usel ()
[ ng M
: -— auth. js |
. h}gger s | Example: Auth for fmimrn Example: JSON parser ¢ for all o ruutes

@ Cummun Mlstakes; - ____ K_H Takeaways

B,,'ls_ g Forgetting to call next( ) _Aﬁ = | o Router-level mIddlewm‘e he*pg you keep your code modular.
e Applying middleware in the wrong order l e Use expressRouter() to create a router
® Expecting router-level middleware to work on other routers. | o f!ILFIPI.'H muddlﬂwr:re using router |
e Not i’r:mdlmg errors inside middleware | & It only affects the routes deﬂr'ed in that router. !
e Using too many middleware functions unnecessarily, | ® Useful for authentication, validation, and route- specific logic. |
@ Keep your middleware focused and reusable.

“Orga.nized routes lead to scalable apps ! : <Y

Karyvio.com
_° ] - ol el S Shieal

Learn Today, Build Tomorrow ! (")
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Errm~hundhng
middleware helps you
catch and handle errors
in a centralized way,

pr’e'.rentjng your app
from crashing and

prnwding mﬂaningf'ul
I‘E.SPEII'I-SES.

. Error—Handlln Middleware
x ress' S Iq XEreSS sl

Learn how to handle errors gracefully in Express.js using error-handling middleware,
S0 your application is more reliable and user-Frjencily,

What is_Error-Handling Middleware ?

Frror- hundhnq middleware is a specml {HPE aof mufdtewure AﬂS g Sﬂﬂiﬂx Df ETTI;I[" Hﬂﬂdhﬂg MIdeME
that catches errors in the request- response I:Hcte | const errorHandler = (err, req, res, next) = { '_F_Ja;_ PSR
® It has four parameters: (err, req, res, next) // handle the error here
1}, Error- |'.|1ndum!

e [t is used to handle both 5Hn|:hr'uncu5 and usgnchrunmm errors

|

|

1

| middleware must
in a centralized way. |

|

|

|

|
|
i
- . X have 4 parameters |
® i helps you send a consistent and user—friend[g error response Gpp.use\ error Handler ); | P
r: |
L

instead of crashing the server

Ex _ple Basn: Errnr Hundler @
| Ans—>

Lerr, r:,_l res, next ),

Hundhn_ci 404 - Not Found

app- use['i_err req res, next) = { r | uppus-e“req. res, next) =» { |

B
1
I i A iy |
| console.error{ errstack): | In development I I const error = new Error( Cannot 3{reqmethod} 3{requrl} ); !
| 7 : i 5 EEAT .5 -
| res.status(500). ann( { mode, we send “ | error ¢Lﬂtu§ 404 '__ =t e O
| : i e | the actual error || | __nextierror);
| message; oomething went wrong! , S | | }); This will catch |
b s i . . )i | l
error: process.envNODEENV === development | Message. In =| I | all undefined i
| ? err.message | production, we || | // Error handler (should be after all routes) | routes and send f
1 I3 r ot 1
[ + 'Intdrnal Server Error i send a generic “ I app.usel [err{. req, res, next) => { ; | a 404 response. !
i) | message t | resstatusl err.status || EEG:l.anm{ e et
: ! e 1 l message: err.message Il “Internal Server Error
1) . | 54
| }'_J;
M o e ——— e ] I
L TR, Sy —_

Handllng ASHHE Errors | @ Using Custom Error Classes

r
: If Yyou are using async/await in routes, you need Lu pass errors Ans —> | You can create custom error classes to handle different types

' Usage Ina route

}

|
- |
i g e | T B
rext(err); // pass error to error-handling middleware | }
: _ |
|
|

| app.get( /profile’, (req, res, next) =
return next(new AppError( User not found', 4084));

|

|
| to next(err) because try-catch is not automatically handled I"“F S | |
! | | class ."-‘np Error extends Error { e {
! app.getﬂ'- async , async l:req, res, next) = { —————————— I constf'uqtor-f message, statusCode) { : _ustom error !I
i t!'r:| { | You can also use [ ‘E-UPE‘I'QFF!ESSQEEJ. . I classes make |I |
! !/ some libraries like H | this statusCode = statusCode; | your error |.
| // some async code | libraries I ! ! I
i I e | R lhlssinlus = “§{statusCode} " startsWith( 4"} 1
| const data = await qetDa’Lu{:’, }xP:'“ et b l”!i ; 5 e { b I hlﬁ"”-{"!'u ﬂ'ﬂ‘édlu
| r&s.jsm(dutuj; o handle async l | tructured and | |
: } catch (err} { ! A ”mi‘i"‘”_‘ _J' ; Err artupiureStuEk Iracel this, thcuneru,Eclr;-i_ maintainable I:
|
|
|

Error Response Format (Best Prachce) @

Bwlt—ln Error Igpe

ppuseu.,err req, res, next ) => { )

' r
i const. statusCode = err.statusCode || 580 I A consistent :: ANS = Some common buii-in errors you may encourter:
; e T ' =" = il [ :
I resstatus( statusCode /- jsan{ { i error response !I Error THPG | DBSGTIP';‘HDI'I
ok js, : ; | format helps II | SyntaxError | Invalid JSON in request body (handled by express.json()) |
i message: err-message |1 Internal erver Error i in debugging i ValidationE ‘Juhdnh failed ( from libraries like o uhd to )!
: [ process.envNODE_ENV === “development’ 8& { i and improves i| I o LS On faKed: LInom Ubrones: ie: eXpressvaldator
I stack: err stack | APT usability ” CastError Invalid MongoDB Objectid (when using Mongoose ) .
I 3} ); : Tgp-eErrﬁr F’asslng wrong type of argument
I_.JI.;;_. gl & = = - - W b= = __! : ReFerEn:EEerr Using an undefined variable |

Common Mistakes @ Key Takeaways

® Not using 4 parameters (err. req, res, next ). Anﬁ _:*: ® Error-handling middleware m’cches errors in a centrolized way. |

® Placing error-handling middleware before routes e Always use 4 parameters (err, req, res, next). |

® Not handling async errors (not. using next(err ). | ® Handle both synchronous and ilSle‘IlE.l‘lI"E'ﬁl’.‘IuS errors. !

= Sendtng Gonsilie error debails in produchnn I ® lse custom error classes for better structure. I

P Y i T A : ® Send consistent and secure errar responses. -
ke il ' | ® Plnce ermr~h-1mil:ng mud{ﬂ&wnre ﬂl”ter all mutes I

“ Good error handling doesn’t hide problems,
it helps you solve them faster ! i v

Learn Today, Build Tomorrow ! \"*)
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¢ Express Router
EX ress.)s| | JS in %xEress.is

Learn how to use Expr“ess Router to create modular routes and keep your
application organized, scalable, and maintainable.

@ What is Express Router ? @ Basic Syntax

Ans — o Express Router is a mini version of the E:-:press app

e [t allows you to define a group of routes in a sepm’ce

Express Router
allows you to create
modular route handlers
in separate files and
mount them in your main
application. It helps
keep your code clean

and Urgunized !

Ans =>4 cmsi ex.pr‘als:‘: = requureI |:-|-u J-
| const router = express Router( );

5 o I
mc:du[e. USINg EXPress kﬂutﬁl"'._ 4 Lise ‘.’IF‘FESS.QGIJJLEI":. /

I
| |
® [t helps in organizing routes by feature (e.q., users, products) : router.get('/', (req, res) = { ! to create a new
e [t can have its own middleware and route handlers. | res.send('Router is working!'}; | router instance
o [t makes your application more modular and maintainable 1); e

I mudule.expr:lrts = router;

Example : Creating a Separate Route File @

sing Router in the Main App
Ans > [ rodes/ierfotesjs | 1 Ans —):lm N S

i (1)
| Mount the router I|

| const express = requ:re" EXpress ') Limpr— gy | I

: s | const express = require( express’);
| const router = express. Router( ): 4 L

| cunst ﬂPP = EIPF‘ESS{:‘: | UJIHH Lﬂ[ USE" “

related routes |! | with a URL prefix.|

| I
| [ I
| router.get( /', (req, res) = { | I in a separate | const userRoutes = require "l.""‘lJJ:-‘?S:.::E-Er""r_,l| =
| res.json({ message: Get all users” }); i file and export |

| |

| b; | the router | app. use{express Jsom 1)

| p— T

|
|
|
|
|

app.usel'/api/users , userRoutes); // mount router

router_post('/", (req, res) = {
FES.JSDH{{ I'I"IESSD.HE r--."'l'-:|].'__1_-' 4 new user ]I:I_;

b

app. EIEtJ S 'req res,l = {
res SEHI:! '*Ir' £ H ie F:J"nna:;_: :I;
}i
app.listen(3000, () = {
Cﬂ“WlE,lng{ JETVer running an i-i.'—!- ¢/ /localhost - 3580 :'-

}'I;
@ Multiple Routers Example @ Ruuter wrth Mlddleware

—% | ) R - et e e L | ! e L Eem R
ﬂll_s‘ -'l routes/ productRoutes.js J [y i Aﬂﬁ =9 cmsl EXpress = reqmre' ‘express J; [ T

| You can create | You can use |

module.exports = router;

—_——————————

const express requ.rr'e': ‘express 1

const router = express.Router();
const router = express Router( ):

rrlu!i_-ple route
| files for different

S i middleware
4 Route=spacinc middleware

router use({req, res, next) = {
cmm!e.lng( "Time:", new Date( :'.t[:-{S[Jstr'ingI:}:I, i
next( ); |

1

router get{'.' X ':rec[_ res) =» 4
resjsun[{ message: [his route has its own middleware }:

|
|
I specific to this;
i | £ | .
| router.get('/', (req, res) = { | features like users, | router only
i products, orders, | !
1) |
]
4 i

res.jsc:-n{{ message 'Get all products }j: P
|
module exports = router; !

[ appys

| const ﬂrnductﬁnutes = requIref' /routes/ productRoutes” ); J
| a]:lp usgel ﬂ[lnrlldm 5 pruductRuu’Les; '

)

¥

module. expnrts = router;

@ Ruu.te Pu_rmneters and Router Fulder S’tructure ( Recnmmended)

_Aﬂ = | const exprpss = require( 'express J : | m — i my-app/ r-—"'—"'———-"“':—l
| const router = express Router() | Route parameters || | — app.Js | Keep all route files! i
I | work the same | | — routes/ | inside a 'routes’ ||
: rauter_.gel;l:'-’_Id', l:req, res) =5 { | way inside a I | usearutes,js | folder for better i
2 | I : . |
. const userld = req.params.id; | router Ny | productRoutes. js | organization |
| res.json({ message: User ID: ${userld} })jbe—o-—1| i orderRoutes. js Ciggimn _JI
L B | |— controllers/ .
| mndule exports = router; 1IN . middleware/ I
skl e Al e e | models/ |
@ Common Mlstukes @ Keq Ta.keuwaqs
= - o - e - - -

,Aﬂ > e Forgetting to export the router (module exports = router). ANS 2 o Express Eculer helps You create modular and scalable routes. |

® Not mounting the router in the main app using app. use() | ® Use express Router( ) to define routes in separate files
® Incorrect route Pﬂthﬂ or ]:II"EFI:KES. o Mount rauters using app usgel ':IIJ"I?!'I.V . router ). :
& Deﬂning too many routes in one file {I:eep it modular ) ® Routers can have their own middleware. I
® Using router instead of app.use( ) in the main file | ® [t keeps your code clean, organized, and easy to maintain I

) Wdelg used in real-world Express Js applications

“Modular routes, bigger possibilities ! . O

- Karyvio.com Learn Today, Buld Tomorrow ! ("%
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Controllers & e
in Express. js

Learn how to organiee your Exgress js application using controllers
and a clean project structure for better rnmntmr:ab{htg and scalability.

@ scalaklitps
What are Controllers ? @ 0
m => @ C(ontrollers are functions that handle the business logic Wh _.USE' Cuntrnﬂer‘s A

for your routes M =2 e Keeps your routes clean and simple.
® They receive the request, process the data (e.g., interact Separates business logic from route definitions

with models or services), and send the response. Makes your application easier to maintain and scale
e Using controllers separates your route definitions Helps with code reusability

from your application logic. Follows best practices and is widely used

A clean project
structure with controllers
hel.ps you keep your code
organized, modular, and
easy to maintain as your

Express. js application
grows I

U

usars 1) & ® Reqlstermg_the R-:}ute in ’che Main App |

} cateh (error) {

e e

Ly 3
const EXpress = rﬂqulre'._ EXpress i |

const userRoutes = require( /routes/userRoutes ); |

f b1
console.error{error )
: i _
res status(500) jsonl 1 message. Jerver error E

|
i

| |

i |
I

[t makes your code more modular, readable, and maintainable in real-world projects.
@ Example : Simple Controller @ Using Controller in a Route
r_ ;: .- — __.-.I_'..__ ! r > e ——  —— .
A l MMJS_] | Binoollare [ henale I A |[ FCIWUWRGMJS ] rpar' ‘m controller
| // Controller function to qe| all Gsers | | the rEIJL,.Pal |r13|-: | | const express = |E'5iU”"Er exp 'h'l:- I:f_n_ﬂ__'_’_:-'_ﬁ.:r_l.,nur r”_’__:
I const qeﬂ}sers = async (reg, res) =» { | and send the l! | const { getUsers | = require(’./controllers/userController'); |
: try | | response [l I const router = express.Router( ); |
= | // In a real .1L1|:| feteh users from a dat u.fjr'lge ________ _I! | 2 I
: ronsq. users = [ : rn;:nLihsr‘.grE!.a~ i HE.‘._:::'_-E"‘:::", /{ GET /api/users i
I { id: 1, name: Sovit', email: sovit@example.com 1, I : :
I { id: 2, name: Smrubi , email: smi LL".nilf'e;a;;r1zp-i-z.n.l.l-'1*.' } i | madule Expor*s = router; |
| 1; | i e oy e
I res.sfﬂ.{us{ﬂﬂﬂ\! Jsani{ message. Lsers fetched ::_1:;.:{?.1;:-.‘:.’.-.-.|' !
|
|
|
|
|
|
l I A _ | const app = express(); e =l
| rr_uﬁu_le_'aiﬁ'}:tﬁ_:__]‘*'_“_':_l_' _____________________ : ¥ : Mount the route |l
i app. L'SE gxpresr JSC'”' /s : | with a pruFm |
| app- use( ' /api/users , userRoutes); | {eq., fapi/users). |
Recommended Project Structure | ile G aptimee)

F S o A s e S R e R A A S A G A S L A . A . . . S

' app.listen(30080, () = |

/ e shodhore 1
I bl " . | Thi strustire :l | console.log( Server running on http://localhost:3800 " );
| EI.FFIJ,E C 'I'I.J noing r.p-.e[, your co de |I ! }::'; 1
- : — [:nnﬁg.r' # Confiquration files (DB, any u':.:'il organized and |1 ' . e ] ]
| |— controllers/ # Controller functions | scalable H
- || L userControllerjs e Emmple CamElete Flow |
| — routes/ # Route definitions | S ap—_
: L~ userRoutes js I |
: — models/ # Database models (optional) |
| — middleware/ # Custom middleware I'apt onal) | |
! — utils/ # HE‘lPﬁ" functions U‘j] ional) |
| - |
| “— package json
il L e Request — Route — Controller —» Response

Each part has a specific responsibility, making your code clean and medular

B“t Practices Common Mistakes

Ans =5 | e Keep controllers focused on business lmi
Use async/await and proper error hand ing.

I:’uttjng all logic inside route files.
Mot hamﬂjng errors in controllers.

L]
Follow a consistent folder structure. WY T
® Using controllers for simple tasks that belong in middleware.
L]
L]

)

|

|
b |
> |
e |l meunmgf’ ul fite and funcltion names |

|
®

|
: i
] |
— |

Separate concerns (routes, controllers, models, middleware ) Not FC'EU“”I”H a consistent folder structure.

Use environment variables for confi Quruimn.
Kvep your code modular nn.:l reusable.

Mixing business logic with database queries (consider using services). | |
o Not using async/await for us-,]nchrunaus operations. | 1}

@ KEH_ Tﬂ.l(ﬂﬂ.Wﬂ.H_

Controllers help you keep your Express.js application oraunuzed
Use a clean and scalable project structure.

Separate routes, controllers, and models:

Follow best practices for maintainability, |
A well-structured project makes it easier to add new features in the future

|
|
|
|
|
|
|
i

- “Clean code today, bi rtunities tom e
= KﬂEYVlO.Com cos 50y, D eppechanies tomirro | ) Learn Today, Build Tomorrow ! )
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" REST API Development
EX ress.)S (| JS in Exgresse.\i; il

Learn how to build a complete REST API using Express.js, following best
practices, proper structure, and real-world examples.

@ What is a REST APl ?
Ans - o @ REST API Principles

A REST APl

allows different
applications to
communicate over HTTP
using standard methods.
Express.js makes it easy
to build powerful and
scalable REST APls !

L ] RESI .REF‘reﬁEﬂtﬂtanﬂL -.'.ls..ﬂtE Tfﬂ.".E'F'Er. IS an a.r‘chitfﬂt.urﬂl Ans _'; ® UhE E-E.Cl.ndﬂ!'d H'l—l-P mEH‘IL'IdQ:

style for building web APls, N P ® Use meaningful and consistent URLs.
® It uses standard HTTP methods (GET, POST, PUT, PATCH, DELETE) e Use proper HTTR statiis codes:
e Resources are identified using URLs e Fuchange data in JSON format.
® Data is exchanged in JSON format (usually) ® Keep the APl stateless.
o Stateless: each rﬂquest from a client contains all the information needed e Follow a consistent naming convention
® Widely used for web and mobile applications ® \Version your APl (e.g., /api/vl).

® Provide clear and useful error messages.

@

Project Setup @ Bq,su_; Project Structure

: s [
|l router.post( /', createllser); [/ POST /api/users res.json{ user),; |
I router.putl’/ id’, updatelser);  // PUT /api/users/:id o _ :
| router.patch(’/:id’, updatellser), // PATCH /api/users/:id E”WFLE-{EE“EEUSEF = ATEG, rEE:'_:} { I
| router delete( '/ id" deletellser); // DELETE Japi/users/ id const 1 name, email | > req.body; i
| const newllser = { id: id++, nome, email }; I
I LISEFS: pu_*h newlser ) |

|
! |

|

|

res.statust 201 ). json newlser);

Ans - _' mkdir: express-api EEre—e ree i Aﬂs =3 express-aplf = _'"____'_____'l;
I R, LT | Initialize @ new Node.js I R T PO X !
| Er irF:it = 5 l project. and install l — controllers/ | helps keep your code |
: B t | Express We will use } ! : — routes/ | modular, maintainable, ||
RCER l.ns express : nodemon for dE'I.FlnPrrrn ll |L — models/ I and scalable I:
| npm install nodemon —-save-dev | to aufomatically restart | ! L middlewara/ [iE e - i
I i_ the server :| | L utils/ .

e, ~ T T & « 1 | i !
| B A b I
| ' serverjs |
| m:ka e.|son
LR mipr e Mol BN

@ Creatng o REST APLfir Users (B Cortroller ng.c

Ans = || —“I ook s T T
|L I.l LJ = ! Define routes for I | A"S I |~ Js N| ! Controllers contain the ::
| const express = require( express(), | al CRUD operations | | | let users = [J: | business logic for each |
| const. router = express Router( }; | on the users | I | letid = 1; | route. In a real project, i

| r T ! L g Ly 2 II
! | Jll | exports.qetlisers = (req, res) => { L4 waRc e g atioe |
: const { getUsers, qe*User createllser, L.IF'r:IﬂtE-..ISEF ————— — —'| [ e chibust 200) fiean iges) | Instead of an in-memary ||
: deletellser } = require(  /controllers/userCantroller’); ! ' } : i ' Lmrmj _I:
| : i Tl
‘ Fa : e | exports.getUser = (req, res) = { i
: mu*‘er'ﬂd;l A BEEUSEE‘SJ,-‘ [} “}."ILFJ‘HWE I const user = users find{u =» wid = Fﬂ.l"‘Ell'ItLFLq pﬂ:’l:l.l'l'lh-]d. I I
router gEh Jd, gEtUS-ET-'. {/ GET /api/users/:id I if (luser) return resstatus(494) json({ message: ‘User rot fourd }); !

i

|

|

|

|

|

|

|

module. exports = router;

| i
/i similarly implement updatellser and deletells

Connecting Routes in the App @ S_tartlnq the -éefv_e_rj

(R = — — = e e e T e -
. ey ——— g . W e e TR =

FQ
J

i

=

i e e e e e _—-—'—_—‘-. ——————— |
' L'EP.F—J . | Use &'*P't‘“ jsant.) Aﬂs [ serverjs | | Start the Express |1
: const express = require( express ); i middleware r||.: e (" Joiet) S “"-E"— sk
s Y ; H const app = requirel ../app ), | server and maxe ||

| const app = express( T50N: reausst badies | _‘ | ,
| const userRoutes = require(’ /routes/userRoutes); | oo wu'i = | | const PORT = process.env PORT || 3000, | your APl live |
| i - | | [P YRR S, |
| gl v D H | Al I

! app usekEEPFESSJSUﬁ )): | r:hesf-.:.uthfuﬁre o 1 | app listen(PORT, () = { i
\ VEL i e ; i

l app. use( '/ “f-‘ SUSErS UEerEuuiH )i IL_ e ol | I console, 109': ETVE running ar '.I.'.|.'.L"rl b8 F"-'er ) I
‘ module exports = app; Ll} DN =T B N |

Testing the API . KJ Tokeaways |

&1.'_52 —> o Use tools like Postman, Thunder Client, or curl to test your AF, 5 -—}l REST APle use:skandard H‘r'“:! methods md JSQN

® Example requests: I @ Follow a modular project structure (routes, eontrollers, etc) i
® Use meaningful URLs and proper status codes I
@ Kcep your code clean and maintainable |
& |
- |
@

| Test all CRUD
operations to

| GET httpi// locathost: 3060/ apl/users

| POST http/localhast: 3000 /api/users  (with JSON body)

| GET  hitp/locathost:3000/api/users/1 |
PUT hitpu//localhost: 3008 /api/users/1

| [ELEFE hi tl J/ localkost; 'I’L{r".l:ll."rl.u-' /1 i

Test your AP thﬂ"au;crhm

Use a database (MongoDB, FostgreSQL, etc.) in real projects
Consider m:tqu validation, error handling, and authentication |
in the next st teps. |

| T S P ek Y )

EFaLINe HCJF ."!'Fll

I
|
|
I L
| Nl’].’l‘l:? C{?FFE’LLLLH
e EE |

Kﬂ.r}/ViO. com Learn Today, Build Tomorrow ! ")
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HTTP Status Codes &
IE)(E ess. !Sl @ API Responses
in Express.js

Learn about HTTP status codes, how to send proper APl responses in Express,s, and
follow best practices to make your APls consistent, professional, and easy to use.

Good APls
communicate clearly.
Use the right status
codes and consistent
responses to make your
application professional,
reliable, and easy
to maintain !

@ __h@t are HTTP Status Codes ? @ Categories of HTTP Status Codes

‘ Ans & [Bx| Informational  (eq., 100 Continue)

P status codes are 3- digit numbers ret Jlnl:u:l by { the server

to IF‘|I':|.II:"L g .I'IE result l.'l|' @ "|.,I!'!Il.

f A [ MWD KD
] Thn:h' help the client understand whstii‘:cr the request was 2xx Success &g, 200 OK)
successful, failed, or needs further action. 3xx  Redirection (eq., 301 Moved Pgrmﬂnent_ljj:i l
® Using the correct status code improves APl clarity and S (lient Error (eg., 400 Bad Request)

I'EI'.Jl'E.EH debuggmg easier

2 S @ Sending Basic Responses

Ans — Stotus Code,  Meaning | When to Use . Ans =

5’.! S‘EWEF El_rl:lr {Eﬂ : 5‘2@ |T|1.Ernl:|.|. SEWEF Errl:‘r:l
Commonly Used Status Codes

200 OK. Suceessful GET request o ) :
201 Created | Resource created (POST) . | const express = F'E':I'JE"'E{ "express’'); rLJthd . i
204 | No Content . Suecessful request, no data ta return | const app = express(); JLL ._hi! i
0] . Bad Kequest . Invalid input / validation error . | opp.get('/', (req, res) = { | and res json() ;I
4 Unuathorized Authentication required or failed . . res.status [ | tosend the :
483 Farbidden Access denled (no permission) : message: VWelcome T ) 1 'T_ rr- _ { |
oy . Mot Feund . Resource not found I ”'“ |
Leg Conflict Resource already exists (eq., duplicate) I .

472 Unprocessable Entity | Validation errors (detailed) | -:]pp.g‘EtL ol

00 . Internal Server Error | Something went wrong on the server error: '

1);
1)

et s U201 || N8 ®o apjs
Fil 7 ) f 5 uhar n Wetd
app.post(’ /users’, (req, res) =>{ o app.post( ' /users’, (req, res) => { Use J””
const { , email } = req.body; = const { name, email } = req.body; for invalid |
: latabase (d | ) | nput or |
const newlser = { id: 1, nome, email }; el : if Cinome || lemall) missing
) = N return res.stotus(480).json({ required
error: MNome and email are reguired fields I
}}r i S |,

;.L. - |

@ Conssten. AP Respone Fornat, (8) Exangls Usoge in Routes

Ans =

{ Using a i
Sy . Ans - Y routes/userRoutes js
LU LETTL
response tormat | comst { sendSeccess, sendErmor | = requirel’
g, messoge, dakn= | | AT
- MAKEs your AX
easy to use and | router.get (" /profile’, (
mamtain consk [ id: 1, name: ‘Sovil

de, Messoge, erroes
1

@ Ke Take.uw

A_nt‘! =3 [ ] ._Jue the correct HTTP status code for each situation

Send clear and r"-erm:ngfu[ response messages
Maintain a consistent response format across your AP

@ Handle errors gr'ﬂce:ullh with proper status codes

Good AP! responses improve developer experience and debugging

. “Clear responses today, better integrations tomarrow | (")
- Kar‘YVIO.Com Learn Today, Buld Tomorrow | ()
[
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lnput Validation &

Sanitization
in Express.js
Learn how to validate and sanitize user input @A Express Js to make your

application more secure, reliable, and error-free.

Always validate
and sanitize user input
to prevent invalid data,
securi!:.H vulnerabilities
(e.g., XSS, NoSQL injection),
and to keep your

application safe and

clean |

)

E@

_WhH Input Vﬂhdatm" . ot s ® What is Sanitization ?

Prevents invalid or malicious data Frcm enbermg your app. Ans . - Sunttu. e cl&unmg user input Lo E

harmful characters or unwanted content
e Helps prevent attacks like XSS (Cross-Site Scr"iptmg:l

e Removes or escapes characters lke <, >, *, , etc

™
™ Jmpm-.re.s data n:-:}nELELencg and rei:ablhtg

S HELFIS avaid sgburlhj issues like XSS5, NoSQL injec’r.iun, etc.
o Provides meaningf ul error messages to users. i
&

Makes your app[imﬂnﬂ more robust and maintainable.

] [}

|
|
|
|
|
: e Usually done using libraries like express-validator
L

----- S— S— | or custom functions.

@ Using_express-validator @ Vahdatmn Example

; | e P i e
Ans - | . EKFFESS vuhd&lor‘ i5a FIC'FII.L[G-I" I'ﬁld.dlEWU.r‘E FI::II" I Ans -3 ||:':-|‘|ﬁ|‘, l‘!)dH validatisnResult } - requirel express-validator J; :
' Tﬂiidﬂtiﬂg and sanitizing inputrin Express. Js: l IQF'F' okt resister” | rlejI:lu_‘;e____'
I o It provides chainable methods for validation and | I bady( " nam: I‘||:I|:E-'11|:It-:|k' mthnssuge'u ame |s required '), : al i
| sanitization. | I bﬂdnﬂ“-’ ") aEmeil( ). withMessage("Volid email i reqared”); | "er S )
I [ | b&-.‘lljr nasmwerd ) lang’ml{ min: & }) mLhMﬁaxcqe Fassword i and I[MSi'-i'\f‘-i”l Il
. Install it using npm: | ' st be at least 6 characters’), ! biefare I
______________________________ | 1], ( ..req. res) => { ! processing, |
! | ] : : const errors = validationResult(req); [ J I
! | npm install express-validator L | if (lerrors isEmpty() { :_t“” request. |
!L e e e ! : return res stntus{li':ﬂ:'.]mnl{ EITOTS: @rrors |:|,|'r|:||:|::' ) i
—=- T =T — — = - .
| FES.EEF‘.I:'.{..".-'Iiil.-.i:i:'l-J..n"l'- ;.-.'..1'-1-..;:. :|; |
IJl |
t t E e e
Sanitization Example
S e Handling Validation Errors
NS = ! const | b-c-uH b = r'ELIL.l!'Ek ‘express-validator ' ); 1l s .
' = | trim() removes H ANS =2 | const errors = validationResult(req); I._ r'-"'..l_. — |__1_H
AP st R eEIE G [{ T | extra spaces 'I if (lerrors. isEmpty()) { | R SDEC
! body( 'message ) trim( ). astupelz emoves | oc. lr‘: Y ormerks !! Febiirn res shabis(40 JE.UHI:{ for walidation |
| it Vesage s requied), | o o | pi s K
| 1, freq res) =» { | to safe HTML i _ message: ' Validation failed'; | cend a clear |
! handle il m— | entifies H i Errors: Errnrs.urrcl.ﬂ(,.' I response to I
res.send( ' Comment receved!'); i i Y E the client t
I }_‘u_ | | |._ _______ Il
| ik | : } [
e o e e l ; ;_'If':ee‘."_l i'. AQ- eFrQrs |
® ; Custom Validation @ Best Practices
Ans '_,l I:{"F]St { hﬂd r = requir I:-“L _{r pes-validn :_-}: e = = 1 :. = = = — - = — e e e
- - i You can write ns =

—_— 1}

: ".f'aladate and sanitize n[l user np“ts
const: isStrongPassword = (value) =» {
f IWLUP ferigt:q < ) throw new Error{ ‘P i Iteoshart )3 | £ chions for

if ('/[0-81/ tost(velus)) throw new Error{ ' Possword must |

Ly A | ‘specific rules
contain & number :I lEE]

custom validation | [

|

|

|

il ! .
| Use express-validator or similar libraries

: Provide clear and user-friendly error messages.
| Do not trust client-side validation alone

Combine validation with authentication and

rate [imiting.

| return true;

| &

' app. pust" /register , |
b-DI:lH': password ) cuhtc-mrlE.Sirﬂnng‘ﬂ_.swurd}

| (req, res) => {

r'es.aen&f Valid passw nr;'|:':|',

|
|
|
|
|

' |

: |

| | I
|
|
|
|
|

Keep validation rules in a separate file for better
organization. .
® Test your validation with both valid and invalid inputs.

—
@ Example Request & Response @ Key Takeaways |
Ans —|  Request (Postman) Response (400) —~ = ..

{ ANS =2 | @ Input validation FIFE".I'E"I-IZS 1nvulid and malicious data |
POST /register Meiaeis Talis: l @ Sanitization cleans harmful content !
{ T —» | message”; "Validation failed” | @ Use express-validator for easy validation and sanitization
rrr.m, ,,:,IL ermail’ ép_ﬁlrr: S . Volid email. is required” } (/] Always handle validation errors praperly.
password ; "123 2 m i muist By s ' @ Custom validation can be used for complex rules
} . b characters” ] | @ \olidate all user inputs in your application,
} ! Q A secure upp starts with clean and validated input !

|
I
e e e e e e

’ *Validate input, build trust, create a safer tomorrow ! i J
Karbyv 1I0.COM Learn Today, Build Tomorrow | ")
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- @ What is Authentication ? ® What is Authorization ?

@ __Protect_g_R_ogtes (Mlddleware) ___________@ Rﬂ[e_Bgs_eé_Authnr:zutmn

Page - 21 ﬁ Kﬂry vio

Authentication & DN
Authorization

n Ex ress

Learn how to lmpbemen’r. authentication and u."‘tﬁbriza G
tD P'I'DtEEt Hﬂur' ﬂ.PPl.Lﬂﬂtlﬂﬂ ﬂﬂd 'I:-Dntrﬂ[ LUSer access.

Authentication

verifies who you are,
while authorization
decides what you can do.
Both are essential for
building secure
applications !

-3
BB_B' ' A_I'IS —3 e Authorization is the process of t!ei:er'mmmg whut

| D'F . User 'IrEH Llﬁll'lg Bmﬂil. I:I.J"Id PﬂESWUrdJ i G@r ﬂuthﬂntlﬂﬂtﬁd USer is G.[tDWEd LD I.'.{D
| @ It ensures that the user is who they claim to be. . ' ® It controls access to specific routes or resources

L@ - Cammon methods: usernﬂmefpasswor‘d, JWT, OAuth. I | Eﬂ.ﬁﬂd on user roles or Fermissmnﬁ. :
- | ' :J{ﬂmple: nn[H admin can delete a post, normal users E

Ci ; i I
— L::ngrl, o ? can nan view their own data.

® Authentication is the process of vEmFijH the IdEﬁtltH

SR EKPFESSJS authentication is Ll.SU.U.l.i.H g lemented I ® Authorization is us.uall'j [mpiementeﬂ. using roles

using JWT or session-based login. , |

| {e.g., user, Etc:irmin]II or perrnissjun checks.

@ Au’chenhcatmn Flow D _Bastc Lug_n _Example

_WJ_ | J . } '

| " Generate token (we: will learn JWI in next page |

AI'IS - : Ans = | apppost( /login', asyne (req, res) = { :_ "i'f:;:;mm l-r_L_. i i
e - | coat{ il pasmcrd = e bod Bl |
| User | Catirale | Clisk Serele | Lans* user = aweit UserfindOnel{ email }); and allows ]
| Login —I-! ey -I- Token Send Token | ~»  Token with | iF (tuser || Kawat ME‘-“'”F‘G'_ Password(pasoword)) {]_login = I
[ '[e.g__ email & Efﬁdmtlﬂlfr JWT} ‘ to Client Each REq est I return res stabus( 4% J_t.:mll' message: valid -.'-.:.'.-_=r:'_.-... st

|

rﬂs imnl:'ir message: Login successful }); {

= ’_7 gk 3
v ] % res.jsonl | message;
I i

|
| Allow access i
| | bas g |
—————————— - E‘rl on user |
&'lg _‘: const authenticate = (req, res, next) = { i_.l S ol Ang —| conct authorize = (roles) > I v |
U] o fesiid ST [ i e | Use middleware | return r-er res. rl|-1:| FoLES q agmin,. |
) check iF user o naosd in [example with session | o | 1 I | | \ s t _‘I { &= - i
! r : : | to protect routes if { Ireq.user) return res.status{461).ison({ message: Un :.5'..‘~' R
| if (reqsession && req.session.user) { Pt I : quier) ret {4 Rge e 4 1i |
o i and ||m. nf-t-essl ' if { Iroles. |l1f|u:iE~5|:qu user r:}lp 1A |
req.User = req.Session.user; attoch user Lo request ! | ! : babusl490) ;L |
. only to | return res.status( qu.\ message: Forbidden });
return mextl ) Eanie I :
} [ authenticated [ I :
A
4 [ 1 | users | - next{);
reburn res.status(481), json({ message: Unautharized }); = | | }
Bl | !
! It | i
! I 3 P ] - { | -app.delete’ /admin/users/:id", authenticate, authorize{[ admin'])
[ npp.getl, {profile’, authenticate, {req, res) =» 4 I Il"P g { 3 ' i
! - [ | - (req, res) =»{
| res.JSDnE{ message: |his 15 a protected route” }): : i) L Ty
i ! r deleted }):
L !

L b

Ans _i| Method Desm‘#.lm | Ans = ® Always hash pusswurds 'use l:u:r:lpt‘

C?@@?ﬁﬁ@h@ﬁi@’&wn Methods Best Practices

_ o : ; ® Use HTTPS in production
| S , Stares user session in server memory (with cookies) ® Store sensitive data like tokens securely.
TWT (JTSON Web Token) | Stateless authentication usirig tokens ® Use environment variables for secrets
- - ™ ]rnpiernent both authentication and authorization.
Gl‘xluth I_ﬂg:rl I|"|||'I:]'| th|r‘d'|:'ﬂ.rtvlj p“ﬂ‘.‘idE!E I._G&"ﬂgl.a.. G]EHUEJ. Etclll @ US‘E :—.DlE—’:ﬂSEd Access I:I:“"II:TUI. {RBJ&IE:I_
APl Keys Used for service-to-service authentication ® Log suspicious login attempts,
- ® Sel proper session or token expiration.
Social Login Login using Google, GitHub, etc. i ® Never expose sensitive information in APl responses.

ReoWord Evorle Use s (A0) Ky Tk l

User ingm and regmtrcd:mn. Authentication verifies the user's identitﬂ.

i
Authorization controls what the user can do. i
|Jse middleware to protect routes. :
l
|

Pruieating user prmcile. pages.

REEtrictiﬂg admin routes.

e ' .1
Allowing only verified users to access certain features. Empbmﬂnt role-based access for Bebier security

000000

."\mmjs follow E-EEur'ltl_.j best Pm:tlcas

! Controlling agtess Lo’ premidm cortent; ﬁ A secure application builds trust ﬂ.l"d gr-:::ws faster !

|.__.__._.________._ [—— = FRSREL S L EoR

" Secure Users, Stronger Applications ! _—

KarWiO,Com Learn Todag, Build Tomorrow ! 1:)-
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— in E:-:press .js to secure your appllcatlcm

- g:D What is JWT ?

- : e IWT {JSON Web T ken:',l is a cumpuct, URL -safe token ' Ans —3
! used to SEEure[H transmit information between client | =

I and server. ! !

| ® It contains user data (payload) and is digitally signed i -

' to prevent tampering. : !

| @ It is stateless, which means the server does not need ;

i to store the token | 5

e Commanlg used for authentication and authorization '

|

in modern web applications. . —— '

. 8-

Ans -

@ Install Required Package

AI'IS _" We use jsonwebtoben package to wnrk mth ,J".r"-"T

- ' r ______________________________ |
| npm install jsonwebtoben . |
e e e e e e e e T — =i |
i
|
Verify a JWT Token (Middleware)
Ans _’| const. jwt = require(’ jsonwbtobken'); This mi uﬁ are I Ans—r
: const authenticate Token (req, res; next) =» { rerifie: token i ==—n
: const. token = req.headers.uuthcr-:zn.tinn; "'J L’ﬂl' ! |
| 2y '. W u |r ';
| if (Woken) return res.status(! ?J'-'runlf message: No Loke }} | is ﬂl | : !
: try { !
! const decoded = jwit. verit l:]l.u.uker process.env, JWT_SEC RET ): { |
i req.user = decoded; // att ach user data to request |
nextfj: !
} catch (err) { . !
! reburn TEE—.Ef.ﬂ{u.SE!'I'::::L':':'.‘!EDHH message: Invalid token }): i |
T
| s |
! module_exports = au’r hentmute!a-ﬁen -
@ Login Flow (Huw It Wﬂrks)
ES :
1. User 2. Server 3. Server | 4. Token iz baken in future verifies token
enters email ® verifies % generates sent to client ® requests ;* and ollows
& password || credentials || JWT token |  (in response) | (Authorization header) access
| |
. | )
@ Best Practices
f= e o e P v e et e e et e
A_ns .1 ® Use a strong and uriique secret key (store it in .env file), ! Ans _’i
. ® Setoan appropriate token expiry time l
| @ Do not store sensitive information (like pusawnrcl} in the token. l
e Use HTTPS in production. l
e Implement both authentication and authorization. :
E ® Consider using refresh tokens for long-term sessions. :
@ :":'u.wmjs handle token errors prup&r[q :

A oy e i st - i - e . e - S, .

JWT Authentication
in Exp

Learn how to meleme.nt JWT (JSON Web Token) authentication

i 0@000

| Karyvio

LEARN | BUILD | GROW | GET HIRED

JWT is a secure
and lightwaight way
to authenticate users
in web ﬂpp[imﬁiuns.
It contains the user
information in a signed
token that can be
verified bH the Server.

resst

Structure of a JWT

the signing algorithm '::EH HS256).

] f‘*ql-\rd Contains the claims (user data like id, email, role).

A JWT has three parts separated by dots I: ): |
| hea.der payload .. signature | | :

Heﬂdu i f..nn[:mns the type of token (JWT) and :

|

..~|:r~.u_L_~. e Verifies that the token has not been modified.

Generuﬁe a JWT Tnken

F&Fter Q- user |D95 in success u.lH generﬂte a tnkan

using a secret key, ————
b W | You can set |'
const jwt = require| jsonwbtotken ): .
| , 3 I 1r..| b rL. ||
| const token = Jwt SLHI'IL | time like
[ id: user. Ld email: user.email, role; user.role }, | '1|- :
process.env. JWT_SECKE /" secret. key ! Td' I
: = A 4 I
1 expiresin: II_ } /" token Bxpiry time I—-————'——'!
}; I

Use Mlddlzwure in Prntected Rnutes

const e_xpress = reqilrf.l: Xpress };

| const router = express.Router(); |

const authenticateloken = require[ 'middleware/auth' );

! Protected route

ruuter qelz[ /pr ofile’, authenticateToken, (req, res) = { i
res. json({ o
message: User profile , [ffth |1|J+|1rr1..||:L.,e A

user: req.user | st i
i

1;

ACOESS

|
i
|
|
RETR I
| this route. '

IR S e

. Send Token from Client

AHS 2 Include the taken in the Authorization |er.tder |
| for every protected request. |

| | Authorization: Bearer <your_token_here> l i
[ e——————

] ‘WT is a secure and stateless authentication method. |
' @ A token contains header, Fﬂul:}:td and signature
Use jsonwebtoben package in Express.js

Generate token after successful login

Verify token using middleware. !
Send token in Authorization header. |

Follow security best practices.

“Secure Authentication, Br‘lgh’ter OPPcrtunitles !HU

Karyvio.com

Learn Today, Build Tomorrow ! J
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Never store

ek Password Hashi
ress. |S wi{‘.hT::rgpt .

in Express. s

Learn how to SECurEli hash and venF passwords Tn EXpress.js—

UELI‘IE EI"HP{:. tﬂ PT"DJCEE user dﬂtﬂ-

® What is ber rypt ? @ Install berypt

plain pﬂ.ﬁs‘.-.r{:rds
in your database.
UEE b‘crHPt t[r hﬂﬁh
passwords and keep
your users data
Sﬂ'FE CLrICI. Secure |

M e bcrHPt is a Pnpukur LLbrarH used Ll:r hﬂsh pusswordg
in a secure wa

@ [t usesa technique called su[ting and a slow hash{ng
ﬂlﬂﬂrlthm to prevent brute-force attacks.

e Even if someone gets the hashed Pa'aﬁward from the
database, it is very difficult to convert it back
to the nrigma[ pasawor‘d

. IL is wade[H used in r‘eu[ wor'[d web app[mﬂtmns

@ Hashing a Password @ Stnrmg in Database

Ans—'! ® Always store the hashed pussword in your !
e database, not. the plain password. |
I . @ [he hashed passmrd includes the salt, so you |
' dont need to store the salt separately. !

m —>| Install berypt using npm:

If you get any build issues, You can use:

———— .

npm mstalL bcrHPt ——build-from-source

e e — s — =

A = FrLD > = -I
const berypt requu—m, "berypt ') |:n'.r'-§p'i.|1u~_~h':} :

| const plainPassword = ‘myPasswordl
const saltRounds = 18- I ecomm cr.dred. 16-12

|

|

! hashed version
r |

I of the pa;swnrd

| bcrHPt_ha_sh{P[ﬂiﬂF’ﬂsswurd, saltRounds) using @ salt ;
then((hashedPassword) => { e e \ Store Hash '
console.log( ' Hashed Password hushedpasswardjl ; _ Elitmr Hash using in Datal |
1) _ ers — ;
.catch((err) => { : Il Passiiond bcn_.;pt [E-f]-- M“”S‘}DB} |
console.error( ' Error hashing password ', err); ' ! or PﬂStﬂrESGI—}

D; ' ; %

Verifyin ying a_ Passwurd _Example: Register Route

r@_

BT LT g r i e — Y

; Hash the passwor d |

>

ns —}f const express = reqm'el_ BXPress )

ns '_"I‘I cunst berypt = reqdlrr_[ [P 1F" x: ——————
| const HerPt u require( ::-tr!__gl:-f' .j];

| IZ‘LF';[FL L -;urn;_:urr; J

| const plainPassword = 'myPassword123’; | checks if the : ! const app = express( ); | before saving i

i const hashedFPassword = '$7B810%8 - // from u’ﬂL]ﬁ:ﬁ'; entered password | app.use {express.jsqn( ): | to database I

I matches the stored I :

: |:u::r::|Pt.cmpure(p[&lnpﬂﬁwnrd. hashedPassword) | hashed password. |} | upP_Pust{ /reqister ', async f,req res) = {

| then((isMatch) =»> { e e ! const | name, email password } = r'eq.b-udH-,

} if (isMatch) { | try {

| console. l.ﬂﬂ'-,, ssword is correct J.; | | const saltRounds :

: } else { ' n:unst hashedPassword = await berypt.hash(password, saltRounds);

| consale, Logf'.'r'-'-fruul [::l'k:a'f-'-'lr'-:l'J; | " Save name, email, hoshedPassword to "“I'.'ltl 5

| | I res statubs(21 jjmn{{ message: | fger registerec i|;;-_nss.‘§u'zl|_; B:

! Y y " | | } catch (error) { i !
.catch((err) => { _ - ! ' res.';tatj.d:*;l:f:fs‘!a]".ann{{ message: Error registering user });

| console_error( 'Error comparing password: , err ) i |} . : =

® __EKQm_E[F‘__L?Si”___RUEt_E_ — @ Chnusmg Sult_ Rnund.s

| @& Salt l‘ﬁun{is control hm-. sluw und secure the hashmg
l process is.

| ® Recommended value: 1@ to 12,

i e Hiﬂl‘lE‘F values are more secure but toke more time.

|

|

5.'
iy

1
| Lu"npure the ?ntErLd I|

Ans — | const. express = require( express');
| const berypt = rEquirEI:'hcr::Pf.'};

stored hash,

f
I ]
! password with the ||

'upp |:u:tsf.|:"'f ogin , async [TE'[i res) => { :

l

const { email, Fla,sr.wnrd } = req. i}udu:] [ ] [‘.xamp[e At g
tr'—' { ; |r :nnSl; qr:J.‘ EU:md.s = 1
{{ Find user by email from dotabase S LA AT el _J

const user = await User findOne({ email });

|

]

|

|

| !

| S
; |
if (luser) return r‘es_sta’tuts{f'lﬁ.-‘--’r}.ljsunf message: User not found” }); :

Best Practices . K TG.I( eaways '

I.:Dl'LbI'_ isMakch = await berypt.co (password, usetpamwrd:l,

I: 5MG.+.C|":| rel:urn Fes. sf_utu!s{ bt J'Jﬂmtf mg;mﬂe ugJ_L_j_ | 55-'-'ai...’r... }jl Ans @ .-'!lﬁ'.l.-:luﬁ r.u:. F:'.lu‘n"-rd;. J,_.|n|:| hrrurl' ns E 1:‘:' 'JI-[. E'E"—‘Jr':'lﬂ I‘l'.ILhE ,“w,:,n-l |

|
|
|
rESJscmf{ rm!ssaga Login successful ', userld: user.id :l i | ® Use sufficient salt rounds (18-12) | | @ Use salt rounds 10-12 |
} catch Eerf‘ﬂnr { | | @ Never store plain pOSSWONGS ! e R e BB Pt ]
res.statuts(500). ison({ message: ‘Error during login' }); - : 4 st i
L : e e G Ll 0 i l | ® Use HTTPS in Prudud.l-c:f'. | 9 Use berypt. Lm\um[u For |ﬂ:’u-I I}
| }); ' G, Hondle errors properly. | | @ Protect user arcounts with i
: | @ Combine with other security measures : additional securtty measures
_ {eg, IWT, role miting, ele). | | @ A secwre app bulds trust |

_ *Hash Passwords Ty, Karp Users: Safe Taorrow 1™
Karyvio.com | Learn Today, Build Tomorrow ! ("
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Express.j és +
MongoD

Learn how to integrate MongoDB with Express.js (I:)"~""'i“":'l'i:’":l-sE Integro.tmn)
to build a real-world application.

MongoDB is a
flexible NoSQL database
that stores data in
documents (JSON-like format).
It works great with
Express js for building
modern web upp[lcu.tiuns !

@ Whg_Use MongoDB with EXPFESS ? @ Install Required Pu.ckag_ .
Ans

r_'__ e e e e ___] _.___ —
I e Store data in flexible JSON-like documents. ‘ Install mongoose [MUHQDDB drwer‘ for Nude Js} _IE
I ® E{lSH to scale and handle Lu.rga amounts of data. | _____I'I_Pr'l_’l-_l.;\;t_.&ﬁ. monao C-;E;.__“--I :
I o Works well with Jﬂvu.Script {:Su.me data Fﬂrmﬂ.i:). i e TR 3_._____ I
| o Great for modern web upp[icﬂ!’,inns_ ! Optmr'f.l _(Ejifn_wrunmenf. mrmb[%_)____ i
| ® Commonly used in MERN stack (MongoDB, Express, | npm install dotenv :| |
| React, Node.js). SRS L R e s I
| o . ____ lEn) = ET ey —ewman.. A
@) Comect to MongidB (@) Gt o Morgos Wbl
wnsf‘. mongoose = requwe Mo goose )lr r%&;___‘” : const mongoose = reqmr’e{ m Dngﬂ"‘-SE ‘J, I_E;D_rj;[ Lo
! ! "hor ' | const userSchema = new mongoose. &hema[{ | represents
mongqoose. Eﬂnﬁeﬂt{ f'If:!gﬂrl.!:ﬁ.-"I.-"Il-:'.'\"fl.'l.l.-".ﬂﬁi-ETE].?-"IK{‘.FH'&"';E:I1 { | uiﬁaur'q";zhﬂ;;[it | | name: {tqu Strmgh rgquﬁ'gd true _Ij I a collection
useNewUrlParser: true, o f email: { type: String, required: true, unique: true b in Prnngo["'ti._
| useUniFiedTopnﬁugH: true |______J' age: { tupe: Number, default: @ }, L i
' 1) | createdAt: { type: Date, default: Date.row }

mtch(err => console.error(' & Connection error:, err)); | | const User = munguaﬁe.model('User', userSchema );

|

|
then(() =5 cansn[&.lag(' Connected to Htﬁngn[]E‘i'D f : bi

|

! module.exports = User:

@ Basic CRUD Operations ) Example: User Routes

Creal const express = reqmrﬂ( e,:preJE ); [_ _________ s
_ e (Insert) const User = require(../models/User ); These routes
const user = new User({ name: Sovit', email: ‘sovit@example.com’ }:} const. router = express.Router( ); allow you to §

interact with
Mﬂng oDB

r{:uter_get('!'f' async I.ireq, res) = {
usmg Express Js)

|
|
|
[
il
|
I ik e =l T ind( };
|
|
|
|
|

|
|
|
{f Get all users I
|
|
|

|

|

|

| -
i await user.save( ):
[

|

|

|

1

|

|

await user save( );

I res.staius jsonl{ m e: User created successfully }); |
batus(281). json({ messag d fully" }); |

const users = await User.find(); res.json(users ); — ———}

bi |

Upda.te // Create a new user !

await User.findByldAndUpdate(id, { name: 'New Name' }); router.post('/+", async (req, res) = { :

const { name, email } = req.body; |

- @ Delete const user = new User({ name, email }); |
i

i await User.f indBHIdJ':'md De[etEI: ld:l;

e e e

|
P e eelma e L e L et T el T Ll o B

_mnt_iula exports = raubar

@ Project Folder Structu_re_____________ Using Enwron[r_ae_nf_;_yarlqbles

. Pm]eit;modelsf | '{e&p q-:m-r mud:;Ls || rEr;;te a .env file: - "._"__ i :"I:
L User s : routes and JI| | MONGO_URI=mongodb://localhost:27017/karyvio Er"v‘r“’"”mer'" i
; | variables kee [l

l L e t cnnFlgurcIl;mr\ I| ‘ Load it in your app: your sr_-n.r,itivf I
| |_ :_ userRﬂutES,JS :_ EZ?:Z;ZEEM!';;[[HLH i| | requiref date"-":." cunFigI[)‘ | information safe. J|I
— .env W O
| L — app.js .. | ‘ mongoose. cnnnecl‘.{prumss env.MONGO_URL, { ... }); i

| 1

= paci:age Jsan

@_ Common Issues & Fixes @ Key Takeaways :

| | [ @ MongoDB stores data in flexible document
® Connection refused — Check if MongoDB is running. ! | © HMongo O0E6 GILA 1A Tikibie gocuments,
|
|
|
L

, Create models and perform CRUD operations easily,
® Validation errors — Check your schema and required fields. !
| @ Duplicate qu‘j error = Handle unique fields Pf'{IPEI"lI:f.

@
@ Organize your project structure.

G Use environment variables for sensitive data.

@ Expresss + Hnngn[}B 5 a pr.:werFul r:n"nbmu]:..m for real m:lrld ﬂpm I

| 0 Use mongoose to connect and Interact with HmngnDB
i @ Depmcatmn warnings — Use latest mongoose and Gptmns.

|

|

e O e e

’ “From Data to Real Impact, One Query at a Time ! O
Kar:.-yv lo. Com Learn Tﬂd{uj g Build Tomorrow ! C}
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Pos dL/ Prisma
(Da.i:ﬂBase Integmtmn)

Lisa ul
relational database and
Prisma is a modern ORM
that mokes database
interactions simple,
tgpe—sufe and developer
Friendlhz I

Learn how to use PostgreSQAL with Express.js using Prisma

to build scalable and type-safe upp['u:atians

Why Use PostgreSQL with Prisma ? @ ot Reqired Pcage

® PostgreSQL is a reliable, open-source relational dutabase Ans y | —

3
L

i |
' |
I ® Prisma provides an easy and type-safe way to work | | npm mstuu FﬂJprLsmﬂ.fclLent | I
| with databases ! T _.___—__.::;::'_:I| :
: ® Better developer experience with auto-completion, I npm install prisma ey I |
| ® Supports migrations, schema validation and relationships. ! T B R e LT e |
! ® Ideal for pruduﬂhon retld;q app lications. :
Imtv.alu.fe PrLsmu. @ Conﬂgure Database Connection

m b ' R . | Ans‘ _:H In .env file, add your PostgreSOL database URL Renlaze -
| npx prLsma init ‘ | Bz 1

e e T — — | Username |

DATABASE _URL="postgresql:// username: password | password

| port and
-‘='l ocalhost:5432/} M;.l.rl.i'n"' ) | FJ |
| dataobaze name

® Schemﬂ_prlsm{. = deFmE your database models
® _env — store | Jour database URL

with your values 1

froATmLate s SWas as po T A8 wt

|
| |

This creates a prisma/ folder with: ' I
|

|

|

Define Prisma Schema @ ‘RunMigrations

Ans = prisma/schema_prisma I_,._:_“___il Ans § —| Create and apply the rmgfa’r.mﬂ 1
generator client { | E_I e ;Du:l . - [ T e I |
provider = "prisma-client-js” jnges )N | npx prisma migrate dev --name init | |
} i here. Prisma i [kl o T e i, ey, N I
datasatinea db- | I will ?E”E_ml“e I: e This creates the necessary tables in PostqreSQL. :
provider = “pastgresql” | J"”_E database I; | @ It also generates the Prisma Client for use in your app. |
|_|_r|_ r Enlp'i .-:-_._:I__,!l.. I:_I.'EFIIEL_IJH!-..]I : j}:_?‘IE!'I'I'.-fll rrom :l I et N 1 Y S L e Sy S vl
} L;'m;: rile :I . 8 :
P o | Use Prisma in Express.js
| mp ser | - = e e e e 1
i id Int @id @default(autoincrement()) : m _’ EXCI-I'HPF-B-' Get All Users ' L ; .l}., B
| ! i . lse Lhe _
: an-‘:ﬁ g:.::: it | | consiL FT:;FrFSS (:L rr;?uﬁlref -:u:':r'e!':r: j . Mot PrismaClient !
i createdAt Datelime Iﬁi'-:ler}r:nl{ (now()) i | const { PrismaClient } = require( @prisma/client ); to interact !
i} | | const app = exprEﬁﬁi}; "”_‘”r-'l" L
!___________ —_— = ————— ! const prisma = new PrismaClient(); | database.
e el §

app.ge‘.,{'-' UESErs | aanr_ 'I:rg.;-tl rg_-;} =5 { :
const users = await prisma. user Flndf‘-"rnn!r--i};
res hianu:zers.};

O

app.pnsti: {users async ifreq, res) = { I[r_rl_"n_l_ r_nJ_h'F: = i R
const { name, email } = req.body; I CRUD & Eru-t.lﬁn*s'i TR = == _
const user = awail [:rrisrr;r.l.u:ser.=:'.r13-:11:|a!:1,r I :mr[;. rﬁd ) ..

data: { name, email } A s |

% | Lype-sare .
e : | g e
res. 5L|1§.u5|:2|3'] ) JEDH{UEE!‘];

b,

Best Practices Key Takeaways
Ans = Use environment variables fﬂr sensitive dui:u Ans =

Pm:al:greSQL is a robust relational database

KEEF' Youg S‘:hema'Pma file orﬂmmed Prisma Slmpliﬁes database Interactions.

|Jee mjﬂru.t:'{:ns to manage sehemn chﬂnge;s.

Use trg-\.utch for error hund[ing.

|
|
|
!
Run mlgrtﬂ:lons instead of manual database chu.n_qes. :
|
|
|

Prisma provides -‘,lj'pa snﬁatlj and greut dmlcper experience. |

Close Prisma Client on ﬂpplicutinn shutdown.

: Easily inteqrate Pri ith Express js.
Use relations and indexes for better perfnrmu.nce. ' SR SRR o= el

Follow best practices for a scalable and maintainable app.

) : Better Databases, Bigger Possibilities ! “
Karyvio.com L - =

|
y Learn Today, Build Tomorrow ! ("
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CORS, Cookies &
Sessions

Learn how to handle CORS, cookies and sessions in Express.js
to manage cross—-origin requests and user sessions.

CORS, cookies and
sessions help your
application communicate
securely across domains
and maintain user

sessions ef Fet:f.ivelg I

What is CORS ? (@ Install CORS Package

ANS _’I e CORS {CTGBS—OFISIH Resource SHtlrmg, allows ' Ans —I| I |

| your server to accept requests from different |
| domains [urtgln}_ !
| ® Browsers block cross-origin requests by default |
| for security reasons |
| ® CORS can be canrigured to allow specific domains, |

| @ What are Cookies ?
methods -CLIIE{ headers i

[ E OO i TSR s S TR 201 AP | Ans—i ® Cookies are small pieces of data stored in the

: user s browser.
Bﬂ,Si_C CORS Setup | ® Used to store session [Ds, authentication tokens,

|
|
Ir ; I |
| | npm install cors I |
i |
L 4 |
|

res._jsan{{ message: CORS is working!’ H:

AI'IS L, ——— —'"—"':_—'_'—*‘—'—I"'——j__——:—'j:jjj—j: _ user preferences, etc

| const express = req“”{ express'); | Use PEC fic. origins ® In Express.js, we use the cookie-parser middleware |
| const cors = requi ire( ‘cors’): ek e ,ﬁ f: L e pookies l
| const app = express(); | [nr hﬂ I — J
| | of athes

|  securih i

77 Allow rongeds Fom @ specific ciin L__i‘_ﬂ__________, @ Install and Use cookie- Eoree |
: app. use{ﬂurs{{ g | Ans - - I‘"I_r_t'—,;
I origin: n: /S localhost: 5173 // frontend URL | i npm LI‘IStclH r__kao Parggr ] J.co0 "flr-‘r Ef :l
| methods: ['GE I*, 'POST', 'PUT". 'DELETE’], | o ol & i i I h:=E£ to read §
| dentials: | | o |.1r~-1|rL,p i
I credentials: true i const. cookieParser = require( 'cookie-parser'); i okl Fror B
| 0 l app. use( cookieParser()); { Podiiesds h
I ﬂpp.gﬂt['fﬂ_{:.', I:req, res) =» ¢4 : | i "I ey |—- _.-.7.—.-.--.—.|.'
[ [

| |

D

Ans - ® SE;E-_Lns O.[l_i}'a-h; you to amre I.Iser.*. data IZIH t-hé S;I:VEI‘-:
A@ SEt ﬂnd Read CDDkIES - instead of the client

secret: Gour_secret_key |

|
|
b ol ;i | ® A session ID is stored in a cookie on the client.
| app.get(’ /set-cookie’, (req, res) = { ' " se It'k'»'” Y 5: | @ Useful for keeping users logged in and maintaining
res.cookie( 'token', 'abc123’, { and secure | I au"henhﬁmmn state. .
httpOnly: true, | cookies in I oo e o =P R SR S e e s SR
maxAge: 24 = 60 » 60 = 1008 // 1 day | production to |
) | provent |l Install and Use express-session
_ res.send( ' Cookie set!’): | XSS attacks. I A _’ e e e e ————— = )
| 1) L 1| ANS | nFm Ins’r.a[l express- session | |rI\ s |
/ Read a cookie | const session = require( express-session } | ¢ L‘J”‘ i ll'e h
/ - i | server using |
app. HELI / qet~cookie {req res) = { app.use( session({ I
L

console. l{:g{req [.DDI(LE'.E token); ENNESS—SESSON. |

FEsSave &LSE .

savelninitiolized: false,

|

|

|

Fes: SEI'Id{ $ F'Eq EDG"(LEE t'ﬂ:kE.ﬂ]' :Ir |r

. cookie; { i
i

|

|

I

e e e -

httpOnly: true,

' maxAge: 24 = 60 = 60 + 1000 // 1 day
Usmg Session Data g

T " ——r———— e e — e G L A e e L et Lo Lo el

AL “FP Hat( {req, res) = | . ":P::r—i;—a —II s ~
L o EESSLE:H e 1 name: ‘Sovit' }; can be used li KEH Taj(ea'“ﬂl'}, JS s

res.send('User logged in!"); to store user ||

|
|
|
J3 | o store use o -
1) T I AI'IS =2 @ CORS allows eross-or igin requests.
|
[
|

' intormation il
.

}

| b time in production

e | @ Use cors package to configure allowed origins

t." { } = { across multiple || ] 9 q !

app.ge req, res) = . A i | @ Cookies store small data in the browser i
iF equests | _

3 I.':wq session. Ltser“]l 1 ,___q_ _____ l | @ Use cookie-parser to read and sel cookies |

res. json( req.session.user ); : | @ Sessions store user data on the server. l

}else { I : (] Use express-session for session manaqemen{ '

res.status(401). json({ message: Mot logged in' 1; ! i Al htboOnl. l

JJ I (/] ways use secure, http nly and proper expiration l

! |

. ( Secure Sessions, Better Expenenr:es' .,:_'} .
KG.FYVIO.COI‘TI L earn Tndag, Build Tomorrow ! 'LIJ
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@

Ans —

()

Learn essential securiiy bast practices to make your ExprEEE.JS
applimtinns safe and pruductlon-reu.dg.

Use Environment Variables

' @ Do not hurdwde sensitive information kﬁ-.F":[ kegs
database URLs, secrets) in your code.

1

|

|

® Use env file and a package like dotenv. |

| |

i #Tv o FEENRD 5 i

| FORT= | \'clcp your I |

TWT_SEC RL =yoL _'c':'i'.l'"r':-'u..i\'EI_.: | .env file pri ivate : |

DATABASE _URL=your_dntabase_url I and never push H

I it to GitHub | !

! : s 4|

/ Load in app.js i

r*equirel:' loteny J.cmnﬂg[]; I

const port = process.env.PORT;

' !

Use HTTPS in Production

I E Mwaﬂs use HWPS to encrypt d.u*a in uannlt I

! ® Get a valid SSL certificate f:_ﬂ.g., via Lets Encrgp’r_}. |

i e If using a proxy (Like Nginx}, trust the proxy. |

f o eee— '

[ = 14

: : | HTTP is not safe. | !

i app_set[ trust proxy , 1); l Always use HTTPS I :

| Py "
Preve.nt XSS (Cmss Site Scru;tmg)

@ Sm'uhze uﬂd EE.C-I;[FI-E user .nput. |

| @ Use a templating engine that auto-escapes output |

(eg., EIS, React on frontend), |

@ Use libraries like xss or DOMF‘uriFH (for frontend). :

|

[ ———— R

const xss = require{ x55 ) | Never render !l

9]

O}

A_rrs—-ll
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const cleaninput = xss{req.hﬂda.inpu’r_j-_ I user input directly ||

| without sanitization |I
I - _|!

Use Rate Limiting

; ® Prwent brute force attacks and abuse by [LmLtlng
the number of requests.
® Use express-rate-limit.

const ratelimit require{ express-rate-limit'); || Helps ;;'r.r|.r:h|..
: S | agalnst DDoS
app.usel ratelimit({ . 41.1J ok
windowMs: 15 % 60 = 1000, // 15 minutes || 9nd brule force |
maxe: 186, '/ Limit zach TP to 100 requests| | attacks

Hf:mdla Errors Prnperlg
e Do not expose sensitive error details to users.

® Use a global error handler :
l_rnj full errors

SErVEr |.c,a_:| g,

|
|
= { I
|
|
I

H;

|
|
|
[
|
Al

|
: message: Too many requests, try again i igjediy e =srrn
i e e e . Keg Takeaways

upp.usa{lzerr, req, res, next ) in
: : i ' e raaEL
console.error{err); but show generic |
b = " Hn . Eiain
res :ILG.E’;JSkf‘:'r‘J‘:"-}.J‘:&Un..{ message: Something wenf wrong }:| messages lo users. |

Security

Best Practices
(Build Safer Applications)

®

@ Validate and Sani’r.ize Input

| Karyvio

LEARN | BUILD ), GROW | GET HIRED

Security is not
a feature, its a
mindset. Follow best
practices to protect
your application,
users and data.

Ans —1 ® F'u.-.raqz. vaLLda.,e user input to prevent attacks

like XSS, NoSQL injection, SQL injection, etc.

| ® Use libraries like express-validator or joi.

const { bm:lu andn.tmnFEESuLt & r 1
eql.ur'e,-IF spress-validator'); I Nwﬂr‘ trust I

| user input. I

+_ I"'I ISLer | ! Il
uppbgl;; |:—' mail 15Em.;1il.kj I 'Iil'“h”b ‘-\.-flhd.rl[.h ;
bde yssword J!St Eng_th { min: b |-.| I and sanitize it |

], {reg, res) = {
const errors = vuiidntlnnﬁesultlireqj:
if 'errnrs,isEmqu{‘ {
~ return res. status( 40 ”JSDH'U{ Brrors: errors.arrayl O 1

M handle valid data
L\,
140

Secure HTTP Headers (Helmet)

Ans _l| o lse heimat to set secure HTTP headers.

e It hel ps prnhect ﬂgmnst common vulnerabilities.

e ey _I |

const helmet = requ'Lref'Iue:.rﬂr:’r_':J; i B i '
9 i | Helmet sets !

const app = express|); _ I
! multiple securily 1 II

app.usel helmet()); | headers for you i
I automatically. ||

| e - LI | |

Prevent SQL/ NoSQL Injection

Ans -! o Use UEMx’duerH Bullder feg Prisma, Mongoose).

Ans —

| 90000060

e Avoid raw queries with user input.
e .ﬁ.lwags use pammeter%zed queries
I'_Kl.lr."!FILe with Prisma user input in

|

|
const user = await prisma.user.findUniquel { ‘ database queries

L

lse environment variables. |
Validate and sanitize all input.

Use HTTPS and secure headers (helmet).
Prevent XSS, SOL/NoSQL injection

Use rate limiting

Secure authentication with berypt and JWT.
Handle errors properly :
Follow the principle of least privilege. |
Keep d&pfndenmes updateﬁ (npm audit).

4 Securitg Tﬂdmj, A Better Tomorrow |

U

Learn Today, Build Tomorrow ! v

where: { email: req.body. email } e
i
—— Secure Authentication

A—ns 2 ® Use strong password hashing (berypt). i_;f ’F'_'-I”.';'_ — 1!
| ® Use secure JWT (short expiry time ). i authentication I
® Store tokens in HTTP- On'.Li cookies I flow secure I
(instead of localStorage). | and simple J|

& -mpterr'enl'_ proper logm attempt limits. —
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Production,
D | Performance &

Deployment

Learn how to prepare your Express.Js upphcutmn for pruductinn np imize
per‘ﬂ:nrmnnce and dechg it smfelg.

A well-optimized
and properly deployed
EKPT'ESEIJE ﬂ.P‘P l‘i Ejl:lEl.Er'
more reliable and ready

tﬂ hﬂ.ﬂdﬂ r'E'ﬂ. users

in Fl"{ld.l..lﬂtlﬂﬂ

An® Set Environment for Production | @ Use a Process Manager (PM2)
| e e i
Use environment varu:th[es and set NODE ENV to pmductmn.i AHS ) PMD. e oo ruiieng v (AL crashes |
T (e e i e =
/e Gtin) iy e | ol o |
:,.-LJL NV=production I data in .env file. I | sz e Server.js —name express-app I T iy S e |
| | PORT=3000 | Never hardcode l : pm2 list I log management ||
DATABASE LRl susur db ! |
! :1_(_~ _"‘:Hl- g ﬂ l ! secrets in your | pm2 logs express-app | and. process _
L] .-.Ii-_ln..F?-\.-_-. |--|4'._2;:." secrel i L'r:':_:ll'i“ = _-_JI ! : sz resturt EIPFE:‘;S_G-PP !_n_|jlr-_|_-|__|:|___-ji
e . T T e L e e
@ Enable Logging ——— Pertormance Optimization
5 _} Use a ELQ‘?EF like morgan for request logs. i @"’I ® LUse c{:mpressmn to reduce response size. "-_i-___.
| :———————————.! | @ Enable caching for static files. bm"f_ ;’: _
npm install morgan | Logs help you H | ® Use database indexing and query optimization reépdie
I aniior Syeursapp: i | @ Avoid blocking code (use HSHF'IC:"'rﬂwuLt | Iih += kL
const morgan = reqmre{'r-lu.---:un']; : debug issues and !i | ® Use a CDN for static assets. o
N | =
app_use[mcrgnnf combined J;'; I track I:%L' e tmtlll i npm install compression :
[IE:TTE_li__JI || const cu*‘nr esslon = ’eqmre[ compression ): :
g e T S . I ﬂFI‘PLL";E LJm|_,| Eh‘;luﬂl:_,-,n' :
= - —— e MU S
@ Enable Gzip Compression
o s i Handle Unhandled Errors
Ans Cumpress responses to reduce bandwidth usage. - e
' 3 ' L_A"_E _} Catch unhandled rejections and exceptions
! const compression = requl.rEL compression L) - . : (erc) & 1
| app. SE(-LCIHI res I{mF process.onl, I.!'.'F.r].'1.iin‘iii:'{é,:jf!f.'.::'.'! , \err) = ST T I
! i A P ? " { A, _ ! console.error( Unhandled Rejection: , err); | w- g
! level: 6 // @ - 9 (higher = more compression) . ocess. exit(1); | i |
})} b 0 crashing _.L|.£'||L1
st : 1) | il el
. il R Flrﬂ-teis.;:-rl_{ Tl .'...-:|5-'Li'.x;.r:.r:-'.:.l " Aerr) = { with :]i-’:l.f__]ﬂm.:_] I
console.error{ Uncaught Exception:”, err); L
Deployment Options erocass exit(1):
ns —'-l': You can deploy your Express.js app on various pLal orms. | D j
- e e = e e e e e e . i e e e e e e e ]
I 1] !
f Popular Platforms | Deployment. Steps: |}
- i Gapeen Health Check Route
| | environment variables | ————— e —
|| @ Vercel (with serverless) : : 3. Tnstall dependencies Anﬂ _‘l Add a simple route to check LF your app is running
1 @ ?iﬂltﬂl&e‘m | 4 Start the app :? ' : i . Useful for
i @ b Eoey B Bkt || 5. Use a domain (optional) || | oppget( /health’, (reg, res) = t.. : mjl- LLlh
|| @ Heroku (legacy) e NP eSS | resstatus(200) json({ status: ok }); || M
e — e e | 1*:' . u_nd uptime
1 checks
@ Emmpl.e Packuge json (Production)
. .
s { = Key Takeaways
‘name .':.é'i.'ll_'--.'\-\. app , Jsg a start 5 o S :
l AR R .[ script and a ;! Ans _‘: @ Use environment variables i
i i StEver s production script | | & Run with a process manager (PM2) |
! "scrlptavl { for easy | i | @ Enable logging and error handling, |
I ::Stﬂrj_tll i _f‘l'ilf BROVEG]S | dfflﬁf_.f”"-f”t | ! /] Optimize performance (compression, caching, Lndexlngj l
| prod’: NODE_ENV=production pm2 start server.js _ | @ Deploy on a relicble platform, i
i Eéiepen dincies”s f Texpress™ 41820 } : ' (/] Always keep your app secure and updated
) | e e T TSRS eSS S S
| !
I e e

“Build for Production, Not Just for Deva[opment | "u' i
Leum Tﬂd.m:], Build Tomorrow ! U :

: >

Karﬂio.com
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Let's build a complete REST API using Express.js with
authentication, validation and database.

Ans £ "-"-"e will build a SLmP[e “Task Hunager REST APIL with: m =

Complete Express.js
REST API Project

(Build a Real Project)

@ Project Structure

k| Karyvio

LEARN | BUILD,|,GROW | GET HIRED

Building a project
helps you understand
how all the concepts
work together in a

real-world applicatinn.

express-task-manager/

|
: — src
| ® User registration & login (TWT) | - controllers/ _—
e Create, read, I:[nte. delete tasks I E: Tﬂ”iil;{ i Modular structure ||
i [ ] Input mlidaﬂon i t middleware/ I |-ul?epr: the code ! |
| @ Error haﬁdilﬂg ' — config/ | clean, maintainable ”
| = i ey L
| ® MongoDB database (using Mongoose) j t_ z;gj; Lﬂ”d easy Lo scale Ll
| ® Modular structure (routes, controllers, middleware) | — env = = |
! — package.json !
I~ server. _]5 |
————— e ———— ————— =—— S —— — — — — — — |
Install Dependencies @ Database Connection (MonguDB)
T = = T -_.__._'!-: Ir ——ma=
_5“"; npm init -y | These packages || A_ ! {{ sree/config/db s JP -l _I
| npm install express mongoose dotenv berypt | | help in building || Iaort ongooes from ¥ , : !
| b, | heip g | | L N f | store wour I
| |sonwektohen morgan cors Voo isteure ond. | I "-”"P”’t const connectDB « asyne (, L | 4 I
Hed 4 g¢ sk | | oty | datobase URL .1
I I nrq.:lucl-.cr_-rnudql I await mongoose. cm*necl:l{pmcess e MONGO_LRI), | |l
! | | API I | console: ln}gl. iﬂ Monga mnected :
- ' { | ] catch ( (err) |
| console. errurf M DB connection error:, err); I
I } prncess.exit{::l; |
| |
@ User Model (Example) @ Auth Route (Re-.g.ster Exa.mple)
_ — i e = =-
A_ | £/ sre/models/User js |V-w-ﬁ hak -Fl Ans—l - ..,."IF.JIII'.E‘J"II.'I.II.:ILH 1
f I o A e e et = import express from eepress:
1| DIRCHE: RONGUOSe 1 Mnghges | .o | password using || | imvort { bod, wiidabiorRemik } from " sressalidaker
const. userSchema = new mongoose.Schemal({ | A= ! ¥ EI Eo '
| o | berypt before | Lﬂp:lrt berypt from  berypt
name: Skrin | JF i ;i I
s ; i | saving to the || e iPpOS s foom ./ modalsy L ser | lati
email: { type: String, unique: irue }, } ik ase Il const router = express Router(); ; Use validation |
assword: String, ] | rouber: g,t-“' renister . [ | and hashin
P g e o ot ol g o o L | g
| } '{ timEEt[}.mpS' Lrue ]',l:' | bt‘dd a le"‘-ﬂ-lf[:' | ta k[EEF yaur
| export default mungnuse.mdel[ Jser', userSchema); | IDDI:[:] sward ).isLength({ min: & }) | app =
i ! |1 BSYNC kreq res) = { L I |
|:|:'1':L errors = validationResult(req); a5 =yl i
; i (lerrors. ﬁEmptl_.,I‘}; return res status{464), json({ emors: errors. I:I.I'I“ﬂ.l.l|: B
@ Protected Route (Bxample) | kT . e ) iy |
Ans = | [ ere/middieware/auth [ ]-: i const !‘.us!:eu:l = await berypt hash(password, 10); I
= | ‘import jwt from "jsomoktooken', ! Use this “ | const user uwrit User.create({ name, email, password: hashed }), |
j export const protect - ':FELE- res, next) =» { | middleware | | res.status(201).json( { message: User registered successfully }); I
LFII'l‘_. token = req.headers -cllu‘..hnr-:zﬁ.':i-;.‘-n?split{ Xtk ! ks o ot ect |I | }‘J - ' I
tIrHIl'j.l;ﬂenJ return res.statusi 43} jsonl { message: Mo Loken' -'.I r{}l_-.|:_|35 !.'lRE' ‘| i EJI:PD!‘L d.E |1Ll|.’£. ruu’r.er I
- | | | o e
| const decoded = jut -.IE'F'.|-I:|{|'.DkE:'!. process e, TWT_SECRET): | task .:rgj-g_iri_nq. |
! ser = decode !
{3 dacodal | update, delete. |
} catch (err) { e ———c = = _I:
return resstatius(401) json({ message: Invalid token B [
} |
e e e R = TR
@ AP[ Endpomts (Summa.rg) Run the Pr‘nject
g _Methnd . Endpoint Descertinn | i A 3| 1/ server s ——— —|
i POST | /apifauth/register EEﬂISLEI a new user | | import. ‘dotenv/ ;‘mf‘ﬂ, - : Run with !
| | POST | /api/auth/login Login and get JWT , ::E::L Exi::zctauﬁm | .;'c;r ; rific/db. i | node server.js |
[ GI:—F | [api/tasks Get all tasks [pruteyted} : import. authRoutes from ubh |——— J
I POST Japi/tasks Create a new task : | const app = express( ), '
|| PUT Japi/tasks/:id Update a task ! app. ““i“P"E? J:‘i"'r” b .
| | 1.1 l‘lFP use -'Iﬂ.Fl U I'il.l. I]LJ BS )
i _DEI_I:—TE .."'nplf tasks/-id Delete a task | ,: ceonect DBO) then(() = {
B - - ) app.listen(S000, () = ccnsnle.iogi & Server rumning on port SO0 ;|

9

E._%—r.

Hi - !

Key Takeawuys__ i

‘fm learned how to build o t-crnplete Bxpressjs REST APL
I:Egrﬂtad authentication, database, validation and error h&n,d[ing.
:n'l".u-.-.- modular structure for maintainability
This project can be extended with features like user roles, pagination, file uploads, etc.
V.Juld real prUJects to strengthen your skills and porf rolm |

Kar ﬂlo com

e e e e s e e sl

“Practice Projects Today, Professional Oppﬁl'tl..lﬂnilﬂﬁ Tomorrow! " O

O | Leam Toaag Buld Tomorrow !
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Ex PreSS.JS Prepare well,

Interview Questions
Let's revise what we learned and go through important & Fll‘lO.I. REVI,SI.OII

interview questiana for Expr&ﬁs js.

@ _Cnmmon Interview Quastwns

revise I:ﬂm:EPtS and
practice hands-on.

You are ready,
to build u_mI:Lz'LrLg

backend ap PII-::ﬂI: ions |

@ Short Answers (Important)

- Q1L What s Expr355J57

ExprﬁEs. s a minimal and flexible Node. s web framework :
(2. What are the admnta.ges af using Express. Js? Middleware functions run dur-.ng the request-response EHLIE I
|

Q3. How do you create a smeIe Express server ?
Q4. What is middleware in Express.J's?

app.usef ) is used for middleware, app.get[] is used for routes. |
express.annI;} parses incoming JSON data.
(5. How do you handle errors in Express.js ?

|
|
|
|
|
|
|
|
(6. What is the difference between app.use() and app.qet() ? I
|
|
I
|
|
|
I
I

Use IrH--ca.*_nh or Err-ar-handIing middleware to handle errors,

Use environment variables to manage conILgumﬁon.
Q7. How do you connect Express to a database ?

JWT is used for authentication with a secret I(E‘.I:".

| Q8. What is JWT and how is it used in Express.js ?

| Q9. How do you secure an Expr@ss appIu:aIi.un 7

Use bcrHPI to hash Passwurds
Use CORS, Helmet and inpu.t validation for securitg.
Deploy on platforms like Render, Railway, Vercel, or AWS

' 10, How do you dE‘.PIﬂj an Express js app In product ion ?

S B P —

|
|
|
[
|
|
|
|
|
|
I
I
a
J

@ Code Based Questions @ Conceptual Questions

What is the role of next() in middleware ? !
What are the different IZjFIEE- of middleware 7 '

Create a simpIe Express server.
Create o route with path parameter

Parse JSON data from request IJDEIH.

Create o custom middleware.

How does Express handle asgnchronous errors 7
What is CORS and why is it important 7
Implement error handling middleware. How do cookies and sessions work in Express.js ?
Connect to MongoDB / PostgreSQL.
Implement user registration with berypt,
Imp ement Iag'n with JWT.

Protect a route using middleware.

10. Handle 404 (Not Found) route.

What are some security best practices 7
How do you optimize performance in Express.js 7

What is the difference between development and production mc:-cIE?I

0 00 H oUW
D 00 HOT R W

How do you structure a a"ga Expr‘%s prn::JecI. ?

10 What HTTP status codes are commonIH used in APls? |

|
|
| I
| [
| |
|
| |
| |
| |
| |
[
| |
I |
| |
| |
| |
[
| |
| [
| |
| |
| |
| [
el

e e e e e e e e e e s

@_ Tips for Interview Preparation Final Revision Checklist

Understand core concepts clearly Express setup and configuration

Practice writing code without looking at notes, Routing, parameters and request/response.

Auld small pr'@JEI:Is (auth; CRUD, e w loaleke) Middleware (built-in, custom, error hl:tm:IImg).

Authentication (JWT) and authorization
Database integration (MongoDB / PostgreSQL)

|

|

I

|

|

Be r\eu.cIH to ExPIa-.n your PruJect. i
[

Security (CORS, Helmet, input validation). I
|

|

|

|

|

|

[

|

Understand real-world use cases.

0000900000 |

Logging and environment variables

Revise Impan,anI; Node. s and JIIWEISCTL'PI, cancepts DEPIDHH‘IEHIZ and production setup.

00000000

Practice on platforms like LeetCode / HackerRank (backend).

Complete project implementation.

1
|
I
|
|
I
|
|
|
[
I
Learn to debug and read error messages i
|
|
|
|
|
|
i (Go I.ﬁrcugh Impt}rtant interview ques.ﬂms.
|
-

I
|
|
|
|
I
|
I
|
|
I
I
|
I
|
|
I
|
|
|
|
|
L

e e e e e e e e e e — — - e e . — el

ConsmstencH I;ndag

Better appor’cumtles tomorrow |

U
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